British National Cipher Challenge 2020 Special Edition
ELITE Cipher Challenge

Three Solutions by madness

Finding the ELITE challenge

The address of the ELITE challenge is hidden in the plaintext of the 9B challenge (see the Appendix for
the ciphertext and plaintext). 9B was encrypted with different Caesar shift for each word. To make
things easier, the words were separated by a slash when the ciphertext was encoded with Morse code.
This short block of Python code decrypts it quickly:

alphabet = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

morse:[l _|, I_...ll I_._.ll I_..I, |.|, I.._.ll |__.|, |....|,
I..ll I.___ll I_._I, |'_..|, |__|, |_.|, |___|, I.__.ll
1 _|, I._.I,I.-.I, |_|, I.-_I, |-.-_|, |-__|, I_-._ll
I_-_", I__..l]
ciphertext = ciphertext.split(' ')
plaintext = ""
shift = 1
for x in ciphertext:
if x = "/":
shift += 1
plaintext += " "
else:

plaintext += alphabet[(morse.index(x) - shift) % 26]

The first letter of each sentence of the plaintext gives us the location of the ELITE cipher. Luckily, 9B
is a telegram, so there is no doubt about the boundaries of the sentences (they end in “stop™). We get

www dot cipher challenge dot org slash elite
or,

www.cipherchallenge.org/elite

Notation

I will be using the convention that plaintexts are written in monospaced lower-case letters, while
ciphertexts will be written in upper-case letters. When it is important to explicitly show that a space is
present, I will use the underscore (“_"). Also, I will use “>” and “<” to mean “is encrypted as” and
“decrypts to0”, so that “X > Y” or “Y < X” means that when we encrypt x we get Y, and when we decrypt
Y we get x.



Initial examination of the challenge
We are greeted with this introduction:

You have joined an elite band of cryptanalysts who have cracked the final round of a
BOSS training mission. Or have you? Clearly the story can’t end there, and if you want
to read the final instalment before everyone else gets to, then you will have to crack one
final code. You solved part of the puzzle by finding this page. Now you have to use all
your skill to break the cipher protecting the attached report from Swallow, which details
the final adventure. It is like nothing you have seen before in this edition of the
competition, but I will tell you that it is inspired by the simple combination lock!

Try to remember that bit about the combination lock.
The ciphertext follows; a full copy of it is in the Appendix. Notice that its character set is

@ABCDEFGHI JKLMNOPQRSTUVWXYZ

It is reasonable to think that the addition of the “@” character means that spaces in the plaintext have
been included in the encryption. So the character set of the plaintext will be

_abcdefghijklmnopgrstuvwxyz

If we look at the frequencies of the characters in the ciphertext, we see what is close to that of English
text (if spaces are included), but smeared out somewhat. It is still too close to English to have been
from a Vigenere cipher with a period even as short as two.
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First and dumbest solution

The first thing we should do is stare at the ciphertext. And stare. And stare. Then we might notice that
the sequence RHEB occurs quite frequently, and that it is always preceded by one of @, A, B. It is
reasonable to guess that RHEB < the_, and that the character preceding it represents a space. Also, we
can see some plaintext characters leaking in sequences such as CJFFICULRB, which could be from
difficult, and FZDSOXICDB, which could be from hydroxide. Notice that in these three
examples, letters from the ciphertext are never more than two places away from their corresponding
plaintext letters. Let’s take another look at the monogram frequency (blue), but compare it to English
text with spaces included (yellow):
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From the smearing of the monogram frequency distribution and the examples of probable cribs, it
seems to be a good guess that each plaintext letter is encrypted to a letter that is shifted at most two
from its original position, with wrap-around, i.e., modulo 27.

Guessing the best decryption of a sequence of ciphertext characters is not always easy, so this block of
Python code comes in handy:

alphabet = "@ABCDEFGHIJKLMNOPQRSTUVWXYZ"

def acceptable(a,b):
for i in range(len(a)):
if (alphabet.index(a[i])-alphabet.index(b[i]))%27 not \
in [25,26,0,1,2]:
return False
return True



while len(ciphertext) > 0:
output = ""
for word in words:
if acceptable(word+"@",ciphertext[:len(word)+1]):
output += word + " "
print(output)
ciphertext = ciphertext[len(word)+1:]

It may not always find the best choice, but we can use it to spend the next five hours piecing together
the plaintext.

Second, less dumb solution

By now we should have a lot of ciphertext/plaintext pairs that we can examine; for example,
FEBVYAUBSET@ < heavy_water_, RVBMLOUBREBMA < swallow_team_, and
CJCB@MCFENJRSENB < die_alchemisten_. By studying them, we can see that the encryption of
each letter depends on the preceding plaintext letter. We can tabulate them like this, with the preceding
letter designating the column, and the current letter the row:
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abcdefghijklmnopqrstuvwXxyz

There is clearly a pattern in both the horizontal and vertical directions, and we can fill in the missing

entries:
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least significant trit (base-3 digit) with the one from the previous character. Understanding the cipher
this way allows us to decrypt each character by looking at the character that follows it. This chunk of

Python code does it quickly. Notice that we have to add a @ character to the end of the ciphertext in

We can reproduce this table by expressing each character as three digits in base 3, and replacing the
order to decrypt the last character.

"@ABCDEFGHIJKLMNOPQRSTUVWXYZ"

alphabet

ciphertext += "@"

plaintext = ""

for i in range(len(ciphertext)-1):

Y

(alphabet.index(ciphertext[i+1])%3)

plaintext += alphabet[3*(alphabet.index(ciphertext[i])//3) +
].replace('@', "



Third and best solution

Remember that bit about a combination lock? How can we generalize this cipher to more closely
resemble such a lock? Instead of only shifting the least significant trit (ternary digit) by one, why not
allow all three trits to shift by different amounts? We will have to roll the ends around to the beginning,
just like the wheels in one of those locks that have three or four digits showing (not like the ones with
one wheel that you turn right, then left, then right again). The key would be three numbers, and
encryption would amount to spinning the three wheels, thereby mixing the trits (we call this
fractionation).

Here are some Python routines that implement the cipher we are describing. The key is now a triplet of
integers. Decryption is the same as encryption, but with the inverse of each number in the key.

alphabet = "@ABCDEFGHIJKLMNOPQRSTUVWXYZ"

def process_text(text, key):

trits = []

for _ in range(3):
trits.append([])

for i in range(len(text)):
trits[0].append(alphabet.index(text[i]) // 9)
trits[1].append((alphabet.index(text[i]) % 9) // 3)
trits[2].append(alphabet.index(text[i]) % 3)

trits[0] = trits[0][-key[0]:] + trits[O0][:-key[0]]
trits[1] = trits[1][-key[1]:] + trits[1][:-key[1]]
trits[2] = trits[2][-key[2]:] + trits[2][:-key[2]]
result = ""

for i in range(len(text)):
result += alphabet[9*trits[O][i] +
3*trits[1][i] +
trits[2][1]]
return result

def encrypt(plaintext, key):
return process_text(plaintext.replace(' ', '@'), key)

def decrypt(ciphertext, key):
return process_text(ciphertext, (-key[0],

-key[1],
-key[2])).replace('@',"' ')

The key for the ELITE ciphertext is (0,0,1). The full plaintext is in the Appendix. So far, I have not
found any hidden messages in it.



Cryptanalysis of the ELITE combination-lock cipher

To crack a ciphertext that was encrypted with the ELITE combination-lock cipher in a manner that is
faster than brute-forcing the three integers in the key, I am going to use only one statistic: the index of
coincidence (IoC). I use a normalization such that the IoC of a random string of characters is close to 1.
Here, 27 is the number of characters in our set (the alphabet), n; is the number of occurrences of
character number i, and N is the total number of characters in the ciphertext.

% n(n—1)
IoC=27), ———=
2 N =1)

The algorithm is this:

1. Fix the first trit of the key ko = 0.

2. Vary the second trit k; over the values 0 to the length of the ciphertext - 1

3. Whenever the IoC of the resulting plaintext is greater than 1.5 (in my normalization), vary the
third trit k, over the values 0 to the length of the ciphertext - 1.

4. 1If and when the IoC of the resulting plaintext is greater than 1.8, output the plaintext and exit.

5. Adjust the beginning position of the plaintext.

The last step is necessary because we cannot automatically find the starting position of the plaintext;
we are only able to determine the relative shifts among the three key numbers with a program.

Here is a short Python (version 3) block that implements all but step 5 of the attack:
alphabet = "@ABCDEFGHIJKLMNOPQRSTUVWXYZ"

def index_of_coincidence(text):

counts = [0]*1len(alphabet)

for i in range(len(text)):
counts[alphabet.index(text[i])] += 1

numerator = 0

total = 0

for 1 in range(len(alphabet)):
numerator += counts[i]*(counts[i]-1)
total += counts[i]

return numerator*len(alphabet)/(total*(total-1))

key = [0,0,0]
for key[1] in range(len(ciphertext)):
plaintext = decrypt(ciphertext, key)
ioc = index_of_coincidence(plaintext)
if ioc > 1.5:
for key[2] in range(len(ciphertext)):
plaintext = decrypt(ciphertext, key)
ioc = index_of_coincidence(plaintext)
if ioc > 1.8:
print(plaintext)
print(key)
exit()

In the Appendix is an extra ciphertext on which you can practice the attack.



Appendix: 9B ciphertext
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Appendix: 9B plaintext

BMaffenschutzstaffel to coordinate operations for shipment of the
vemork product to the fatherland stop

BMehrmachtstreifendienst personnel to maintain station security stop

Mlach bataillon to have responsibility for security of the rolling
stock stop

lie alchemisten to retain overall command of the mission stop
fperational control lies with the feldgendarmerie stop

[frack and train security is the responsibility of zugwach stop
Eounterintelligence to be the responsibility of the abwehr stop

fintelligence concerning all aspects of the mission to be coordinated
via the sicherheitsdienst stop

Jlant director bjarne nilssen is responsible for preparation of the
shipment stop

[le has informed us that he will be ready to ship the item on sunday
twentieth february stop

Bveryone involved in the shipment to be vetted by the local
schutzstaffel stop

[feports of any resistance activity are to be forwarded to the abwehr
stop

[Basks to be reweighed at rjukan to ensure the load has not been
tampered with stop

[landover to be monitored closely at every stage by zugwach stop

Bll1 rolling stock to be inspected thoroughly by
wehrmachtstreifendienst before loading stop

floading platforms to be inspected daily until the shipment and hourly
during the operation stop

fleave cancelled for all troops and police stop

Bvery army unit in the vicinity is required to provide guard patrols
for rolling stock route stop



flielsen to be instructed to organise the transport of the shipment
stop

Fleheime feldpolizei to monitor staff at every station and on every
train stop

Bntryways to the plant and rail facilities to be guarded by
wehrmachtstreifendienst personnel at all times stop

loors to the storage and transport facilities to be locked at all
times stop

futside the logistics team and local security operations only
officers of the ss and members of die alchemisten can be copied into
the plans stop

[@innoset to be prepared to receive the shipment but no indication
should be given of the nature of the cargo stop

frders for onwards shipment from tinnoset will be provided separately
stop

[fiukanfos to be prepared for shipment as a decoy stop
fluards to be placed in prominent positions on this vessel stop
Bf hydro to be used to ship the product stop

lloading plans to be established for a dummy cargo on sf rjuakanfos
stop

Bldditional security measures should not be put in place on the
landing stage for sf hydro stop

Becurity routines must be maintained in order to reinforce the decoy
on rjukanfos stop

[leavy water to be kept under observation at all times stop

Bxtra security to be provided on all transport until the cargo has
reached die alchemisten stop

flocal officials and employees are to be assumed to work for the
resistance unless vetted stop

finformation about the shipment should be encrypted using high grade
field ciphers stop



[Bemporary security measures can only be lifted once the cargo has
reached the next staging post stop

Bxtra resources can be provided for all aspects of this mission on
request to die alchemisten stop



Appendix: ELITE ciphertext
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HKRAU
S@MMD B



Appendix: ELITE plaintext

while the usaaf bombing raid in november failed to cause much damage
to the heavy water production capacity at the plant it became clear
to the nazi officials that the factory was no longer safe die
alchemisten were informed and ruled that the moderator would be safer
stored in germany where it would also be closer to their experimental
facilities

the operation to move the remaining stocks of potassium hydroxide
from which the heavy water was to be extracted was planned for
midfebruary and boss was alerted to the plan by members of the
swallow team who remained in contact with loyal norwegians working at
the plant their intel allowed a counteroperation to be prepared

initial surveillance showed that security on the rail line that would
carry the cargo had been stepped up following the bombing raids with
local civilians no longer allowed to travel on the trains and
increased guard patrols sabotage of the railway line was not feasible
and in any case it would be difficult to plant a charge disruptive
enough to damage the cargo

a decision was taken instead to mine the hull of the sf hydro boss
agents in the plant were able to determine the shipping date and in
order to minimize civilian casualties kjell nielsen delayed the
decant of the potassium hydroxide from the storage tanks initially
the ss had hoped to ship on the saturday when the ferries were
typically very busy the delay moved the shipment to sunday reducing
the number of passengers

by sinking the ferry in the deepest part of lake tinn the saboteurs
hope to prevent the nazis from recovering the cargo experiments
convinced them that the most effective way to ensure that the ferry
could not be rescued was to blow out a square section of the hull by
the prow by sinking the prow first the ships steerage would be lifted
out of the water leaving the crew with no control the team were
determined that while the explosion had to be large enough to cause
fatal damage to the ship it had to leave time for the passengers and
crew to evacuate they built the bomb from eighteen pounds of plastic
initial plans to use fuses left over from the successful vemork
sabotage operation were too short for this as the ship would still be
close to shore when the explosives went off so the team improvised a
timing device using an alarm clock the squad consisting of alf larsen
knut lierhansen rolf sorlie and knut haukelid assembled a few
kilometres from the quay at mael and approached at night they cut
through a fence and boarded the ship where they were discovered by a
patrol lierhansen tried to convince the guard that they were
passengers who just wanted to sleep on the boat but he was



unconvinced sensing that the he might be sympathetic the team
admitted that they worked for the resistance and told the guard they
needed to be allowed to hide something on the ship this worked and
sorlie and haukelid were permitted to go below deck to the keel where
they spent the next two hours placing explosives when they had
finished the saboteurs left the ship without any further challenge

the next morning the device exploded as planned just as the laden
ship reached the urdalen lighthouse it turned immediately for shore
but the damage was too severe and the ship listed quickly the ship
sank at ten thirty settling on the bottom in four hundred and thirty
meters the lifeboats were not deployed and passengers and crew had no
instructions on the use of lifebelts so casualties were unavoidable
but farmers from across the lake came to the rescue of the crew and
passengers fourteen norwegian crew and passengers and four german
soldiers died and eight days after the incident passengers and crew
of the sf rjukanfos marked the sinking with a memorial service

the casualties were most regrettable but their deaths were not in
vain the cargo was destroyed and it is likely that this will mark an
end to the german nuclear weapons programme



Appendix: Additional challenge using the ELITE combination-lock cipher

TNBUCKBEUEBKRLBQKIVODCRBBIEEUDJRHIBEWUI@FLBKTAABSTRXAIDLAGPKEPCIF@DUJ
@OLNM@VGTRC@EMSOIAWJISCOJGU@@GLITCTNBUCKTBIBZHICWRCREBBCXABSCRES@JLHE
@LCNVUAIKAWBWSFRB@ZAJJFWBPKFV@AGUIKINBWISRAO@GX@BPU@@IZNHXFRICASBALGC
VLIKFLTFKRFBXCR@REKEL@LBDEDB@MWIKIGMJUEORBJICPCIHRD@AUU@KJ@UKUHSCBQ@T@
@DMIHDATSRXBIDLAGYTBDOX@XD@I@CCKSCSNAUA@NBCNINBUGTABXEADRBBN@NRDFKCJA
EVUAISFKINAUOURI@BV@UJBRL@SDIIBEIEAFXEIVCIIQLNBECINOUNNUI@SDRB@HUBSLB
NBCWEIS@@BWNR@DCDTOIGWA@FUIVFBEKLW@@VRE@CET@@JIBD@JD@VNRADVK@H@VERNQ@@A
EJXOIEBCI@CMRPSHUW@JRFBBAMLOLOV@IFMVC@SNAHNEIKVDQI@V@@GCIHIEWEI@FQIPM
L@CC@QILBEFJADCKMOVZDRC@AGINK@CZA@HLBDUEKBULHKNFLK@LUCEUCTI@OMNM@VGK@
FXBAGUIUFBET@KIFDUASF@EW@TH@EW@TELENRGBINEU@RFBCU@TH@EW@BELBEUEKTO@KQ
BU@@CVIWAKQACTINEUNIBCI@ZB@WRTXAIVCJJAWBAGLINFWEBLECKEBZQBRERAEZCBD@Z
KN@EFKMV@BVRBRRTEIJHDB@AR@BIJLWHDCD@RRETD@A@CVW@RJI@FKPACEIOFCUWQ@@@OAW
CAIADVKAFMEJ@DAEX@SIIOZDT@@FCSMUEKBFX@@HC@CCBEKUGEAGICRE@KMOEEULR@CCB
XB@ABLEDSCBNWB@CUKV@BZA@HLTQ@KQBL@CIMOKM@CO@FZ@BGU@RLBNK@WB@PU@T@TWHI
O@WEIBFX@BY@@RCBKJHCW@AOUZBOTBTQ@Y@IS@TBVB@@WCNMMFGEVK@FAEDFW@RATUHAK
OTERW@@RCBW@ACCRBGBTAITGIKTDRLQUCTBKCWBH@CZ@SSRXBJELJGYETJRXABIYHI@VU
@@@FDKAYASERK@GIVAIWXCA@GU@@FDIW@TWWIJIGL@GGIXHI@@CLCUKIPGTEIKLA@CSC@
INK@CFJ@ECBGIMKACHSCBUKS@CLKVTIAQLMLAVGBI@CESAIMBSRAAULRACEVKUFSES@WC
@DJIRNBFBRAUAXIAFTSAINUFSKBQJANCBU@@NJFCVBW@IKKUQDDCEHCK@EDAKSZCT@AHCR
NUWTE@L@FHILQUXCRCRSDRWBIIFDEUA@FW@TCTWBCLBGH@GKCRU@BSCBKCSU@@J@EW@SL
JTGIJ@@LDTCK@DVCBAX@TKK@EDDIVCTCBCWBBHLBMITWT@AM@NSBITAJIUHCISLBXTCAC
VI@OJEPCK@UDL@TCBKTN@QJIVODCINQLNZOCIIUCHR@JILGXAJRHI@WDLLFUWBKIFVBCD
RIT@TEKRGIKBD@OIL@EFJMPUNMUI@SDRKIHCEJLYLABUC@KMUPBILZD@K@CCTAIMBARSA
IIL@AUKIL@WEFAG@QUESI@G@BM@EUCTBLOBENRHBXUBI@NKTCJIAV@BZAIBCWEAKLXNTTR
@IBGOJQVCXRIFNIPCAVJIWF@CICWUIYOKKFLJVH@LBXARUE@CKYORCK@FO@DVCIIRLNZNL
@EY@@GUTD@NBHXRJHLIFCIMGNI@UITIJZCBJIBCCKILVZAIJCP@VW@TU@ITHKTLDCRU@BIM
ZNISCCUKBFB@WRE@CEKXFJTS@IRO@IQAL@LRYLKYF@M@FGIDWUIXFBECIMPWNMC@UJJIH
LRAKR@BIRN@XJIGUMI@VCSTE@DES@@ATARMIRGIAL@QUGE@FVBVIAJTUAJ@FPBEVCQ@XQE
EB@NDVTCBEEKXFABMULRX@IQBPRXMKXGRD@IYFJBMRCX@FVSBAIYHJISU@I@CCESBAKLQ
CVB@JLOCV@@J@CCJILODWA@RAXQ@@G@IBDPKXWDBS@ACRGIVFNULREZ@BNEUJ@PBNB@E@RJIV
HBCJIHFUA@QAMVNSF@CWKAX@BGUKUUBKK@CEERDFETSCKAZINRZCRKAF@IAXWIIGCAQIMI
ER@SJU@@P@CWCKBCUETTIFNKZCASMBFLDIKVDZ@@GLRMCETEIKFDWBRFQEW@TH@EW@TEL
EERABMKTCSLBUCKBNCWET@AZABAXBEVKIQJDECMSFUCKJRLAQIOXQEU@ARMUUSCQ@UI@KX
CT@AXATAIZHVB@GNRNCETW@KIGEW@SF@EW@TH@EW@TELEERABMKQXPCW@JIVO@SF@IXHI
IGRURCRD@IBCUBAXABDUJEALWDFBRMTXARA@FLJSC



