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PREFACE

The word cryptography, properly speaking, embraces the entire field of secret
writing, while that branch of the subject dealing with the solution and reading of
cryptic messages is generally referred to as cryptanalysis.

Works on the subject of secret writing are comparatively numerous, if not al-
ways easily available, but works devoted purely to the analysis of such writing and
the solving of its cryptograms have, until recently, been so rare as to be almost
non-existent for the general reader.

Today we have two particularly excellent works, but both in foreign languages:
Cours de cryptographie, by General Marcel Givierge, and Manuale di crittografia,
by General Luigi Sacco. In English, we find a more elementary work, The Solu-
tion of Codes and Ciphers, by Louis C. S. Mansfield (Maclehose, London), which,
the writer has been told, is to be a first volume. As to America’s contribution, we
seem to find only small books such as Colonel Parker Hitt's A B C of Secret Writ-
ing, covering three ciphers, or Colonel H. O. Yardley’s Yardleygrams.

There are, however, many works which deal most interestingly with the analysis
and decryptment of some one particular cipher. Most of these are short works,
published in magazines or incorporated into books of a general nature, and nearly
always the one cipher dealt with is that type of simple substitution which appears
with separated words in the puzzle sections of our current magazines and news-
papers.

One well-known gem of cryptanalysis, equal to any modern specimen, can be
found in the story, The Gold Bug, by Edgar Allan Poe. This, too, deals with the
simple substitution cipher just referred to, but covers a case in whick word-divisions
are absent. Poe has also left us an essay called Cryptography.

Rosario Candela’s recent book, The Military Cipher of Commandant Bazeries,
shows the unraveling of one particular cryptogram which, for many years, had
baffled the best efforts of all amateurs, and, it is rather suspected, of some few who
were not amateurs. The book contains a chapter on general cryptanalysis, and also
some cryptograms for solution.

Secret and Urgent, by Fletcher Pratt, is primarily a history of secret writing
(a most interesting one, by the way), but contains also a number of examples of
cryptanalysis; it also shows a table which the writer has never before seen in pub-
lished form: a list of English trigrams (three-letter sequences) and the frequency
with which they are used in the language. Other examples of decryptment may be
found in the Macbeth translation of Langie’s genial little book, De la cryptogra-
phie; the appendix to this translation contains the coveted Playfair demonstration,
prepared by Lieutenant Commander W. W. Smith of the United States Navy.

Just why so absorbing a subject has been so neglected in a world full of puzzle
lovers is hard to understand, especially since the analytic writer, in addition to en-
tertainment, has something to offer of a more serious nature. It is true that trained
cryptanalysts are not greatly in demand in peacetime, and that our present corps
of cryptographers has a personnel more than ample for providing necessary codes
and ciphers, scientifically selected to fit their individual purposes, and safeguarded
with suitable protective devices. Yet of what value is the most excellent of ciphers
if, at the time of direst need, this cipher, with all of its safeguards, must be placed
in the hands of even one man who cannot appreciate its intrinsic value or imagine
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a need for extra precautions? At any rate, we make our feeble attempt to reach
this *“ one man.” May he learn, at least, that there are reasons for his instructions!

In the planning of the present treatise, all purely historical aspects of secret
writing were neglected, and many well-known ciphers whose interest is chiefly his-
torical or literary have either been omitted or given but cursory treatment. Cer-
tain other ciphers, representative of types, have been treated at whatever length
seemed advisable for bringing out principles; and, with each type discussed, a gen-
erous number of cryptograms has been provided, on which the student will be able
to test his skill as he learns. The student who masters these fundamentals will be
acquainted with the principal forms of cipher, and will be able to solve cryptograms
prepared by means of these ciphers provided the cryptograms are of adequate
length and based on a language which he understands, or of which he is able to
secure understandable specimens. Within limits, he should also be able to analyze
and solve such cryptograms without being told in advance what the cipher is. This,
we believe, is the kind of text-book desired by the many who desire information
about “ ciphers.”

Its material, compiled by members of the American Cryptogram Association,
has had to be gathered from a great many sources, both within the organization
and elsewhere, making it impossible, at times, to give credit where credit is due.
Our chief indebtedness, however, is to M. E. Ohaver for a series of articles pub-
lished during the years 1924 to 1928 in the former Flynn’s Magazine and most un-
fortunately no longer obtainable from the publishers. Further acknowledgment
should be made to Colonel Parker Hitt, whose Manual for the Solution of Military
Ciphers, though not available for general distribution, can usually be consulted in
large public libraries. We have also borrowed liberally from foreign sources, and
members of the association have most generously contributed the results of their
original research. For this collaboration and co-operation. the writer is particu-
larly grateful.
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CHAPTER I

GENERAL INFORMATION

The subject which we are about to study is the analysis and solution of cipher,
though not including code, which is a very special form of cipher demanding some-
thing more than elementary knowledge; nor shall we enter at all into the subject
of invisible inks, certainly a most important aspect of secret writing, but belonging
to the province of chemistry rather than to that of cryptanalysis. Cipher machines,
also, are not within our present scope.

The term cipher implies a method, or system, of secret writing which, gener-
ally speaking, is unlimited in scope; it should be possible, using any one given
cipher, to transform any plain text whatever, regardless of its length and the lan-
guage in which it is written, into a cryptogram, or single enciphered message. The
process of accomplishing this transformation is called encipherment; the opposite
process, that of transforming the cryptogram into a plaintext, is called decipher-
ment.

The word decrypt, with its various derivatives, is being used here to signify the
process of solving and reading cryptograms without any previous knowledge as to
their keys, or secret formulas; thus the word decipher has been left to convey only
its one meaning, as mentioned above: the mechanical process of applying a known
key. Our word decrypt, however, is an innovation borrowed from the modern
French and Italian writers, and is somewhat frowned upon by leading cryptologists.

The word digram is being used to indicate a two-letter sequence; similarly, we
have trigrams, tetragrams, pentagrams, etc., to indicate sequences of three, four,
five, etc. letters.

Ciphers, in general, fall into three major classifications:
1. Concealment Cipher
2. Transposition Cipher
3. Substitution Cipher

Minor types, such as “ abbreviation,” are sometimes included, though, to the
writer, these have never seemed to be truly of a cryptographic nature.

In concealment cipher, the true letters of the secret message are hidden, or dis-
guised, by any device whatever; and this type of cipher, as a general rule, is in-
tended to pass without being suspected as the conveyor of a secret communication.

In transposition cipher, the true letters of the secret message are taken out of
their text-order, and are rearranged according to any pattern, or key, agreed upon
by the correspondents.

In substitution cipher, these original text-letters are replaced with substitutes,
or cipher-symbols, and these symbols are arranged in the same order as their
originals. There may, of course, be combinations of types, or combinations of sev-
eral forms belonging to a single type.

The aristocrat of the cipher family is code. This is a form of the substitution
cipher which requires the preparation, in advance, of a code book. A series of terms
likely to be used in future correspondence (that is, words, phrases, and even sen-
tences) is first gathered into a vocabulary, or “ dictionary ”’; and beside each of
these terms is placed a substitute known as a code groug, or code word. These sub-
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stitutes may be groups of letters, or groups of digits, or actual words selected from
ordinary language. Very common words or expressions are usually provided with
more than one substitute; and nearly always there are substitutes provided for syl-
lables and single letters, so as to take care of all words not originally included in the
vocabulary.

No code presents any real security unless the code symbols have been assigned
in a thoroughly haphazard manner. This means that any really good code would
have to be printed in two separate sections. In one of these, the vocabulary terms
would be arranged in alphabetical order, so that they could be readily found when
enciphering (encoding) messages; but the code groups would be in mixed order and
hard to find. In the other section, the code groups would be rearranged in straight
alphabetical (or numerical) order, so as to be readily found when deciphering (de-
coding), and the vocabulary terms would be in mixed order. Just what is meant
can be seen in Fig. 1, showing fragments from an imaginary code book.

Figure 1

ENCIPHERMENT SECTION DECIPEERMENT SECTION
Vooabulary Term Code Symbol Code Symbol Vocabulary Term
A 9001, 2114, 3000+ 1120 Assenting to your
Aachen 8463 1121 Horse
About 1119, 0034+ 1122 ¥pet me
About time for 5434 1123+ Come; Paris
Armored car 1125 1124 Th-
Assenting to your 1120 1125 Armored car

*) When a plaintext term has more than one symbol, these are called
homophones., Polyphones ere symbols which mey have more then one meaning.

The terms encodirp, decodins ere usually preferred to enciphering, deciphering,.

A code of this kind, with symbols assigned absolutely at random, provided it
is carefully used (never without re-encipherment) and a close guard kept over
the code books, represents perhaps the maximum of security to be attained in
cryptographic correspondence; and security, of course, is of prime importance in
the selection of a cipher for any practical purpose.

But in considering the relative merits of the various ciphers, it is always neces-
sary to take into account many factors other than security, each cipher being
evaluated in connection with the purpose for which it is wanted: Under what con-
ditions must the encipherment and decipherment take place? How must the
cryptograms be transmitted? How much of the enciphered correspondence is likely
to be intercepted? What degree of security, after all, is absolutely imperative?

A commercial, or other, firm, having a permanent base of operations, and in
little danger of being blown to bits by an enemy shell, would not consider the first
of these questions from the same angle as the War Department; and the War De-
partment, though considering all of them from several different angles of its own,
would still not consider them from the same viewpoint as the State Department.

If messages are to be sent by mail, or by hand, or by telephone, or pasted on a
billboard, it is conceivable that a cipher which doubles or trebles their length could
still be a practical cipher. For transmission by telephone, the presumption is that
the cryptogram must be pronounceable, or, certainly, audible. For written com-
munication, individual purposes have been served by means of pictures.

But when the cryptograms are to be sent by wire or radio, it must be possible
to convert them into Morse symbols, either letters or figures, but not intermingled
letters and figures. Here, length must be considered, involving questions of time,
expense, and the current telegraphic regulations. Moreover, it is conceded that a
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meaningless text will not be transmitted with absolute accuracy, and a cryptogram
which is to be sent by this means must not be of such a nature that ordinary errors
of transmission will render it unintelligible at the receiving office.

A factor of particularly grave importance in the selection of a cipher to fit a
given purpose is the probable amount of enciphered material which is going to fall
into the possession of unauthorized persons. A criminal, who has had to send but
one brief cryptogram in a lifetime, might reasonably expect that it will remain for-
ever unread, no matter how weak the cipher. A commercial firm, transmitting
thousands of words over the air, is more vulnerable; and the diplomatic office, or
the newspaper office, which makes the mistake of publishing almost verbatim the
translations of cryptograms which have been transmitted by radio, and thus has
surely furnished the cipher expert with a cryptogram and its translation, might
just as well have presented him with a copy of its code book.

As to just what constitutes the “ perfect ” cipher, perhaps it might be said that
this description fits any cipher whatever which provides the degree of security
wanted for an individual purpose, and which is suited in other respects to that in-
dividual purpose. Even a basically weak cipher, in the hands of an expert, can be
made to serve its purpose; and the strongest can be made useless when improperly
used.

In the present text, we are likely to be found looking at ciphers largely from a
military angle, which, apparently, has a more general interest than any other. In
time of war, the cryptographic service, that is, the encipherment and transmitting
service, is suddenly expanded to include a large number of new men, many of whom
know nothing whatever of cryptanalysis, or the science of decryptment. Many of
these are criminally careless through ignorance, so that, entirely aside from numer-
ous other factors (including espionage), it is conceded by the various War Depart-
ments that no matter what system or apparatus is selected for cipher purposes, the
enemy, soon after the beginning of operations, will be in full possession of details
concerning this system, and will have secured a duplicate of any apparatus or ma-
chine. For that reason, the secrecy of messages must depend upon a changeable
key added to a sound basic cipher.

Speed in encipherment and decipherment is desirable, and often urgent; and
the conditions under which these operations must often take place are conducive
to a maximum of error. The ideal cipher, under these conditions, would be one
which is simple in operation, preferably requiring no written memoranda or ap-
paratus which cannot be quickly destroyed and reconstructed from memory, and
having a key which is readily changed, easily communicated, and easily remem-
bered. Yet the present tendency, in all armies, seems to be toward the use of
small changeable codes, which are written (printed) documents; and, for certain
purposes, small mechanical devices.

An enormous number of military cryptograms will be transmitted by radio and
taken down by enemy listeners, and even the ordinary wire will be tapped. It is
expected that the enemy will intercept dozens, and even hundreds, of cryptograms
in a single day, some of which will inevitably be enciphered with the same key.
With so much material, knowing the general subject matter, and often exactly what
words to expect, or the personal expressions invariably used by individuals, it is
conceded that he will read the messages. All that is desired of a cryptogram is that
it will resist his efforts for a sufficient length of time to render its contents value-
less when he finally discovers them. By that time, of course, the key will have
been changed, probably several times, and even the cipher.

With these general facts understood, we may first dispose hastily of the con-
cealment cipher, after which we will examine at greater length the two legitimate
types, the transpositions and the substitutions.



CHAPTER 11

CoNCEALMENT DEVICES

Concealment writing may take a host of forms. Perhaps its oldest known ap-
plication is found in the ancient device of writing a secret message on the shaved
head of a slave and dispatching the slave with his communication after his grow-
ing hair had covered the writing. Or, if this appears a little incredible, the an-
cients have left us records of another device considerably more practical: that of
writing the secret message on a wooden tablet, covering this with a wax coating,
and writing a second message on top of the first.

In the middle ages we meet a development called puncture cipher; any piece
of printed matter, such as a public proclamation, serves as the vehicle, and the
cipher consists simply in punching holes with a pin under certain letters, so that
these letters, read in regular order, will convey the desired information. It is said
that this kind of concealment writing was resorted to in England at a compara-
tively recent period, to avoid the payment of postage. Postage on letters was
very high, while newspapers were permitted to travel free, and the correspondents
sent their messages very handily by punching holes under the letters printed in
newspapers. Where the sender of a message may also control the preparation of
the printed vehicle, any desired letters can be pointed out by the use of special
type forms, misspelled words, accidental gaps, and so on.

But concealment cipher is not necessarily confined to written and printed
matter. Ohaver, in his “ Solving Cipher Secrets,” demonstrated the conveyance
of messages in the shapes and sizes of stones in a garden wall, or in the arrangement
of colored candies in a box; and we read, in fiction, of many similar devices, such
as a series of knots tied in a string, or beads strung in imitation of the rosary.
Again, we hear of cases in which the arrangement of stamps on envelopes is made to
represent the terms of a miniature code. All such devices are, of course, combina-
tion-cipher rather than pure concealment, since the stones, candies, and so on, must
first be made the substitutes for letters or code terms.

A method of pure concealment, said to have been used by Cardinal Richelieu,
involved the use of a grille. Grilles are made of cardboard, sheet-metal, or other
flat material, and are perforated with any desired number, size, and arrangement
of openings. The Richelieu grille, of approximately the same size and shape as the
paper used for correspondence, could be laid over a sheet of paper so as to reveal
only certain portions, and the secret message was written on these. The grille
was then removed and the rest of the sheet was filled in with extraneous matter
in such a way as to present a seemingly continucus text. The legitimate recipient
of this message, having a duplicate grille, simply laid this grille over the sheet of
paper, and read his message through the apertures.

Concealment cipher goes by various names, as null cipher, open-letter cipher,
conventional writing, dissimulated writing, and so on, not always with a difference
in meaning, though “ conventional writing ” does convey somewhat the idea of a
tiny code. (In this, casual words have special meanings.)

The name “ null cipher * derives from the fact that in any given cryptogram
the greater portion of the letters are null, a certain few being significant, and per-
haps a few others being significant only in that they act as indicators for finding
truly significant letters. To illustrate what is usually meant: Say that your very
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good friend, Smith, first complains about a radio which he has bought from your
neighbor, Johnson, then asks you to take Johnson the following note: * Having
trouble about loudspeaker. Believe antenna connected improperly, but do what-
ever you can.” By reading the final letter of each word, you will find out what
Smith actually had to say to Johnson: GET READY TO RUN.

That is the null cipher reduced to its elements, though naturally it can be
more skillfully applied. Significant letters may be concealed in an infinite variety
of ways. The key, as here, may be their positions in words, or in the text as a
whole. It may be their distance from one another, expressed in letters or in
inches, or their distance to the left or right of certain other letters (indicators) or
of punctuation marks (indicators); and this distance, or position, need not be
constant, or regular. Sometimes it is governed by an irregular series of numbers.

Similar devices are applied to whole words. We agree, say, that in whatever
communications we send to our accomplice, only the third word of each sentence
is to be significant. Desiring to send him the order, STRIKE NOW, we write him
as follows: *“ The building strike is worrying our friends quite a lot. It has now
extended to this part of the city.”

A purely concealment cipher may be enveloped in apparent ciphers of other
types. The true message is concealed, as usual, in a dummy message, and the
whole is enciphered in one of the legitimate systems. It is then hoped that the
decryptor, satisfied with having solved the dummy, will look no further. Even
more effective would be the device of concealing the message in what appears to
be a cryptogram, but is not. It is easy to string letters together in such a way as
to make them resemble most convincingly a transposition cryptogram, and in this
case it would be hoped that the investigator’s full attention would be given to the
hopeless task of decrypting the dummy.

Concerning the decryptment of concealment cipher, we regret to say that
cryptanalysis has little help to offer. Fortunately, most of these ciphers depend
absolutely on the belief that they will not be recognized - »
as cipher, and once they are so recognized, they present no 2lgure ¢

resistance. In those few cases where the secret message 1y sPECT
is not at once obvious, it is sometimes useful to arrange the D g g AILS
. . F
?vords '(or sentences) in columns, or in rows, for a closer TRIGLETH
inspection. . . ACKNOWLEDGE
We have, for instance, an apparent memorandum in t g E
which the awkwardness of the wording, or some other fac- BON D §
tor, has drawn our attention to the possibility of cipher: ;‘ g g ’é‘ L

“Inspect details for Trigleth —acknowledge the bonds
from Fewell.” We arrange these words in column form, aligned by their initials, as
in Fig. 2, and the third column promptly gives up the secret message STRIKE NOW.

The words of sentences can, of course, be treated in the same way, and where
the alignment from the left gives no results, letters or words can be aligned from
the right, or from the center. If columns give no results, diagonals can be in-
spected, or a zig-zagging line between one column and another.

Experience counts for most, and extensive reading is a vast help. Having seen
methods in use, or read the descriptions of methods, we know of some definite
thing to look for. Then, too, some of the concealment ciphers have transposition
characteristics. This would be the case with the Legrand cipher, which is of the
type called “ open letter.”

This cipher used a numerical key, which, in turn, was based on a keyword in
what seems today a rather odd manner: A keyword CAT, made up of the 3d, 1st,
and 20th letters of the alphabet, gives the key 3 1 2 o. Before concealment takes
place, 2 series of word-positions is marked off, and these vacant places are numbered
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(o to g, or g to o), continuing to repeat the ten digits until there are enough of
the digits 3, 1, 2, and o to accommodate the words of the secret message. This mes-
sage is then written, word by word, below its digits, beginning with the first digit 3,
then going on to find a digit 1, then a digit 2, then a digit o, then another digit 3, and
so on. After the secret message is written into its place, all of the blank positions
are filled with connective matter, as in the case of Cardinal Richelieu’s grille-writing.
Qur later study of transpositions will show approximately how we should go about
reading this, once we suspect its use.

So far, we have been considering pure concealment. Many of the classic ciphers,
fundamentally of the concealment type, are also substitution ciphers, and their
decryptment would follow substitution methods. Of these, perhaps the best known
is Bacon’s biliteral cipher, summed up in Fig. 3.

Figure 3
BACON'S BI-LITERAL ALPHABET

A  asaaa IJ abaaa R  baaaa
B  aasabd K abaab S  baaad
C aaaba L ababa T baaba
D aaabb N ababb uv baabb
E  asbaa N abbaa W  babaa
F  aabab 0  abbab X  babeb
G  aabba P abbba Y  babba
H aabbb Q abbbb A babbb
S T R I K E

beeab beaba beaaa abasa abaab aabea

N 0 W
abbaa abbab babaa

Hold OFf uNtIl you hEar frOm mE agAin., wE
Yay cOMpROmIse.

Lurd Bacon’s cipher presupposes that the encipherer may so control the prep-
aration of his published work that he may prescribe the type to be used for each
printed letter, and it is claimed that he actually used his cipher for the preserva-
tion of historical secrets, including that of his own parentage. Two fonts of type
are required, the letters of one font differing (very slightly) from those of the
other font. These we may speak of as the A-font and the B-font, and each letter
of the alphabet is given a substitute composed of 4’s and B’s, as shown in full in
the figure. Before a message, as STRIKE NOW, can be concealed, it must be
expressed in A’s and B’s, five of these for each of its letters, as shown, so that a
message of g letters attains a length of 45. For its concealment, we may use any
text whatever whose length is 45 letters, for instance, one whose obvious meaning
is the contrary of the secret one: “ Hold off until you hear from me again. We may
compromise.” The first five letters, HOLDO, are to represent S, the next five,
FFUNT, are to represent T, and so on; and the sole purpose of the A’s and B’s is
to point out the kind of type which must be used in printing the corresponding
letters. In the encipherment of the figure, letters taken from the A-font are in-
dicated by lower-case and those of the B-font by capitals, though it is understood
that no such emphatic difference is contemplated in the cipher.

While the average modern person would have no opportunity for employing
Lord Bacon’s cipher as described, he has access to an unlimited number of vehicles
other than type-difference. Anything, in fact, may serve the purpose, so long as
the material is available in two distinguishable forms and in sufficient quantity.
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Our message of 29 A’s and 16 B’s could be expressed with a deck of playing cards
if aces and face-cards are considered to represent B’s. It could assume the form
of a fence with 45 palings, in which the B-palings are crooked, damaged, or missing.
Ohaver once made use of a cartridge belt in which the A-loops contained cartridges
and the B-loops were empty. There is an excellent opportunity here, too, for the
compiling of “fake” cryptograms, with A-letters and B-letters distinguished as
vowels and consonants, or by the part of the normal alphabet from which they
have been taken.

With a biliteral or binumeral alphabet which requires 26 groups, we cannot have
fewer than five characters to the group without making groups of different lengths.
But another well-known cipher alphabet, devised by the Abbé Trithéme for use in
much the same way, is triformed, and thus permits that the group-length be re-
duced to three. The Trithéme (Trithemius; Trittemius) alphabet, expressed in
digits 1-2-3, was approximately that shown in Fig. 4.

Figure 4
A TRI-NUMERAL ALPHABET

A 111 J 211 s 311
B 112 K 212 T 212
c 113 L 213 U 213
D 121 ¥ o221 v o321
E 122 N 222 w322
Foo123 0 223 X 323
G 131 P 231 Y 331
H 132 Q 232 Z 332
I 133 R 233 & 333

This alphabet has had many applications, including the use of colored candy
previously mentioned. One contributor to Ohaver’s column submitted a crypto-
gram of the open-letter type in which the digits 1, 2, 3, were indicated in the number
of syllables of the successive words. A sentence, “ Can you be sure of sufficient
assistance from Mayberry? ” indicates the digits 1 1 1,1 1 3, 3 1 3; and, if the alpha-
bet of Fig. 4 is the one in use, represents the letters A C U. This is of particular
interest in that it is easily done without involving the awkward turns of language
that so often betray the concealment cipher. (This same contributor, a Mr. Levine,
evolved another cipher, accomplished by an arithmetical process, by which it was
possible to make a cryptogram convey two separate messages!)

Many writers have shown alphabets of the biform and triform types ap-
plied to open-letter communications by making the significant factor the number of
vowels contained in successive words. Thus, the sentence given above yields a
series 1, 3, 1, 2, 1, 4, 4, I, 4. Using a biform alphabet, these are usually consid-
ered simply as odd and even; with a triform alphabet, some disposition must be
made of numbers larger than 3.

The subject is fascinating, and the literature of cryptography is rich with ex-
amples. However, we need not delve further into what, after all, is only the step-
child of a legitimate science. The matter of telegraphic transmission alone will bar
these ciphers for most general purposes, or the fact that a cipher once betrayed
will never serve again. Then, too, the censorship combats it by cutting out or
rearranging or changing words, causing the open letter (or telegram) to convey only
the information which it purports to convey.

Concealment cipher has, of course, the unique virtue of being able to convey
messages under circumstances which make it seem that no communication has
passed, and we have hardly touched upon the fact that the short message, prior
to its concealment, may have been a well-enciphered one. But we rather suspect
that, for the end desired, invisible inks are more convenient and practical.
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1, By PICCOLA.

On peut &tre Napoleon sans 8tre son ami, mes enfants!

2. By B. NATURAL.

FOR SALE! Spring coats. All fine Scotch serge, for ensembles. Stoat
trimmed, fashioned right. Black shirred lining, striped. Effeotive for

brides., Act quickly. - Abreham Batz, 522 Broad, Telephone Exchange 7104-R,

3. By TITOGI.
How about releasing Tony, the gang chief? He don't lie, and is not the

true slayer either., Let us be friends., I am all right., Ed Lehr.

4, By TRYIT.
To those friends considering, it is always news, but all filled ciphers

disturb happiness with varied answers!

5. By PICCOLA.
Do not send for any supplies before Mondey, at earliest, Order once only,

a8 men in charge are feeling sore about your threat to encourage the

mutiny at Ford's. - Wilson,

6, By PICCOLA. (Why not, indeed?)
AWITH ANYSE NDFOR ITYOU MUSTB EFEAR
THECA NHITT RYABO UREOU TISEC HIYOU

ANDMY TIONC UPCRE ASEKETO CANDAQ.



CHAPTER I1I

TrANSPOSITION TYPES

Transposition has already been explained as a form of cipher in which the let-
ters of a message are disarranged from their natural order in accordance with any
pattern, or key, agreeable to the correspondents. The fact that azy plan may be
followed will suggest the possible ramifications as to detail. Transpositions are, in
fact, found in every conceivable degree of complexity. They are not even unanimous
in their demand that there be two separate operations in the preparation of a crypto-
gram: (1) the writing down cof the plaintext letters, and (2) the taking off of these
letters.

Generally speaking, these ciphers follow two types, the regular (geometrical,
symmetrical), and the irregular. The strictly geometrical type, sometimes called
complete-unit transposition, is based on one comparatively small unit, or cycle, re-
peated over and over, every unit having exactly the same number of letters and
exactly the same disarrangement as the rest. This type always demands an exact

Figure 5
A D E H I L M P
BXG FXG JXE NXO

Plaintext messege: ABCDEFGHIJEKELMKNOP,

Cryptogram (s) ADBCE HFGIL JEMPN O,
Cryptogram (b) ADEHI LMPBC FGJEN O,

number of units, and when a plaintext message is not evenly divisible into units, it
must either be cut down to fit, or lengthened by the addition of extra letters called
nulls. Some of these keys are actual geometrical figures, such as triangles, dia-
monds, hexagons, etc., or conventional designs like crosses. Any figure of this kind
provides a number of cells, or points, for the writing in of letters, and thus will serve
as a mnemonic device, or key.

The two operations of writing-in and taking off may be governed by any agreed
ruling, though the second of these must be made to result in five-letter groups if the
cryptogram is to be transmitted by wire or radio. Fig. 5, in which an imaginary
message has been represented as A BCD E..... , shows only one of the many
ways in which a simple cross could be used as the key for the writing-in operation,
together with only two of the many cryptograms which could be taken off from this
one arrangement. This figure shows also, in its two cryptograms (a) and (b), two
fundamentally different plans for the taking off of transpositions. The unit here
is 4, the first unit containing the letters 4 B C D, the next unit E F G H, and so on.
In cryptogram (a), the letters of every unit are still standing together in a group,
while in cryptogram (b), the letters of any one unit have been mixed with letters of
other units. In this latter case, the two correspondents will have to agree upon a
certain number of crosses per line; otherwise, they run the risk of having to decrypt
each other’s cryptograms.

The most popular of the geometrical figures appears to be the square, with or
without a series of numbers 1 to 25, 1 to 36, and so on. Any device or game, which
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will provide a square, is likely to be seized upon as the source of a transposition key.
We find two widely-known examples of this in the “ magic square ” and the “ knight’s
tour.”

A magic square, as most of us understand this term, is made up of a series
of numbers, such as 1 to 25, 1 to 36, which are so arranged in their cells (positions)
that the added numbers of any row, column, or diagonal, will always give the same
total. A square of given size will provide more than one magic square arrangement;
and these numbers, being a series, constitute an order, which, once it can be remem-
bered or reconstructed, will serve either for writing in or for taking off a unit of
25, 36, etc., letters.

The knight’s tour is based on the chessboard, a unit of 64 cells. In the game
of chess, where each piece has certain prescribed moves, the piece called the knight
must move diagonally across a 2 x 3 oblong. The “ tour ” consists in starting the

Figure 6
1 4 53 18 55 6 43 20

52 17 2 65 38 19 56 7
3 64 15 54 31 42 21 44
16 51 28 39 34 37T 8 57
63 14 35 32 41 30 45 22
50 27 40 29 I8 33 58 9
13 62 25 48 11 60 23 46

26 49 12 €1 24 4T 10 59

knight at one corner and carrying him completely over the 64 cells of the chessboard,
causing him to touch every square exactly once without having made any other move
than the one allotted to him. Fig. 6 will show one of the many such tours which
have been published. Such designs will serve either for writing in or for taking
out. In either case, the text is made to contain exactly 64 letters or a multiple
thereof. For writing in, the first letter is placed in the cell corresponding to No. 1,
the next letter in the cell numbered 2, and so on. For puzzle purposes, the 64 letters
are usually left standing in the form of a square. As cipher, they would be taken
off, by rows, or by columns, or otherwise. Or the 64 letters may first be written
in simple order into the form of a square, and then taken out one by one following
the route of the knight.

Other ciphers of the regular type merely employ a unit of so many letters, to be
arranged in some specified order, generally in accordance with a numerical key. If,
say, the unit has a length of six letters, which we will represent as A B C D E F,
and the specified order for these is 6 2 1 4 3 5, this unit may be transposed to read
FBADCE. Each unit will be transposed to have exactly this pattern, except that
semi-occasionally we find a final unit slightly different from the others, owing to
the fact that nulls were not added to complete its length (Accurately speaking, this
transfers the cipher to the * irregular ” class). Units, once transposed in this way,
may continue to stand intact, one after another; or they may remain intact, merely
exchanging places with one another; or the cipher may be so planned that they
do not remain intact, as was the case with our cryptogram (b) of Fig. 5.

Often, two ciphers will differ from each other only in the method by which their
cryptograms are produced; oftener, there will be an actual difference, but one which
is purely superficial. For instance, we have just mentioned a plaintext unit
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A B C D EF as having been transposed with a key 6 2 1 4 3 5 to result in the
order FB A D C E. Identically the same numerical key, used in another way, will
transpose this unit in the order C BE D F A. The two resulting cryptograms would
be different, but the kind of cryptogram would not.

An extremely common form of complete-unit transposition is that indicated in
Fig. 7, where a short message, LET US HEAR FROM YOU AT ONCE CON-
CERNING JEWELS QQ (38 letters plus 2 nulls), has been written into an oblong,
or block, in one order and taken off in another. Both the writing in and the taking
off follow a route, rather than a key and, for that reason, the cipher is often spoken
of as route transposition, rather than rectangular transposition.

Three of the many possible routes are shown in the three (partial) cryptograms
of the figure. In this connection, the American popular terminology seems to favor
horizontals and wverticals, rather than “ rows” and “ columns.” The writing in or

Figure 7
LETTU s Cryptograms:
B E ARF
R O M Y O (a) By descending verticals, from the left: LHRUC
U A T O N
C EC ON CNEEE OAEEG LTAMT CRJSU, eta,
C ERUNI
N G JE W (b) By alternating verticals from the right, top:
E L S Q Q

SFONN IWQQE NOOYR UTAUT, ete,

(e) By disgonals: LHERE TUOAU CAMRS CETYF NECODO, ste.

the taking out of a text is said to be done by straight horizontals, or by reversed
horizontals (backward), or by alternate (or alternating) horizontals (written alter-
nately in both directions). Similarly, we find ascending, or descending, or alternate
verticals; and again the diagonal routes will be described as ascending, descending,
or alternate. The route may also be a spiral one, and in this case it is said be clock-
wise or counter-clockwise,

For all of these routes, the point of beginning is nearly always one of the four
corners, except in the case of the two spiral routes, which are just as likely to begin
with a central letter, particularly when the rectangle is a square. Colonel Parker
Hitt, in his Manual for the Solution of Military Ciphers, shows the same series
of letters written into forty different blocks, always beginning at one of the four
corners.

Rectangular transposition, when used as cipher and not simply as a puzzle,
requires that one dimension of the oblong be fixed, the other dimension being en-
tirely dependent on the length of the message to be conveyed. In the figure, the
pre-arranged width of the block, called its key-length, was s, and the filling of the
block required 8 complete units. These were written one by one as simple bits of
plaintext, and were then broken up in the method of taking off. Occasionally it
will be the vertical dimension of the block which is fixed, and the plaintext will be
written in by columns, beginning at the left or at the right. But there is so little
difference in the results of the two procedures that a decryptor may solve and read
a cryptogram without learning which of the two was actually followed. Ordinarily,
it is the simple operation which comes first, the writing in of intact units one after
another. Sometimes the opposite is true, the operation of writing in being made
very complex, so that the whole block is the unit, the taking off being done by
simple rows or columns. Frequently both operations are complex. This kind of
transposition belongs rather to the category of puzzles than to cipher; any reason-
ably intelligent person can decrypt it, knowing what it is. However, it has not
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infrequently been applied to serious purposes, and a decryptor, encountering an
unknown transposition, would not overlook the possibility of simple rectangular
encipherment.

Decryptment, here, is merely a matter of trying out the known routes, and it
would never be actually necessary to write out the entire forty-plus blocks, or even
half of these, for any one rectangle. The decryptor begins by counting the letters
of his cryptogram and factoring the number of these, to find out what oblongs are
possible. A 36-letter cryptogram, for instance, might mean dimensions 6 x 6, or
dimensions 4 x g. It could, conceivably, represent dimensions 3 x 12, or 2 x 18.
But key-lengths are hardly ever shorter than 5, or as long as 18. He would seize
upon the square as the object of his first investigation, writing the cryptogram into
that block by various known routes, and also reading by various known routes,
diagonally, horizontally, vertically, backward, or upside down, until he begins to
find words. As a rule, this does not take him very long; often the very efforts of
an encipherer to achieve complexity will result in an easier task for the decryptor.
However, a spiral will sometimes give trouble.

Figure 8

A E I
B D F H J
c G Kesssssssote,

Teken off: AEI& B DFHJ& CG K.,

The examples appended to this chapter are all of the complete-unit type, and
require little knowledge of cryptanalysis for their solution.

Passing on to irregular types, we find these in all degrees of difficulty, from the
very simple “ rail fence " to the formidable “ U. S. Army ” double transposition.

The “ rail fence ” family is outlined sketchily in Fig. 8. The writing in of the
plaintext follows a zig-zag route, downward by so many letters, then upward to
the line of beginning, as indicated by the series 4 B C..... , and the taking off of
the cryptogram is done by straight lines. In explanation of the character &, this
has been used here as a signal to show the ends of the straight lines. No such signal
is needed if a proper understanding exists between correspondents as to the con-
struction of the “ fence ” and the length of it which may occupy one line of writing;
and in some cases the straight lines are all equal in length.

In Fig. 9, we have a suggested grille-transposition, of a kind described by Mario
Zanotti as “ indefinite.” This kind of grille, we believe, is the invention of General
Sacco. To picture it complete, we may imagine a flat surface, such as a piece of
cardboard, marked off into squares, having dimensions 12 x 6, and turned sidewise.
Assuming this to be shown in full, we are looking at 12 columns, and each column
has 6 of the small squares, or cells. To convert this piece of cardboard into an en-
cipherment grille, we clip out three squares from each one of its 12 columns, always
in the most haphazard manner possible. The resulting grille will thus have 36 open-
ings, and, if placed over a sheet of paper (preferably also marked into cells), en-
ables us to transpose the first 36 letters of a message by writing them one at a time
into the 36 apertures in some one order and taking them off in another. The
original plan was the reverse of the usual: write the letters by columns and take
them off by rows.

In the figure, a g-letter message, STRIKE NOW, has been written into the
first three columns of such a grille, and, taken off by rows, comes out in the order
N, SO, TI, K, RE, W. While the figure shows this cryptogram regrouped in the
usual fives, the original method, as prescribed with the device, would have grouped
it in threes, that is, to correspond with the number of apertures per column. This
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Figure 9

Qe

A\

Q)

=)
@B e
~J

n
®oo 7

Cryptogram: NSOTI EKREW,

QN

would facilitate the operation of decipherment, which is as follows: Count the num-
ber of letters in the cryptogram and divide this number by 3, in order to find how
many columns were used. Cover (or ignore) the unused portion of the grille, write
the cryptogram by straight horizontals into the uncovered portion, then read, or
copy, by descending verticals. The recipient of the present cryptogram, for in-
stance, finds nine letters, divides this number by 3, thus ascertaining that three col-
umns were used, covers up the other nine columns, then, proceeding by straight
horizontals, places one cryptogram-letter wherever he sees a hole. Having thus
restored all letters to their proper columns, he has the plaintext message before
him. It will be noticed that an encipherer uses only the number of columns that
he needs. His last column does not have to be completed with nulls, as in the
case of complete-unit ciphers.

As this grille has just been described, its full capacity is 36 letters, and it has a
repeating cycle of that length, presuming that, after the transposition of the first
36 letters, another 36-letter unit is to be transposed by the Figure 10
same grille standing in the same position. But this grille,
reversed, provides a new pattern; and the opposite side of
the grille provides two additional patterns. These posi-
tions may be numbered, thus providing for the encipher-
ment of 144 letters, even assuming that the positions are to
be used in 1, 2, 3, 4 order and without varying the method
of use. Add to this that the cryptographic offices may have
provided half-a-dozen different grilles to be used inter-
changeably and not always in exactly the same way, and it
becomes plain that such an encipherment, in the hands of
an operator who knows his business, could be made to fur-
nish a very effective form of transposition.

Zanotti, and others, have also described mechanical
devices of a patentable type for accomplishing very in-
volved transpositions. The principle on which most of
these operate can be seen in Fig. 10. A certain number of , f
pointers, or narrow sliding rulers, all carrying the same 7 6543 2 1/E|L|S|Q
progression of numbers, are so attached to a framework rror Tt
that they can be set, by means of a numerical kev, to project at irregular lengths
over a sheet of quadrille paper cut to fit into the frame. Thus, each pointer indi-
cates a certain number of empty cells, as nine on the first line, six on the next,
and so on. Inthe example of the figure, presuming that each pointer carries only ten
numbers, and that the full number of these pointers is seven, the numerical key
would be the cclumn of numbers at the extreme left: 2-5-0-7-3-4-7. The message

Il

£ |a

[
L
L4+

l,I’NINGJE'W
l
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here is written in the usual horizontals, with a null (not strictly necessary) complet-
ing the last line. It could be taken off by columns: L, EC, TEN, UFCI, etc. The
decipherer, having a duplicate apparatus, would set this according to the pre-
arranged key, copy the cryptogram by columns, and read it by rows. The exact
method, of course, can be varied.

Some attempt has been made, too, to evolve cipher machines which will pro-
duce effective transpositions, but our understanding is that these have never been
accepted as worthwhile. The accomplishment of transposition by mechanical means
is far from new. In fact, the oldest transposition cipher of which we have any rec-
ord was accomplished by means of the Lacedaemonian scytale. The Spartan gen-
eral, departing for foreign conquests, carried with him a rod, or scytale, of exactly
the same diameter as one retained by the administration. When it was desired to
communicate matter of a confidential nature, the sender, using a narrow strip of
parchment, wound this carefully around his scytale with edges meeting uniformly
at all points, and wrote his message lengthwise of the rod. When the strip was un-
rolled, the message appeared as a series of short disconnected fragments, one letter,
or two letters, or portions of one or two letters. It was presumed that no person
would be able to read the message without being possessed of a duplicate scytale on
which to rewind the strip. We are left to suppose that this presumption was justi-
fied by fact, though the decryptor of today would make short work of such a sys-
tem. The scytale, we believe, is the oldest known cipher of any kind, and is still
serving today as the emblem of the American Cryptogram Association.

Before leaving types, it should be mentioned that any of the transpositions
ordinarily used for disarranging single letters can also be used for the transposal of
entire words. The popular name for this is ““ Route Cipher " — possibly because it
is rather cumbersome to accomplish by any other than a * route ” transposition.

We have said little concerning decipherment. This, in practically all cases, is a
mere matter of performing inversely the two encipherment operations. For either
process, the operator begins by setting down his key or design, or adjusting his
mechanical device in the agreed manner. The encipherer “ writes in”’ a plaintext,
and “takes off ” a cryptogram; the decipherer “ writes in” a cryptogram, and
“takes off ” (or reads) a plaintext. If the encipherer, by agreement, has written
the text in rows and taken it off by columns, then the decipherer must do the re-
verse: write his text by columns and take it off by rows.

Before entering into the subject of decryptment, the student should acquaint
himself with the significance of the various tables appended to this text, in order
that he may consult these or similar tables for information as to frequencies, and
sequence. Every written language has its individual characteristics in these two
respects, and, to learn just what these are for each language, various cryptologists
have, from time to time, counted the letters, the short words, the combinations.
and so forth, often on extremely long texts, afterward arranging these data in the
form of charts, or tables, or lists. Two such counts are never duplicates, and there
may be a noticeable difference, say, between results obtained from literary text
and those obtained from military or telegraphic text; yet results for any one lan-
guage are surprisingly uniform. Finding, for instance, an unexplained cryptogram
in which a count of the letters shows that about 40% of these are vowels (with or
without V), we may classify it, not only as a transposition, but as one enciphered
in English or German, since one of the Latin languages can hardly be written with
so low a vowel percentage. Then, if we note the occurrences of the letter E, and
find that this makes up about 12 of the total number of letters, we may discard
the possibility of German, in which the letter E is far more likely to represent 18%
of the text. Or, if the vowel percentage is high enough to point to one of the Latin
languages, French would be distinguished from the others by the outstanding fre-
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quency of its letter £, sometimes as great as that of the German E, while the Span-
ish, Portuguese, or Italian language will not always show it as the leading letter,
its place having been taken by 4. In the Serb-Croat language, the letter 4 always
predominates, and in Russian the letter O.

As to sequence, and considering English combinations only, certain digrams,
such as TH, HE, AN, etc., very consistently predominate over all others. These
almost never show identical percentages in any two digram counts (as the single
letters sometimes will), and seldom, if ever, are ranked in exactly the same order,
aside from the fact that TH invariably comes first. But in all counts, the same fifty
to sixty digrams (out of 676) are always found at the top of the list. Thus the
Meaker digram chart differs from similar charts made by many others; yet any
digram chart is the most valuable weapon we have for attacking a cipher. The
Carter contact chart contains the same general information expressed in another
way for special use in transpositions. (This was not figured from the Meaker chart,
but from an earlier one by Ohaver, made on the same kind of text.)

One very useful phase of frequency data is seen in the group percentages. Sin-
gle letters, especially in short texts, may vary greatly from their normal percentages,
while certain classes, taken as a whole, maintain a fairly constant percentage no
matter how short the text. Such classes, or groups, listed under the general head-
ing of English Frequency and Sequence Data, can be memorized as having roughly
approximate percentages: Vowels, 40%:; selected high-frequency consonants, 30%:;
extreme low-frequency group, 2% the five most frequent letters, mixed, 45%; the
nine most frequent letters, 70%. This final group of nine letters, ET AONISRH,
hardly ever varies appreciably; the shorter groups will sometimes vary as much as
5% one way or the other.

Very useful in code decryptment is a list of the commonest words. Trigrams
have also been investigated, the favorite positions of individual letters in their own
words, average word-length, patterns, and endless other information, some of which
is indispensable, and some merely convenient. It will not be possible, in the space
at our disposal, to point out all of the uses to which this kind of information can
be put; the student is urged to take his cue from the occasional short references
made in connection with examples.

All ciphers are decrypted by the general methods suitable to their type, and a
transposition cryptogram may involve factoring, examination of the vowel distribu-
tion, and anagramming, either singly or in combination. These are best explained
in connection with examples, which may themselves have special methods, and we
have selected for general discussion four ciphers, two belonging to the complete-
unit type and two to the irregular. A careful study of the methods used in indi-
vidual cases should furnish the student with a basis for analyzing other ciphers and
evolving other special methods to suit particular cases.

Concerning the paper work, which, admittedly, is onerous in most forms of
cipher investigation, much reference may be found, in the matter which follows,
to “paper strips.” These are old stand-bys. Most decryptors prefer to do all
of their work on cross-section (quadrille) paper, since the writing of the letters into
cells enables them to obtain an accurate spacing both laterally and vertically, and
this paper is easily cut apart along the separating lines. But for the kind of crypto-
grams we are likely to see here, many persons prefer to work with a set 6f anagram
blocks. These can be prepared at home from cardboard squares, or may be bought
in sets with frequent letters represented in approximately the correct proportions.
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TSSEI HAYST IBETPI SEROO IAASN

Also this: S8 HCVI EOQOLEA EWERM

8. By G. A. SLIGHT. (Something found in every sohool-book = IF foumd!)

TGHME RIAYE XNUEE SDEXS HMNMTID EQUOA YROATU
NPUET GTITE SYSNO AQNXA TUADS ISHKXK

S. By PICCOLA.
WINTA EBEDAES WHLET YLWAI LHOQL ASSSA S§SQ

10. By NEMO. (Magic Squars).

LEASU LTSGM SLOEBEI EOIME ARNSA SRCDE EIUSU
HEMAQ LYSPR ¥EOA

11, By THE ADMIRAL.

BSPNT EAEFT VVOAN EYAPU ZSETP THMNA TAEER
SDSSE PSJES TTYSEA LRHIA SEKSNT TEYWO FTHMW
YEEFE NNHC]1 EHHUM IHITE OHGES UCGDI OOWEA
SASNE ERHMAA SSLER GSMNE DTHEKE MLUAE TVMFO
BAIWP AYAMA EYAD,

12, By THE ADMIRAL.

AAFRS BTNEA RBNEE OHSRL TIAPD UEOSI ITTAT
GLFOT SOUSH HEPNY.

13. By DAN SURR. (Received from General Headquarters following a skirmish).
FAATR MNOAT ILVIS YGUCF FIOOE PSNEL TOINV
RTTOA HBNDNE EPRENN BMPUN PORRE AUOME AFNAIE
TSSBRN RBRGTGS TTIEE ICTHR,

14, By PICCOLA. (This is serious advice!)

FFLTA ARREIE UORNT OTDLA NRWSO IATTE YBANRT
MEHSEKE OGRZE PSREI OAOAM SSSMA LPILY S.

15, By FRA-GRANT. (This might have been & little easier. Still - 7)

QYTEY OFUBU QEHIE TECHT HSAUA ONSIT ITTTI
ETTEL LSEAP LTHNT.



CHAPTER 1V

GEOMETRICAL TyPES — THE NIHILIST TRANSPOSITION

In the preceding chapter, we glanced at the most elementary form of columnar
transposition: a text is written into a block by rows and taken off by columns in
such a way that even though all or part of the columns may be reversed in direc-
tion, these columns are always left standing one after another in regular order.
Columnar transposition becomes less crude when the order for taking off the col-
umns is an irregular one, governed by a changeable numerical key, the length of
this key governing also the width of the rectangle. This process can be examined
in Fig. 11. In this figure, the numerical key, 4 1 6 5 3 2 7, was first derived from
a keyword, HALIFAX, according to the following very common plan: The two 4’s,
taken from left to right, receive the first two numbers; the third number, in the

Figure 11
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Cryptogrem: ERT C LHMNE

EXS00 CJXLA OENET,etc.

absence of B, C, D, and E, is assigned to F; and so on, following the alphabetical
rank of the letters present, and taking repeated letters from left to right. The pres-
ence of seven numbers implies seven columns, and it is said that the key-length is 7.
When a text has been written into a block of that width, with a key-number stand-
ing above each column, these columns can be taken off in the order shown by the
numbers, and not in regular sequence.

The key, used exactly as described, is a “ taking off ’ key, and this is the com-
mon way of using one. It can, however, be used for “ writing in ” the successive
units, placing the first letter of a given unit beneath number 1, the second letter be-
neath number 2, and so on until the seventh letter has been written below number 7,
afterward beginning with the first letter of another unit below number 1 again. Un-
der this plan the first unit of our figure, L E T U S H E, would have been written in
intheorder U LH ST E E. Since all units would follow exactly the same pattern,
the resulting columns would be identical with those of the present block; the only
essential difference would be that the new columns are already transposed, and can
be taken off in straight order. The two resulting cryptograms, however, would not
be the same. The unit which was written in in the order U L H S T E E, would have
been in the order E H S L U T E had the method been that of taking out (or “ off 7).

The Nihilist transposition is ordinarily accomplished by * writing in,” and its nu-
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merical key is applied to both columns and rows. Thus its major unit is a square,
and the seven-letter keyword HALIFAX, applied to both dimensions of a rectangle,
demands a unit of 49 letters, while the shorter word SCOTIA, key-length 6, requires
a unit of 36 letters.

Theoretically, this cipher is a double transposition, requiring two successive op-
erations as shown in Fig. 12. But in practice, these two transpositions can take
place simultaneously as pointed out in Fig. 13. The operator, having laid out his
key-numbers at top and side of his square, begins his writing in the cell at which
the column headed by number 1 crosses the row headed by number 1. He writes in
his first unit, proceeds to the row numbered 2 for the writing in of his second
unit, then to the row numbered 3, and so on, taking rows in the order shown by the
numbers at the left, and placing the letters of his unit by following the numbers

across the top. Thus, with only a little concentration, he has the entire major
Fi‘-;'r:e 13

Nihilist Plan

(a) Trensposal of Colums (b) Transposal of Rows
§ C 0TI A s-5 E U J W T O
5 2 4 6 3 1 c-2 R AF ORE
0-4 AN EBGCO
S E U HT L (Let us h) T-6 X L X X S E
R AF ORE 1-3 AYUTOUM
A Y UTOM A-1 S E U H T L (Let us h)
AN EBGCO
EUJWTO (c) Cryptogram: EUJWT ORAFO REANE
X L X X 8 E

BCOXL XXSEA YUTOM SEUHT L,

unit at one continuous writing. The decipherer, too, having restored his cryptogram
unit to its block and written his two series of numbers, may read, or copy, continu-
ously. The decipherer, in fact, uses the exact method which would produce a
Nihilist cryptogram if a key were used in the “taking out” manner. What we
have described is the encipherment of a single major unit; and all cryptograms must
contain an exact number of these major units.

The second operation, that of taking off the cryptogram, is not always done by
straight horizontals as we have shown this under (c) of Fig. 12. This, of course, is
the expected way; but the Nihilist square is quite frequently taken off by some
other one of the forty-odd routes possible to rectangular transpositions. The de-
cipherer, knowing this route, merely writes his units back into their blocks; but
the decryptor is often faced with a preliminary problem of discovering how they
were taken off. Sometimes he must also discover how many units a cryptogram
contains.

To understand how such problems are solved, it is necessary to pause and con-
sider the make-up of ordinary written plaintext. English vowel-percentage, as men-
tioned, is about 40%, and practically never varies out of its limits 35%-45%.
Each 40 vowels are fairly evenly distributed throughout their 1oo letters. Take
any English text whatever, not composed of initials or otherwise distorted, and,
beginning where you please, mark it off into ten-letter segments and count the vow-
els in each of the segments. You will find that the majority of these have exactly
the normal number of vowels, which is 4. Others will have 3 or 5, which, though
outside of the limits 35%-45%, are the closest variations possible. It will be a
rare segment indeed which contains fewer than 3 vowels or-a greater number than 5.

But suppose, having marked off such a text into ten-letter units, or segments.
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we take each of these segments individually and mix up the order of its letters,
though still allowing it to stand where it is. And suppose, having done this, we
erase the original division-marks and, beginning at some point in the midst of a
former segment, we again mark off a series of ten-letter units, and count the vow-
els of these new segments. This time, we are just as likely as not to find seven
or eight vowels in one segment and none at all in the next, depending on just what
we did to the old units, and still we have not actually mixed the units; we simply
have our division marks in the wrong places. Imagine, then, how the vowel distribu-
tion can vary when a transposition is one so planned as to break up units and scram-
ble their letters.

This fact of uniformity in vowel distribution is of enormous assistance in deal-
ing with the simpler transpositions. For instance, it may be that what we want to
know is the length of the units, and that what we have is a cryptogram of 144 letters,
which could be a single square, or a series of 36-letter squares, or even a series of

Figure 13
6§24631 524631 524631
5 5 5
2 2.4A...E 2RAFORE
4 4 4
6 6 6
3 3 3.Y.. .M
l1.E...L 1SEUETL 1SEUHTL

16-letter or g-letter squares. We may start at the beginning of this cryptogram and
mark it off into equal segments of any length we like, afterward counting the vowels
per segment. If every segment shows approximately a 40% vowel count, the
chances are that we have a series of intact units, each one merely transposed within
itself; but if one segment shows 50%, another 30%, another 289, and so on, we
may be quite sure that our division marks are in the wrong places.

Returning, now, to the Nihilist cipher, suppose we consider the make-up of its
major unit, that is, of any one block. This major unit is a series of minor units, and
each of these minor units, at the time of encipherment, was written by itself on its
own line. In the beginning, it was a small fragment of plaintext, presumably con-
forming closely to a 40% vowel count. It is true that we placed it on the line in
transposed order, but we did not remove any of its letters or add any new letters.
Even in the transposal of the lines themselves, we merely removed a number of in-
tact units from one place to another. There has never been a time, throughout the
entire encipherment, when we took any letter out of its original minor unit and put
it with some other unit. Thus, as we first see our completed Nihilist square, we
still have, on each horizontal line, a small fragment of an English sentence in which
all of the original vowels are still present. If such a block is now taken off by
straight horizontals, it is no more than a series of intact units. To break up these
units, we must at least take it out by verticals; and they will, of course, be much
more thoroughly mixed when taken out by diagonals or spirals.

The decryptor, hoping for the best, writes his cryptogram into a square (or se-
ries of squares) by straight horizontals and counts the vowels per horizontal line.
If his block is wide, he may estimate the actual number of vowels represented by
40% if it is narrow, he may only roughly approximate the number; but in either
case what he hopes to see is evenness of distribution. More than half of his units
must be exactly normal, and any which are not exactly normal must show the
smallest variation possible. If he finds that this is the case, he assumes that his
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block arrangement is the encipherer’s original square, with only the minor possi-
bility that half of his lines may be written in the wrong direction. If his distri-
bution is not uniform, he counts the vowels per column so as to find out what kind
of distribution he would get from a vertical ai-angement (ascending or descend-
ing). If this, too, fails to show him a uniform vowel distribution, he writes out
a new block by the route of alternating verticals (or gets this count from his
first block; this is possible, though a little confusing). Afterward, he may go on
to the diagonals and spirals until finally he reaches the arrangement in which more
than half of his horizontal lines show a 40% vowel count, and the rest a minimum
variation.

Now let us consider a concrete example of decryptment. The (purely imagi-
nary) history of the cryptogram shown as Fig. 14 is meager. It was taken from
the body of an unnamed man, killed in attempting to dynamite a bridge in an Amer-
ican town called Baysport.

To begin with, the cipher appears to be transposition. Its cryptogram shows
373% of vowels, very close to the number expected of English or German. It is

Figure 14
IYWBB ORTAF TIXDG SSEGH NATO0O ITOXT LUTRE

LXFAY SDRCH TOMED EIOVI EFTVT LAEU,

too short to provide any reliable distinction between these two languages, but the
source of the cryptogram points to English. Again, the encipherer, although he
has grouped his message in the usual fives, has neglected to complete his final group
with a null, and from this we judge that 64 letters is the actual length of the mes-
sage. The fact that 64 is a square is promptly noticed. But it is also the sum of
several smaller squares, and the unit might be 16. To investigate this possibility,
we may mark the cryptogram off into four equal segments of 16 letters each, and
count the vowels per segment. The normal number of vowels in a 16-letter seg-
ment should be about 6, and segments of this length are long enough to afford re-
liable information, so that we may promptly discard the possible unit 16 when we
find that the first segment shows 5 vowels (31%), the second, 7 vowels (44%), and
the remaining two, respectively, 4 and 8. Such a distribution does not prove that
the unit 16 is a total impossibility, because many things are not average in single
examples, but it is an extremely bad one and would never be accepted. On the
other hand, a satisfactory distribution does not prove absolutely that a given unit-
length, or block arrangement, is correct. Here, had there been no question of the
ever-prusent square, we might have been led astray by the unit 32, which divides
the vowels of the present cryptogram into two equal halves. In this connection,
we can only say that the decryptment of any cipher, even the simplest, will at times
include a number of wanderings which we shall have to overlook in demonstrating
principles.

Assuming, then, that the large unit, 64, is correct, we must get it back into its
block — presumably square —in the encipherer’s original arrangement. Fig. 15
shows the same cryptogram written into two different blocks. For an 8-letter unit,
the normal number of vowels is about 3 (actually 3.2). In block (a), a count taken
on the horizontal lines shows half of the units normal, two of the others with the
smallest possible variation, and two greatly outside the 35%-45% limits. When
the unit is so short, and when the line containing only one vowel may be the one
which was completed with nulls, and most particularly when we have no other
units to act as a check, we cannot confidently discard a block of this kind. In prac-
tice, we might waste some time giving it a trial, or we might look for something
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better. Notice that its distribution is “ ragged.” We expected to find even dis-
tribution, with more than half of the units exactly normal. This block (a) is the
simple horizontal arrangement. To find out what the simple vertical arrangement
would give us, we have only to examine the columns of this. Here the count is
obviously bad.

In block (b), we have one of the diagonal rearrangements from which two sets
of vowel counts can also be taken. Here, the horizontal lines have given us exactly
what we hoped for: Evenness of distribution, more than half of the units normal,
and only one unit outside of limits. This, almost surely, is the encipherer’s origi-
nal block, in which every line contains one intact unit.

From our meager history of the case, we do not, of course, know that this is
specifically the Nihilist cipher. It becomes a case of considering the various ci-

Figure 15

(a) Horizontal Rearrangement, (b) Diagonal Rearrangement,
With TWO Vowel-Counts With TWO Vowel-Counts
IYWBBORT 3 IWOFGNOL 3
AFTIXDGS 2 YBADHTER 3
SEGHNATO 3 BTXGIRDE 2
OITOXTLU 4 RIEOTSMYV 3
TRELXFAY 3 TSOUYOOT 5
SDRCHTOM 1l STLATIPFL 2
EDEIOVIK 5 ATFHEKTE 3
FTVTLAETU 3 XXCDIVAT 3
43231344 31434243

phers with which we happen to be acquainted, and a columnar transposition of the
general kind shown in Fig. 11 is an exceedingly common case. Moreover, a series
of juggled columns is suggested here in the fact that intact units are standing on
their own lines and still have not resulted in plaintext,

In Fig. 16, we have the successive steps which would be taken in order to in-
vestigate this probability. At (a), the diagonal rearrangement of our cryptogram,
selected as the most likely of those which were examined, has becn repeated with
its eight columns set wide apart, and consecutively numbered for identification.
These presumed columns are now cut apart, and thus we have eight paper strips
which can be moved about and rearranged in various manners in the hope of caus-
ing words to form on some of the lines.

Since we lack that most powerful of decrypting tools, a probable word, we are
forced to begin with probable letter-sequence. If the magic letter Q were present,
we should look for a companion U, and after that for a vowel to follow QU. But
this, too, is lacking.

Familiarity with English digrams (or, in the case of the beginner, an inspection
of the digram chart or the list of digrams) shows that TH is by far the most fre-
quent combination used in the language, and that HE and HA4, also including an H,
are very prominent among the leaders. Further than this, the list of trigrams in-
forms us that both THE and THA are of outstanding frequency. Of the four let-
ters included, three are so frequent, and appear in so many different combinations,
as to be confusing; but H, though belonging to the high-frequency group, does not
appear in many different combinations, and is less frequent than the other three.

Looking, then, for H, we find it twice in our present cryptogram, once on the
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second row and once on the seventh; and, since the seventh row shows two T’s and
the second only one T, suppose we try the second row, placing together the two
columns (strips) which are headed by the numbers 6-5 in order to set up a digram
TH on the second row, as shown at (b).

Figure 16
(a) (v)
1 2 3 4 5 6 7 8 6§ 5
I W O F G N 0 L N G
Y B A D H T E R T H
B T X G I R D E R I
R I E 0 T S M V S T
T S 0 U Y 0 0 T 0 Y
S T L A T I F L 1 T
A T F H E K T E K E
X X C D I v A U v 1
(o)
6 5 T sieeeeee 6 5 T 4...1 6 5 T 4
N G 0 N G 0 F I N G 0 F
T H E T H E D Y T H E D
R I D R I D G B R I D G
S T M S T M 0 R S T M 0
0 Y 0] 0 Y 0 U T 0 Y 0 U
I T F I T F A S I T F A
E E T K E T H A K E T H
v I A v I A D X v I A D
(d)
6 2 3 I E AN NN NN] 6 é i i (AN ]
N G O© N G O F (Abandoned in
T H A T H A D
R I X R I X G favor of c.)
8 T E S T E 0
¢] Y 0 0 Y 0 U
1 T L I T L A
K E F K E F H
v I c v I C D

The formation of this digram TH on the second row has automatically set up
a digram NG on the top row, a digram R7 on the third row, and so on; and we find,
upon examining these newly-formed digrams, that the whole series is made up of
good English combinations. Thus, it looks as if our combination 6-5 is correct, and
we will proceed with a possible HE or HA, attempting to complete a trigram THE
or THA on the second row.

Both E and A are present on the second row, and we may observe at the steps
marked (c) and (d) in the figure just what would be the result of adding strip 7
or strip 3. At first glance, it appears that combinations 6-5-7 and 6-5-3 are about
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equally probable. But it so happens that both set-ups have formed a sequence ¥0
on the fifth line, suggesting ¥OU ; and when the only I/ on that line is tried in both
places, it becomes evident that combination 6-5-7-4 is going to give better results
than combination 6-5-3-4, where we find poer sequences like KEFH. At this point,
or earlier, a decryptor will probably proceed on the left side of his set-up, com-
pleting the syllable /NG and the series of column-numbers 1-6-5-7-4, as shown.
When this setting together of columns automatically brings out on the third row
a sequence BRIDG, we have our first suggestion of a probable word, since the man
who had this cryptogram on his person had just attempted to blow up a BRIDGE.
After this, all is plain sailing; the necessary E happens to be on the same line, and
even if it were not, we have only three strips left, and these may be placed by trial.
Thus our eight paper strips arrive at the stage indicated on the left-hand side of
Fig. 17.

Figure 17
Strips in order Ad justment of rows
216 5 1 & 8 3

1 W I ¥ G 0 F L o 2,44¢ BYTHEDRA
2 B Y T H E D R & lesas WINGOFLO
3 T B R I D ¢ E X Gense TSITFALL
4 I R § T M 0 V E Sveee STOYOUTO
5 S T 0 Y O U T o0 Toeans TAKETHETF
6 T S I T F 4 L L L T IRSTMOVE
7 T A K E T H E F Bease XXVIADUC
8 X ¥ vV 1 A D U ¢C - PN TBRIDGEX
"Taking-out"” Key: 21657483 12345678

12545678 "Writing~in" Key: 21864 3 5 7

If we have previously met the Nihilist transposition, we can see now what the
cipher is, and, if it is a true Nihilist, we can finish the reconstruction by decipher-
ment with the key. To do this, we simply number the rows from 1 to 8 and then
disarrange these rows so that their numbers will reproduce the series of column
numbers. This is shown on the right-hand side of Fig. 17, where the plaintext is
easily read: “ By the drawing of lots, it falls to you to take the first move. Viaduct
bridge.” The gentleman required three nulls, and thriftily made use of them as
punctuation. If we have not previously met the Nihilist encipherment, or if this
cryptogram is of a kindred type but governed by two separate keys, one for col-
umns and another for rows, the only difference is that we may have to experiment a
little with rows before finding their correct order.

In completing our solution, we have obtained a key, 2 1 6 5 7 4 8 3, shown in
the series of column-numbers, and should other cryptograms be intercepted having
the same key as the first, we need merely decipher them with our key. It is, how-
ever, a “ taking out "’ key, while the Nihilist, as we have seen, is ordinarily written
in. Having either of the keys, we may find the other easily enough as suggested in
the figure. Simply “ number the numbers ” and put them back in serial order.
The new set of numbers, now disarranged, will show you the other key. It would
not be impossible for the student who is a good guesser to find the keyword on
which our present writing-in key was based. This kind of work, with paper strips,
is much more rapid than it probably seems, and is often done at random. The
keen eye needs no digram list for the spotting of HT, merely reversed, with GN
above it.

Speaking now of the ordinary columnars (Fig. 11), one minor point should per-
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haps be brought to the attention of the very new student. Quite often, a digram,
such as the QU of Fig. 18, is not written on a single line, and it may be necessary
to match this valuable digram in the manner shown at (b) of that figure, coming out
in the end as at (¢). In such event, we can later on transfer columns 5-6-7 to the
other side of the block, raising them all by one position. (Column numbers, in this
case, are for reference only.) The same would not apply to a Nihilist block in
which the whereabouts of the “ next ” row is unknown; the diagram QU would
have to be abandoned in favor of something else.

Figure 18
() (v) (o)
1234587 1 1234
7 567
THISISQ T THIS
UITETRTU QU ISQUITE
EBUTWED U E TRUEBUT
D WED

We mentioned briefly, too, the possibility of finding alternating horizontals, so
that only half of the rows can be ** anagrammed " together. Such minor problems,
and they are numerous, can all be ironed out easily enough once the student is
familiar with his type, and columnar transposition, encountered frequently and in
all sorts of disguises, is surely the most fascinating of all types. In Chapter VI we
are to meet it again, this time with an incomplete rectangle.

16, By PICCOLA. (Ordinery columnar).

OEEHE ATFLS VASYC IOAED QOHBDF MCMTC POGEO
REUGM IEFUO GCYWG DQUUI ALSIE RNORMN RRATO AQ.
17. By KRIS KROST. (Fihilist).

TCIGR HNLAG TLISA AOMOR MNRIMN NETRN KSAOE
I1SDLE IKHHH ERDFT ASOIE TIHENE BTEKE.

18, By MERLIN. (Nihilist, Its keyword has been used as & word-spacer).
TOLFP TEERB IVOPS NREWO RLITT ESENE TOOHO
FHHEH NYHE1O0O PFOST GIPHE IEETK INUIB NRAAY
RREEW LSTHT EERDT SEAIR SREAE RREPE UEURS
SUIRR OFEST RPOPA ORRBE EONTT EERTA HERAR
LADIO EEZEL YAOAY MSLUL WIYNH O0O0SST GTSHL
WEYMD MEARE EURIY TPPRN YNTYO.

19. By SLEEPY. (Nihilist "route-cipher").

Wants Little Wish Should Long Muster But The Man And Gold Wants If Me
Meny Below Mint For Mot A So And Nor Of More With Score In Somg Wants
Were 1 That Told Exactly Are Here A Long 'Tis Many 'Tis My But Each
Still Little Would So!
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20, By TITOGI. (Ordinary columar).
TWEIS 1AHOD SPODE RITON JEUTA IAS5YS HNTST
EDNRS WU,
21, By PICCOLA. (Ordinary colummar).
TEEPHE BMEFE BNTUX AVEHA RDWXI ELNCYV EVROI
TAFUL BORON THMTM UEFSH OETTL EDAEKE EGDNL
EENNI OOEBE EERST NRYDC NXONO ENEZX
(And now try this. Probable word: EXAMPLE).
EELKL TIPNW HSESI AXSRR EEACM CPLTL TEOSD

RAOEE XTIHY EUHNCG EMYTA SLMAA DSC,



CHAPTER V

GEOMETRICAL TyPES — THE TURNING GRILLE

The well-known turning grille, also known as the rotating, or revolving grille,
is said to have been originated by an Italian, Girolamo Cardano (or Cardan). Such
grilles can be prepared from any substantial material capable of being made into
sheets and marked into cells, and may take the form of any geometrical figure which
happens to be equilateral. The number of cells to be clipped out, so as to form
apertures for the writing of letters, is based on the shape of the grille, as: one-
third of the total number for a triangle, one-fourth for a square, and so on; and
the writing of the letters is done on a section of paper of the same size and
shape as the grille, and preferably ruled off into cells which correspond to those of
the grille. After such a grille has been placed on its corresponding section of paper,
and a letter has been written through each aperture, the grille is furned a certain
number of degrees to a new position on the same section of paper, so as to cover
from sight the letters already written, and expose another series of blank cells for
the writing of new letters; and this continues until the grille has taken its full num-
ber of positions and every cell has been accounted for on the section of paper be-
neath it. The preferred grille is a square, based on square cells, and takes four
positions. Usually it is based on an even number of these cells; otherwise, the full
number of cells is not evenly divisible into quarters, leaving an extra central cell
which has to be omitted or specially dealt with.

The grille called “ Fleissner,” after an Austrian cryptologist, Eduard Fleissner
von Wostrowitz, is the perfected Cardan grille as described by Jules Verne in his
story, “ Mathias Sandorf.” Colonel Fleissner’s grille is a square, taking four po-
sitions, and is always based on an even number of cells. In preparing this grille, it
is easy enough to select apertures at random in such a way that each one governs
its own four cells on the paper beneath, causing each of these to be uncovered ex-
actly once. But concerning the preparation of the grille, there is a phase which
affects the value of the cipher itself: unless the grille can be constructed at will, in
accordance with a key which is “ easily changed, communicated, and remembered,”
it requires the keeping on hand of a material apparatus which can be stolen or
copied, or which cannot be destroyed in case of emergency.

There are, of course, many ways in which a key could be applied. The method
used here is one published several years ago by Ohaver, and can be studied in Fig.
1g. First, as shown at (a), we have a quick mechanical method for selecting aper-
tures that cannot conflict. The square is divided into four quarters, and each quar-
ter, treated as if it were the one occupying the upper left-hand corner, receives its
consecutive cell numbers, 1 to 9 (or 1 to 4, 1 to 16, 1 to 25, 1 to 36, etc.). If the
route of writing-in is made exactly the same for all four of the quarters, it becomes
possible to clip one eack of the numerals 1, 2, 3,4, §5....... etc., taken absolutely
at pleasure, and each resulting aperture will expose only its particular four cells.
This can be seen at (b).

The grille shown at (b), however, was based on the key-phrase FRIENDLY
GROUPS, and the method can be studied at (c), following Ohaver’s plan, even to
its minute details. The fact that the square is based on 6 is told in the initial let-
ter of the key-word, F, 6th letter of the alphabet. This key-word must yield nine
letters, one for each proposed aperture in the grille. A short word, such as FRIEND,
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can be lengthened by a partial repetition, as FRIENDFRI, while a longer word is
cut off after its ninth letter, as it was in Fig. 19. This literal key is next converted
to a numerical key, as explained in the preceding chapter, and the nine resulting
numbers are divided as evenly as possible into four sections. Finally, considering
the four quarters of the grille in some definitely agreed rotation, each section of
key-numbers will show what numerals are to be clipped from a given quarter. In
the figure, the numerals 3 and 8 were clipped from the first quarter, numerals 5 and
2 from the second — proceeding in a clockwise direction, — numerals 7 and 1 from
the third quarter, and numerals 6, 9, and 4 from the remaining quarter.

Figure 19 - Proparation of a Grille

() (b)
‘I'»:)p..\d

APNEININN B

415 6fol=y] 0 @”Q_
7| £ 7]o|~|w (®

o[ s|~ls]s] 2 (2 &)
N W[ 7| 6| #

~|»[~fEle] s K% )

(o)

FRIENDLYG
3 8.5 2,7 1.6 9 4 1st Q: 3,8; 2d; 5,23 3d:s 7,1; 4th: 6,9,4

Another method for selecting cells, proposed by Edward Nickerson, dispenses
with numerals, using in their places the letters of a key-word which must be with-
out repetitions, as FRIENDLY G happens to be. If these nine letters, all dif-
ferent, be written into the nine cells of each quarter, following exactly the same
route in each case, it becomes possible to clip one each of the letters F, R, I, E, N, D,
L, ¥, G, taken wherever desired. The choice can be made as follows: Taking the
four quarters of the grille in the agreed rotation, follow the normal alphabet, clip-
ping 4, (when present,) from the first quarter, B, (when present,) from the second
quarter, C, (when present,) from the third quarter, and so on. Or, to insure a more
even distribution, rearrange the nine letters in alphabetical sequence: D E, F G, I L,
N R ¥, and divide as in the former plan, clipping D and £ from the first quarter, F
and G from the second, and so on. While it is possible to provide key-phrases of
sixteen letters, without repeating, it is probably more convenient to take whatever
number of letters is needed from a key-mixed alphabet of the following type:
FRIENDLYGOUPSABC...... WXZfrie......

In Fig. 20, at (a), (b), (c), (d), we have a detailed picture of the operation of
this grille on the 36-letter plaintext unit: MISFIRE ON VIADUCT JOB X RUSH
INSTRUCTIONS. One definite edge of the grille must be designated as the top,
and there is a right and a wrong side. Taking precautions in these respects, we
place the grille over a sheet of paper and mark its outline with a pencil (or other-
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wise make sure of maintaining this one location). We write the first nine letters
as at (a), and give the grille a quarter-turn to the right. We add the second nine
letters as at (b) — where the newly-written letters are the capitals; the others, in
lower case, are presumed to be hidden from sight by the solid portion of the grille.
Another quarter-turn makes ready for the next nine letters (c), and a remaining
quarter-turn completes the revolution (d). The writing-in, at all times, is straight
ahead: cells taken from left to right, and lines taken from top to bottom.

Figure 20 - Tour Stages of Encipherment

(a) (b)
£ n )
1]s v| [z]afs]s
P £|D u
I|R E i|r e
c
° N tlofa] fofn
() (a)
B m X b|T(m|R|x|T
v ijal]i)s v|iC|i|e]|]il]s
RIf|d|T|S|u r|fld|lu|ls|u
ilr He T|i|r|I|nfe
I|XN c iln|O|KN]c|S
t]l]o|J|S|ofnm t|J]o|j|s]|]o]|n

In the Jules Verne story, the three units of his cryptogram were left standing in
their blocks. Verne’s heroes were clever enough to unearth a ready-made grille, and,
by laying this, in its four successive positions, above each of the three blocks, were
able to read the message through the apertures. Today, such blocks would be taken
off in five-letter groups, and possibly by a devious route. A little concealment can
be afforded, too, by completing the last five-letter group with nulls, or, better, by
adding these nulls at the beginning of the cryptogram. It is also possible to make
the final 36-letter unit incomplete by blanking out its bottom cells before putting
in the letters.

A grille can be used in other ways. Negligible changes can be produced in its
cryptograms by altering the customary order of its four positions. A more substan-
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tial change is introduced by departures from the straight horizontal direction of the
writing-in. It is possible to revolve the paper instead of the grille, setting the let-
ters right-side-up at the time of their taking off. And in all of these cases, the grille
is still serving as an instrument for writing-in; there would be corresponding cases
in which it is used as an instrument for faking out the letters of a prepared block.
Each variation, perhaps, would require its own separate analysis before its indi-
vidual inherent weaknesses could be spotted and used as the basis for a special
method. If the student, after observing some special methods applied to ordinary
grille encipherment, cares to try his hand at analyzing some one of its variations,
we suggest that he take a series of numbers, 1 to 36, 1 to 64, etc., and carry these
through a complete encipherment to see what becomes of each one.

Grille transposition, like the Nihilist, involves a major unit composed of minor
units. But here, the four minor units are never left intact, and if the type of en-
cipherment is not known in advance, the decryptment of a single block will give
somewhat more trouble than the decryptment of a single Nihilist block, for the
reason that the decryptor usually exhausts the simpler possibilities before trying the
complex. With grille encipherment known, or suspected, we have a cipher bristling
with points of attack.

The strictly horizontal writing-in of each minor unit has had to be done within
a fairly short compass, and no two consecutive letters of this unit can have been
placed very far apart without causing other letters to draw closer together. Their
average distance apart is four cells. For the decryptor, this actual distance apart
of letters is made shorter by his knowledge that for each letter considered, there
are three others which cannot have been written into the same unit with it, and /it
he knows definitely what these three letters are.

Particularly interesting is the assistance he receives from the symmetrical pat-
tern into which the letters of his four units are written; position 3 is position 1 re-
versed, and position 4 is position 2 reversed. Thus, having tentatively selected
the letters of a probable word, or fairly long sequence, he can check the correctness
of his observations by examining another sequence which would automatically build
up, traveling in the opposite direction, in the reverse position of the grille.

For a clear understanding of these matters, suppose we consider the decrypt-
ment of the block just enciphered, on the assumption that we suspect the presence
there of the word VIADUCT. Fig. 21 shows a 6 x 6 block carrying consecutive
cell-numbers, which are also the serial numbers of the cryptogram letters, as these
appear in a separate block beside the first. It is understood that our first move
would be that of ascertaining whether or not the seven letters of this word are all
present. It must be remembered, too, that a long word is not necessarily alto-
gether in one unit; the grille might have been turned before the word was com-
pleted.

In the present case, however, our first letter, V, is found near the top of the
square, and only once, so that if the word VIADUCT is present, a substantial por-
tion of it must have been written before the grille was turned. We expect to find
letters 1, A, D, U, and so on, following the letter V in just that order, and without
any very great distance between any two of them; and if, approaching the bottom
of the square, we find it necessary to proceed backward for U, C, or T, then the
grille was surely turned before that U, C, or T, was written.

Now, considering together the two blocks of Fig. 21, we find that our first letter,
V, occupies cell No. 7. In imagination, we revolve a grille in which the only aper-
ture has been cut in cell 7, and find that this aperture exposes the cells numbered
5, 30, and 32. These three cells, then, were surely covered from sight when the let-
ter V was written into cell 7, and regardless of what the letters are that occupy
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these three cells, it is definitely impossible that any one of the three could have
been used in the same minor unit with the V of cell 7.

Looking for a letter /, we find several within a very short range. But the block
contains only one A4, and since we cannot proceed backward after selecting the I,
the position of 4 (cell 10) tells us that only the I of cell g is possible. We accept,
then, the I of cell 9, and, again revolving an imaginary grille with its only aperture
cut in cell g, we eliminate the letters found in cells 17, 28, and 20. Similarly, accept-
ing A of cell 1o, we eliminate whatever letters are occupying cells 23, 27, and 14.
So far, none of the letters eliminated have been wanted for the development of the
word VIADUCT; but notice that the fourth letter, D, found only once in the
block, occupies cell 15, thus eliminating the letters of cells 16, 22, and 21, one of
which is U, the next letter needed. Thus, we are not forced to make a decision as
between the U of cell 16 and the U of cell 18.

E‘iEure 21

7 8 9 10 11 12 Vv, C Iy A,T S
13 14 15 16 17 18 ;i— R D\ % U,
19 20 21 22 23 24 Tig N X I, X E
25 26 27 28 29 30 TN oa7gc Ss0
31 32 33 34 35 36 'r'csz.raon

We have put together, then, the letters V 1 A D U in the only manner which is
possible at all, and their cell-numbers, taken in order, are 7-9-1o-15-18. If the
grille is reversed, these same openings, named in the same order, will uncover cells
30-28-27-22-1qg; these new cells, however, will not be seen in reverse order; they
will be in straight order like their letters. If, then, our sequence VIADU is correct,
the five letters found in cells 19-22-27-28-30, taken in normal order, should form an
acceptable English combination. A glance at the right-hand block of Fig. 21 will
show that this check-sequence is T/ O N S.

When we selected V, we automatically selected S of cell 30 as its check-letter.
When we added 7 on the right-hand side of V, we obtained with it the N of cell 28
on the left side of S, giving the check-digram as NS, entirely acceptable. With 4,
we added the O of cell 27, giving the check-trigram as ONS, still acceptable; and so
on to JONS, TIONS. Our complete word VIADUCT produces the check-sequence
UCTIONS. It must not be objected that the fact of having only one each of let-
ters V, A, D, has too greatly facilitated the search. This is an entirely legitimate
expectation in a case where we deal with one unit, and the decryptor, when pos-
sible, chooses his probable word with this in mind. In the absence of a prob-
able word, we are never without probable sequences: the list of frequent tri-
grams, and the various common affixes, such as -T/ON, -MENT, -ENCE, -ABLE,
CON-, PRE-, etc. For the first three or four letters, where decisions are some-
times uncertain, it is more satisfactory to work directly on the square (prepared in
ink), so that impossible cells may be canceled in pencil, and the pencil marks erased
when wrong; but once well started, a paper or celluloid grille can be prepared to
fit the block, and the chosen cells actually cut out as they are selected. Having
found seven out of nine apertures, we may, if we like, turn the paper grille and
experiment with its other two positions. The letters, in this case, will show gaps in
sequence, and may indicate by these gaps just where the new openings ought to



GEOMETRICAL TYPES — THE TURNING GRILLE 31

be cut. With one full unit determined, we have the grille for reading the others.
The only remaining problem would be that of deciding the exact sequence of these
four units, with their context as a guide.

For the case in which it is necessary to begin with letter-sequences, particularly
if driven back to the digram list, the device shown in Fig. 22 may prove of con-
siderable assistance: The cryptogram is written in both directions, and thus pairs

Fipure 22

1 2 3% 4 &6 6 7 8 9 10 11 12 13 14 15 15 17 18
B T M R X U Vv C¢C I A T 8§ R F D U s U
N O § J 0 T s ¢ N © W I E H I R I T
36 35 34 33 32 31 30 29 28 27 26 26 24 23 22 21 20 19

19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 3I6
T 1 R I H E I N O ¥ C &3 T O J S 0 N
v 8 U D F R § I A I € VvV U X R M T B
18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

every letter with its check-letter, so that check-sequences here would be written
backward. This idea is adapted from General Givierge’s Cours de cryptographie.

Working with digrams is tedious, but will, in the end, give results. Consider-
ing, for instance, Fig. 22, its first letter is B. Of letters standing immediately to the
right of B, the first one which would form a good digram with it is the R of cell 4.
But consideration of a possible digram BR, cells 1-4, shows the check-digram as
JN, cells 33-36, and this latter digram is so rare in the language that Meaker did
not find it even once in his 10,000-letter text. The next letter known to have an
affinity for B is the U of cell 6, but a possible digram BU, cells 1-6, cannot be con-
sidered, for the reason that cells 1 and 6 are uncovered by the same opening in the
grille. The distance away of the next letters to which B is partial proves frighten-
ing, and B is abandoned (it is actually followed by the X of cell 5).

Beginning over, with T of cell 2: The first frequent digram noticed is TR, cells
2-4, and shows the check-digram as JO, cells 33-35. We accept this at once, be-

Figure 23
RRTHAO UEEOSB AGDEAE
AVEBKTU WESFDI ANKSSS
TADPESB RANSUEK ODXFDN
CREARR NJATIY GOAOAR
AOILID XTUSOB RAANLE
TSGTEP LMAOTYV HRAXEX

cause the letter J must presumably be followed by a vowel, and the only vowel im-
mediately available is this particular 0. To extend the accepted TR, we require a
vowel. The first one is U, cell 6, and extends the check-digram to 7J0, cells 31-33-
35, acceptable if T is the final letter of a word. To extend the supposed trigram
TRU, we experiment with C of cell 8 and obtain a check-sequence CTJO, cells 2g-
31-33-35, which is still encouraging. We must know, of course, that no two of the
chosen cells are in conflict with each other. The unit we have partially recen-
structed is the second one of Fig. 20, and the check-sequence is the fourth unit.

A method somewhat resembling the foregoing consists in writing angther block
beside the first, in which the letters of the cryptogram are strictly in reversed order.
The pattern of the check-sequence will then follow exactly that of the sequence un-
der examination, merely with its letters in reverse order. Still a further suggestion
was made by Herbert Raines: In the preparation of the two blocks, one in straight
order and the other in reverse order, the writing should be done vertically, with all
columns containing four letters. The symmetry can still be found, and any two
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consecutive plaintext letters are more nearly at their original distance apart — the
average 4.

So far, we have been dealing with an isolated unit. In Fig. 23 we have a longer
cryptogram, suspected of being a reply to the first. We have set it up in its three
blocks, expecting to decipher it with the same grille, but find that something is

wrong. To see quickly how the presence of several units

Figure 24 modifies the case, suppose we consider some sequence,

right or wrong, which is easily examined, such as the

Straight  Rovereed AVE on the second row of the first block. Regardless

7 _8 9 28 29 30 of what the transposition is, if all three of these units are

enciphered alike, each of the additional blocks contains

";‘ g g ;‘ é : a corresponding trigram in exactly the same location as

4 N E § 1L g theone under consideration; here we have NVES in the

second block and ANK in the third. But if the trans-

position is specifically that of the grille, each one of the three trigrams AVE, NES,

ANK, has a check-trigram in its own block. Thus we have the six trigrams listed

with their cell-numbers in Fig. 24. Since all of these are acceptable, we should, in

practice, be encouraged to accept them; thus, it may be well to say here that, in

dealing with all ciphers these false beginnings will quite frequently pitch the de-
cryptor headlong into a solution, through no act of wisdom on his own part.

Now, in order to arm ourselves against the larger grilles, which are somewhat
more troublesome, and for investigation of cryptograms which may or may not
have been accomplished with a grille, suppose we take a look at Ohaver’s mechani-
cal method — that is, his use of paper strips. Picturing any block of 36 cells,
numbered consecutively as we saw these in Fig. 21, let us imagine that there is a
grille placed over this block, and that this grille has only one opening. If the cell
that shows is No. 1, then, at the first turn of the grille, we uncover cell No. 6; at
the next turn, cell No. 36; and, at the final turn, cell No. 31. We will call this
series of cell-numbers an index, and say that the index for this particular aperture
is 1-6-36-31. In the first block of the new cryptogram, the letters which follow
this index are R O P T. In the second block, the same index governs the letters
UBYV L, and, in the third block, 4 E X H. But if the single opening in our hypo-
thetical grille has exposed cell No. 2, then its index, discovered in the same way, is
2-12-35-25, and the corresponding letters, in the three blocks of this cryptogram
are, respectively, RUEA,EIT X,and G S E R. Similarly, each one of the other
seven apertures possible in this quarter of the grille has an index, expressible in
cell-numbers, and governs a certain series of letters in each cryptogram block. If
the grille is the Fleissner, the index for any aperture, in a grille of any size, will
always contain four numbers, and will govern four letters per block.

. If' the grille is a 16-letter one, there will be only four of these indices, begin-
ning in cells 1, 2, 5, 6. If it is a 36-letter grille, there will be nine, beginning in
cells 1, 2, 3, 7, 8, 9, 13, 14, 15. A 64-letter grille will have 16, beginning in cells
1,23, 4,9, 10, 11, 12, 17, 18, 10, 20, 25, 26, 27, 28; and so on to grilles of 100,
144, etc., letters. After one grows accustomed to the swastika-like route of the
open cell, such indices are not at all difficult to prepare at the moment of need;
however, many solvers prefer to make them up in sets, once for all, and have them
rea'dy as they happen to be wanted. As to the finding of the four letters per block
which follow any one index, it is sufficient to remember that the cell numbers,
arranged in the manner shown, are also the serial numbers of the letters belonging
to any one unit. Thus it is not necessary to write the units into their squares; we
need merely number the letters of a unit from 1 to 36, and select those having the
desired serial numbers.

Returning, now, to our cryptogram: Our unit appears to be 36, since a division
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of this kind distributes the vowels uniformly; and a unit of 36 may have been
produced with a grille. If so, this grille had o apertures, and we need 9 paper
strips, one for each aperture. On each strip we are to have: the four index num-
bers, the four corresponding letters from the first block, the four corresponding
letters from the second block, and the four corresponding letters from the third
block. But since, in each case, the first three cell-numbers or the first three letters
must be repeated, our strip will actually contain seven numbers and twenty-one

Figure 25
Preparation of Slips

IndeXesessese 1 2 3 7 8 9 13 14 15
6 12 18 5 11 17 4 10 18

36 35 34 30 29 28 24 23 22

31 25 19 32 26 20 33 27 21

1 2 s 7 8 9 13 14 15

6 12 18 5 11 17 4 10 16

36 35 34 30 29 28 24 23 22

Block leseess R R T A v E T A D
0 U B A K E H B P

P E T D I L R R A

T A c S 0 R G I E

R R T A VvV E T A D

0O U B A K E H B P

P E T D I L R R A

Bloock 24sesee U E E N E S R A N
B I K 8 D U O F s

v T 0 B o] S Y I T

L X N M T J A U A

U E E N E § R A N

B I K &8 D U O F s

v T 0 B 0 s Y I T

Block 3¢seves A G D A N K 0 D X
E s N A S D B S F

X E X E L N R A 0

H R G R A O A A A

A G D A N K Q D X

E S N A 8 D E § F

X E X E L N R A O

letters. These nine strips are prepared all in one set-up, the details of which can
be examined in Fig. 25. In Fig. 26, the strips of Fig. 25 have been cut apart and
rearranged in such a way as to bring out plaintext on the top row of every block;
this is, of course, the first full row, as pointed out in each case by the four asterisks.
It will be noticed that the top row of cell-numbers is arranged in strictly ascending
order (our strictly horizontal route of writing-in). If the third 1ow be now ex-
amined (as pointed out by two asterisks), it is found that this, too, carries plain-
text, merely written backward, and that here the cell-numbers are arranged in
strictly descending order.

Now, to read the cryptogram: Each full row of numbers includes all cell-
numbers belonging to some one of the four units, and any one of these four rows
of numbers is a key to the grille, since it shows exactly what cells were uncovered
when the corresponding unit was written in. To obtain the grille, we have only to
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select some one row of numbers, as 12-36-10-16-34-9-26-32-13, and clip out these
particular cells in a square numbered as we saw it in Fig. 21. The student who cares
to know what “ instructions ” were being sent might also satisfy his curiosity as to
whether or not this new cryptogram could have been deciphered rather than
decrypted.

Figure 26

Concerning the grille crypto-
One Correct Adjustment of Slips grams which follow, it seems not
impossible that the student who
s 13 has seen his principles applied
178l 7] a only to a unit .of 3§ mfght find
1 328 [11 | 5 |24 some difficulty in adjusting them
2| 6|14 [15 |18 |20 |29 |30 |33 | »+s» to grilles of other sizes. A tip,
12 |36 |10 |16 |34 | 9 |26 |32 |13 then, on Example 22: Instead of
S5 |31 (23 (22 |19 (17 | 8 | T | 4 |#» the regulation nulls, its single
25| 1127 |21 ) 3128 |11 | § (24 unit was completed with a com-
mon Spanish phrase beginning
12 136 |10 116 134 with Q. And if it still resists:
the author’s own name was used
as the key for constructing the

s+ prille.

In adjusting his paper strips

b (when this is the method he
prefers) it makes no particular
difference what plan he follows,
so long as it works. Some de-
cryvptors prefer to concentrate
altogether on the strictly ascend-

»»»s+  ing series of cell-numbers, allow-
ing letters to form their own
sequences. Others will always
have before them the set-up of
squares, noting there some pos-
sible letter-sequence, finding

(by means of their cell-num-

bers) the strips which contain
»##+ these letters, and then observing
results in other blocks. If the

*e given strip cannot be found,
then the cell must be already
in use.

The shortest road is that of
the probable word. For in-
stance, the set-up shown as Fig.

26 was actually initiated by the solver at the letter J of the second block, this
being a rare letter and almost invariably followed by a vowel. Of the several
vowels immediately in sight (in the square) the correct one was promptly sug-
gested by the sequence so plainly in sight, OB, suggesting the word JOB, one al-
ready.used by these people in discussing their mysterious activities. The corre-
sponding ce]l—qqmbers, 20-29-30, were found to be on three separate strips—a
necessary condition — and when placed together brought out the straight sequences
RID and OLE, with reversed sequences AVE, NEU, and AND. Another very
probable word was suggested by the check-sequence AVE (HAVE), and the nec-
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essary H was found with cell-number 33, bringing solution to the point suggested
roughly in Fig. 27, where attention was promptly focussed on the tetragram RIDG,
Fuggesting BRIDGE, another word previously used. There were two strips carry-
ing the desired E, but both refused to fit; and here the cell-numbers came into
play. The last one found, 33, was large and suggested that its letter, G, might be
the last letter of a unit; afterward, the building was continued on the left, with B.

Figure 27
Straight Reversed
20 29 30 33 17 8 7 4
R I D G E V A H (Have)
J o] B A U E N O (one u)
(o] L E A D N A E (e and)

22, By PICCOLA, (Probable word: CRYPTOGRAMS).
TSTBE TTUSH OQOEDGF RDOEO GRISA AMSNM QEUGI
BRIEL NOSTH SICLS ETSWA THABR YPAE,

23, By DAMONOMAD and POPPY, (Probable word: RIGHT FLANK),

AEEKEDS PVTOOQO NRNRAAO NEONP EKOCCT1 EHTRE HBNETI
AFGSR HBTNFIL OVTEF FALMEKE ITECLA ASHNM

24, By DAMONOMAD and POPPY. (Probable word: SPECIAL MESSENGER),

EYUIS SNSFP AQPEER 18CO0OA MNEAI RGAAT ALIMN
EGEE]1 SOSNO SADEB EITNO NGUEF RHTEE WSERUA

SSEVY FITON 00

(5]
-

S OCMWO TNSTE UOBDG.

25. By SAHIB.

RNII1I1 NGTFL AILNN DEETD RVEUS ESTHR EIGEY
FIANO URRDL GYTNH AEONR NEKCD EEISE YBSETF
WYPGLR LOLOE UOFHP ATVER EHERA EDGMI TRENE
EISYT QTs11 SAUSG IEAIC ASLLEKE LLTTX EVHEA
RXAZ,

26, By ILTMO,

1X0THE NNEHEN EBEEIRC RAGEL ORNOH KTWTC HOHEI
ESSWW THNETR HAREO LSPLA AGEAE PRLDBRX YEUIT
RTREX 1DTBE I1ADE1 ENDPD ABRAE CREKEM TAOATDU

TOTSY NBPES NUHES RAHES UPD
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27. By DAN SURR.

OLTLA LIGER TIVEE LLEREK 1EAE1l JFEI1IY YOOUTU
STEEA VASGY ASAWC KEPLU EZTI1IZ O0S1T

28, By PICCOLA. (This is not & grille. 1It's a serious matterl)

HSOES NPTAE TOHIS TWLED TTFAI BTYUY OTCEO

11TRC YSBTR AHBTE 1DOUS CIUOE ROQN,



CHAPTER VI

IRREGULAR TyPES — COLUMNAR TRANSPOSITION

Square units, in actual use, are less convenient than those rectangular encipher-
ments in which only one dimension of the block is restricted, thus permitting that
a single key govern messages of many different lengths. We have a more practical
cipher in the columnar transposition of Chapter IV, and this can be rendered some-
what safer if care be taken to avoid completing the rectangle. The preparation of
such a block is illustrated in Fig. 28, where the key-word PARADISE is being
used to encipher the following text: REGRET CHANGE IN
SYSTEMS BUT THOUGHT ADVISABLE ACCOUNT e

INCREASED VOLUME SENT BY AIR. PARADISE
First, let us understand the purpose of the four nulls. It 617 2 35 8 4
is customary, when cryptograms are to be transmitted by wire
or radio, to make them evenly divisible into five-letter groups. REGRE TCH
This usually means the addition of from one to four nulls,and 4N GEINSTY
since the nature of the cipher makes it inadvisable that addi- i g g g g g g i
tional letters be added to the enciphered cryptogram, anyde- vy 1 saBLE
sired nulls must be added in the block before the columnsare A ccounN T I
taken off. Another precaution usually recommended is the N CRE A SED
avoidance altogether of key-lengths which are divisible by 5, VOLUME S E
so that an encipherer is practically never compelled to add a }lg )'I[‘ ;’ YAIRZ

complete five-letter group in order to leave his rectangle in-
complete. It might be added that our use of letters XX XX is for emphasis only; a
better series would be one of the nature AAEQ.

The decipherer’s only problem is illustrated in Fig. 29. Knowing the key, the
decipherer knows that there must be eight columns. The number of letters, 75,
divided by 8, results in g, with remainder 3; thus, the short columns are to con-

Figure 29 tain nine letters, and there will be three which contain ten

—=gure <3 letters. He lays out an 8 x 10 block, cancels the last five cells,
g g Wwrites his key-numbers across the tops of the columns, and
g 4 then begins to copy letters, filling the column numbered 1,
then the column numbered 2, and so on, finally reading his
message by straight horizontals.

The cryptogram from this block is shown as Fig. 30, and
illustrates the manner in which the decryptor will number the
teececsessecess  Jetters of practically all cryptograms in order that he may
seetesessescnce  quickly locate any desired letter, or learn, by subtraction, the
———————— distance apart of any two letters. The decryptor, of course,
“““““““ does not know how many columns the cryptogram contains,
and even after he finds out the key-length, he still does not know exactly the point
at which any one column ends and another begins.

This form of transposition is among the most fascinating of decryptment prob-
lems, and we shall look at it from several angles. The simplest case is that in which
the decryptor correctly assumes the presence in his cryptogram of some word or
phrase whose length is greater than that of the key; if this probable word is long
enough, he is able to learn, not only the key-length, but the order in which to write
his columns. Our present cryptogram, for instance, has key-length 8, and contains
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Figure 30
The Cryptogram Prepared for Examination

5 10 15 20 25 30
ENTHV CCOTX REMUS OEUYE ISGAU AMAHY

35 40 45 50 55 €0
TAEID EXTNB HBNSE ITIRAST DANVN XGGEO

€5 70 75

ICRLB XCS8SUT LTESR
two nine-letter words, ADVISABLE and INCREASED. These two words, re-
peated in Fig. 31, will show what happens when a word is long enough to overlap
the block. With the word ADVISABLE, the final E falls below the initial A, and
when this column is taken off, the letters A E will stand in sequence in the crypto-
gram. Similarly, the word INCREASED will provide, in the cryptogram, a digram
I D. Should the decryptor suspect the presence of either of these words, he
would look at once for sequences of this kind in his cryptogram, and the presence
of AE (or ID) would tell him that the key-length is prob-
Figure 31 ably 8, which is the distance apart of the two letters in

6 1 7 2 3 5 8 4 hisprobable word.

. . s e e e e The ideal case is that in which the probable word is
«+ + « « « - « A longenough to furnish more than one of these overlapping
bvisasBl EI; letters, as shown in Fig. 32 in connection with the *“ word ”
N ¢ RE A S E p INCREASED VOLUME. Suppose that we have sus-
V O L U M E . . pectedthe presence of this expression in our cryptogram,

and have ascertained that the necessary letters are pres-
ent for forming it. We consider its letters one by one, in the order I, N, C, R . ...
and go through the cryptogram, underscoring (or otherwise noting) all cases in
which the given letter is followed immediately by another of the letters found in
the same probable “ word.” But, in considering any one letter, say the letter N,
we ignore such sequences as NT, NB, NX, whose second letters, T, B, X, do not
occur in the expression INCREASED VOLUME. Fig. 33 shows exactly what
digrams of this kind can be found in connection with
letters I, N, C, R, E, and also the distance (or dis- Figure 32
tances) apart of the two given letters as foundinthe ; y ¢ g g A s
probable word. Notice that in connection withevery & p v o L U M
letter there is one digram in which this distance is 8, E

the correct key-length of our present cryptogram., I ¥ € R IE’ ; g E
And when these digrams are selected from the tabu- ° ' o L
lation, and set up vertically with top letters in the or- :-[, ?. g i g ASEDYV

der I N C R E, the lower five letters prove up in the
order DV O L U. In actual work, the tabulation must sometimes be made, though
ordinarily it will suffice to start directly with the “ proving up.”

Now let us go ahead and solve the cryptogram, as shown in Fig. 34. We will
assume, to begin with, that our cryptogram has been prepared at the top of a sheet,
and that our various trials are being made on the blank space beneath it. We will
assume also that, having discovered key-length 8, we have divided this cryptogram
roughly into eight segments, three of which contain ten letters and the rest nine.

First, we are in possession of a series of embryo columns, shown at (a), and
these can be set up without looking at the cryptogram at all. Having done this,
we turn to the cryptogram, find each one of the sequences again, and lengthen the
columns of our beginning block by adding to each pair of letters a few of the let-
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ters which immediately precede and follow it. Thus, our block begins to build
up as at (b); and, for each time that a partial column is set up in (b), the seg-
ment which contained it is promptly circled out of the cryptogram itself, which
now begins to assume the appearance indicated at (¢). Thus some words have
automatically formed on the new lines

which tell us plainly that the final column Figure 53
must contain a sequence L T E, followed Letter Examined & Distance Apart
by S or W, and the appearance of the Sequences Found In Word
cryptogram tells us plainly where to look

for it; the final segment is the only one I ig g
having enough letters to furnish another 1R 3
nine- or ten-letter column, 1c 2

At stage (c), we are practically in — N RS 5
possession of the numerical key, and to v 8
show this, the cryptogram segments have  © gg ?
been numbered. The first one, containing o5 s
V € COTX,has been set up in the partial —Ff & 1T 7 11
block as column 3; thus the third column RA 2
of (b) should have key-number z. The RL 8
second segment, containing SO EU ¥V E, E EM 9 (6)»
has been set up as column 5, showing that gg 2 Eg';:

the fifth column of (b) should have key- ES 2
number 2. And so on with the rest, until T#] Distences from the second E
the eight key-numbers are standing in the Provi I xc &=

order 4-6-1-7-2-3-5-8. This is shown at _(_§_.E"° ng up: Lo
(d), and directly below this, at (e) is the 8 pbvoLuy
encipherer’s original key. It can be seen that we are now in very much the same
position as the legitimate decipherer; by making a few trials, each time shifting one
key-number from the left side to the right, we need do little more than decipher.
Usually, however, it is quicker simply to go on and rough- out the block we have
already started, and then make the necessary adjustments, approximately as shown
in Fig. 35. Having noted, in the cryptogram, that there are some unused letters,

Figure 34
Investigating the Key-length 8
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(d) Apparent key-numbers: 4 6 1 7 2 3 65 8

(e) True key-numbers: 6 1 7 2 %5 6 8 4
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E N T H, on the left side of segment 1, we assume temporarily that all other unused
letters belong to the segment which follows them, and add them all, indiscriminately,
at the top of the block. Where this is shown, at the left side of Fig. 35, the true key-
numbers, as found in the cryptogram, have been added above the original reference
numbers, and similarly with the adjusted block on the right.

With the block roughed out, and knowing that a cryptogram of 75 letters using
key-length 8 cannot have columns of any other length than ¢ and 10, the first ob-
vious maladjustment is seen in column 1 (key 4), which has only 8 letters. Since
this is the 4th segment of the cryptogram, its remaining letter (or its remaining
two letters) will have to be found at the end of the third segment or at the begin-

Figure 35
Forming and Adjusting a Tentative Block

4 € | 7 2 3 § & v L 7 7 L3 5§
123456878 1234586178
E G R T C R EGRETSC
AN G EI E S H A NGETINVN S8
Y S TE MS BT Y S8 TEMS BU
T T HOUGHT T T H O UG EHT
A DV I S A B L A DV I S A BL
E A CCOTUNT E A CCOUNT
1 ¥ C RE A S E I ¥ CRE A B B
DV OLUTME 8 D VOLUME S
BE ET B Y A 1R E N TBYATIR

X X XX EEHR X X xrx

Jolum:lc ;)mst have another letter, top. (Found at bottom of Collmlég).
J

Colum:.:l(‘s3 )mst then have another letter, top. (Found at bottom of Colmm( glj.
Solumm 7, bottom, then shows en extra letter, which must be transferred to
{:)Colum E, top., When these transfers have been made, es shown on
the ri;hi, all that remains is to transfer the short colum (1)

4
to the right-hend side of its block, reising it by one position.

ning of the fifth (keys 3 and 5), that is, at the bottom, or at the top, respectively,
of the columns originally set up as columns 6 and 7. The selection of H from the
bottom of column 6 leaves this column too short, while the top row of the block
shows a gap in sequence, and evidently needs the E at the end of the second seg-
ment. The lone R which remains at the bottom of column 7 is then erased and
w_rritten at the top of column 2, and thus we arrive at the adjustment shown on the
right side of the figure, where the only remaining operation will be that of trans-
fer_ring the misplaced nine-letter column to its own side of the block. This final
adjusstment shows us the segments of the cryptogram in their key order: 6-1-7-2-
3-5-8-4.

Having seen the ideal case, the student will understand how the less perfect
example would be handled, or the case in which the probable word is not long
enough to overlap at all. For the latter, he would attempt to find some word like
CRYPTOGRAM, in which there are letters such as C,¥,P,G,M, not likely to
appear more than once or twice in a short text. We need not discuss this latter
case, sdmce we are to see something very much like it before the present chap-
ter ends.

Now, as a preliminary to those cases in which we are unable to find a probable
word, suppose we turn to the back of the book, and make an inspection of the
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tool chest. First in importance, and valuable in ciphers of all kinds, is the digram
chart which O. Phelps Meaker has been kind enough to prepare especially for this
text. To learn how often he encountered any given digram in his 1o,000-letter
count, note its first letter in the horizontal alphabet, at the top of a column, then note
its second letter in the vertical alphabet, at the beginning of a row, and observe the
figure which occupies the cell at the intersection of this column and row. If the
digram is TH, its frequency was 315; if the digram is JN, the cell is blank. This
does not mean that the digram TH will appear exactly 315 times in any other
10,000-letter text, or that JN will never be found (occurring, say, as initials). It
merely shows that the digram TH is of remarkably high frequency, while a digram
JN is so rare that it practically never appears. The most commonly occurring
digrams of this chart have been listed on another page in the order of decreasing
frequencies. A list of the principal reversals is also given, with other data which
will be found useful in the majority of ciphers. Meaker’s digram chart shows
also the frequencies found for single letters in the same text. These are shown at
the extreme right, and were obtained by adding the figures fouad on the 26 rows
of the chart proper. When such counts are made, every letter in the text is con-
sidered to be the first letter of a digram, and nc attention is paid to the separations
between words. Thus the single-letter frequencies can be found by totalling either
the columns or the rows, which, except for minor discrepancies, will check against
each other.

So much for frequencies. Now let us take a closer look at sequence. Certain
letters, ordinarily those of lowest frequency, are peculiar in their contacts with
other letters. The shining example, in most languages, is the letter Q, followed,
almost 100% of the time, by U plus another vowel; and if it seems, in the present
text, that the significance of QU is being overlooked, this is simply because the in-
dividuality of this digram, like that of the German CH (CK), is so well advertised
that even the novice encipherer finds a way to avoid using it. It is impossible,
however, to avoid all letters having individual preferences. We still have J and V,
practically sure to be followed by vowels, and Z, almost as sure. We have X,
nearly always preceded by a vowel, but more often followed by a consonant. If
these are missing from the cryptogram, we may have letters like K, B, and P, which
confine an enormous percentage of their contacts to vowels; or to vowels and
liquids; or to letters from the high-frequency group E T A O N I R S H. Even
among the high-frequency letters themselves we find that H is followed about 75%
of the time by either E or A4, and that it is preceded largely by T, with S, C, and
W as the next favorites; or we find that N is inordinately fond of vowels on its
left, though with some preference for consonants on its right. All information
of this kind is present in the digram chart, and usually is known to the decryptor
without recourse to a chart.

For the beginner, however, who might like to have it in a more visible form,
another chart, of a kind which we believe has never before been published, appears
on page 220. This is F. R. Carter’s contact chart, on which every letter of the alpha-
bet has been listed in the center of the page, with its favorite contact-letters be-
side it. The arrangement here is from the center outward; the letters shown on
the left of any given letter are those which most often precede it, with percentages
as found in Ohaver’s digram chart; letters shown on the right are those which
most often follow, with percentages from the same digram chart. This informa-
tion was not completed to the end for every letter, since the only information
wanted is the actual preferences of each letter, or the fact that it has none. How-
ever, the outermost columns will show the complete percentages of vowel and con-
sonant contacts for all letters as these were found in one 10,000-letter text. With
such a chart before us, it becomes very easy, in the absence of Q, and other par-
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ticularly vulnerable letters, to make good use of whatever letters we happen to
have; and it is hoped that this new “ contact chart” will prove sufficiently valu-
able to justify Carter’s labor in having compiled it for us. As to the other data in
the appendix, the student will do well to look it over. The list of trigrams is that
Figure 36 of the Parker Hitt Manual, where THE was
shown as having been found 89 times in
Hey-length  Columns, 75 Letters 10,000 letters, the others graduating down-
ward to MEN, found 20 times. Now let us
return to our columnar transposition.

Key 5: (Impossible under system)

Key 6: 3 colurms of 13 When a digram QU is actually present in
3 columns of 12 a text, or when it is fairly certain that some

other digram may be present, such as the

key 7: 5 columns of 11 ¥P of CRYPTOGRAM (that is, one com-
2 oolumng of 10 posed of two infrequent letters), it is pos-

Key 8: 3 columns of 10 sible to discover (or limit) the key-length
5 columns of 9 by observing the distance apart of these two

letters in the cryptogram. To approximate

Key 9: $ columms of 9 such a case, using the foregoing cryptogram
6 colums of 8 (Fig. 30), we will make use of the digram

V1, and, in order to be brief, we will assume

Key 10: (Improbable under system) . .
v (tmp Y that the letter V, position s, is the only one

Key 11: 9 columms of 7 in the cryptogram, and that the only I's pres-
2 colums of 6 ent are those at positions 46 and 61. In one
(Bte.) case the interval which separates ¥V from 7

is 41, and, in the other, 56. As a preliminary step, we may discard all key-lengths
which are factors of 75: 3, 5, 15, 25. In addition, we may discard, for the time
being, the key-lengths 10, 20, etc., which are multiples of 5. Of those left, any very
short length, as 2 or 4, is very improbable. We may consider, then, possible key-
lengths of 6, 7, 8, 9, 11, etc., as far as we care to take them.

To make ready for the investigation, we first prepare a sheet of the kind shown
as Fig. 36, where each possible key-length has been

used as a divisor in order to learn the column- Hgure 37
lengths for each one in a 75-letter cryptogram. QUITEA *

Now let us picture any text written into any EWFANSW
block, as in Fig. 37, where long columns have five @~~~ 1 L LBEDE
letters and short columns have four. Considering LIGHTETD ##
any digram in the text, as QU at the beginning, its TOSEE

two letters are separated by exactly one column of

length, provided the letters are counted straight *) From F in a short column
down the columns and columns are taken in one to E in a long column is an
straight direction, or provided the counting is done intervel of 5; but from E
strictly upward with columns always taken in one to F 48 en interval of 4.
direction. In the case of QU, this column of sepa-
ration is a long one (five letters), while, in the case .
of AF, on the right-hand side of the block, it is a ."t°r¥a! of 5; fron E to T
short one (four letters), but in both cases it is a full 15 &0 interval of 4.
column. This is true, also, of the digram FE, which is on two different lines, pre-
suming that, having counted all the way to the end of the last column, we start
again with the first. If both letters are in short columns, the interval which sepa-
rates them is that of a short column, and if both are in long columns, this interval
is that of a long column. But if one letter is in a long column and the other in a
short column, the separating interval may be long or short, according to whether
the columns are taken in straight order or in reverse order.

*»») From T to E is an
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If the columns of Fig. 37 should be cut apart, and placed in some other order,
then other columns might be placed between the one containing Q and its neighbor
containing U, but these would be full columns, never fractional columns, so that
the interval from Q to U would always be an exact number of full columns.

This is what happens in columnar transposition. If the digram VI, which we
intend to consider, was actually present in the original encipherment block, then,
in the cryptogram, its letters V and 7 are separated by an exact number of columns,
long or short or mixed. Also, if the column containing ¥ was taken off first, the
distance from V to / may include the full number of long columns permitted by
the key-length, but must fall one short of including all of the short columns; but
if the 7 comes first, the opposite is true. Now, assuming that the only V’s and I's
in our cryptogram are those appearing at positions 5, 46, and 61, we find that if the
first of the I’s is considered, the distance from V to [ is 41, while, if the other is
the one considered, then this distance is 56. We will investigate, first, the in-
terval 41.

If V and the first I stood in sequence in the encipherment block, either as VI
or as IV, then the interval 41 represents a certain number of complete columns,
and if the digram was VI (since the V-column was evidently taken off first), this
interval 41 must not include the full number of short columns, but may include
the full number of long ones.

Consulting Fig. 36, we find that key-length 6 calls for columns having 12 and
13 letters, and it is impossible to divide an interval 41 into columns of such lengths.
The key-length 7 calls for columns having 10 or 11 letters, of which only two col-
umns may have the shorter length; an interval 41 can be divided into the right
lengths, but only if three of the columns are short. Thus, if the first / is the correct
one, the key-lengths 6 and 7 are totally impossible, as is also key-length 8. The
key-length g, however, calls for columns having 8 and g letters, of which six have
the shorter length. An interval 41 can be divided to produce four short columns
and one long column. Again, the key-length 11 calls for columhs having 6 and 7
letters, of which two columns may be short; and an interval 41 will provide five
long columns and one short column. These two key-lengths, then, g and 11, are
possible, presuming that the first / is the one which actually followed V. When the
other 7, interval 56, is investigated in the same way, it is found that the only key-
lengths possible are 8 and 11.

So that if the digram VI is present at all, the key-length must be 8, g, 11, or
something longer. Since the key-length 11 is possible in both cases, this is the
one which tempts; when it fails, the remaining two can be tried. The student may
decide for himself whether a trigram /V [ is possible, considering the distance apart
of the two I’s. It will be readily understood how this method, in combination with
the one first explained, could be used, say, in a cryptogram where the suspected
word is CIPHER, with the low-frequency letter P occurring only once.

Totally aside from analysis, there are many ways in which the key-length can
become known, or suspected. If the correspondence is a military one, it may have
been learned by espionage, perhaps through careless talk on the part of an en-
listed man; or, because of careless habits on the part of the authority providing
the keys, in having confined himself always to certain lengths. Knowing the key-
length is two-thirds of the battle. It enables us, as in our former case, to mark
off the cryptogram into its approximate column-lengths, making it casier to know
the approximate whereabouts of any several letters supposed to form a sequence.
It even enables us to prepare a block, which, cut apart to form paper strips, will
effect a2 mechanical solution almost as easily as in the case of the completed unit.

Such a block, for our foregoing cryptogram (Fig. 30), can be studied in Fig. 38,
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and is explained as follows: An 8-unit key, used on a 75-letter text, calls definitely
for three 1o-letter columns and five g-letter columns, and these columns have be-
come eight segments in the cryptogram. If all three of the long columns were taken
off first, then the arrangement shown at (a) has every letter in its proper column.
And if all three of these were taken off last, then the arrangement shown at (b)
has every letter in its proper column. With blocks shown for the two extreme
cases, it can be seen that the block at (c) is a combination-block, in which one of

Figure 38

Preparation of Strips for & Known Key-length

(a) Long Columns at Left (b) Long Columms at Right
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(e) Combirnetion Block (d) Matehing Strips
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0 U(TWTLB s ¥ | E|S|E :
T[Y H N &4 ¢ X|R A |1 |R[X]| .
X E Y W [R | T

xla! Iw

the two extremes has been superimposed upon the other, so that every column in
block (c) shows every letter which it could possibly have contained. By conceal-
ing the letters of the “ cap,” we have a duplicate of block (a); and by changing
the alignment, so as to bring all of the topmost letters into the same row, we have
block (b), with a “ cap ” attached at the bottom.

Comparing block (c) with the two above it: If the first column of (a) was
actually a short one, then its last letter, X, belongs at the top of the second col-
umn. The making of this transfer would cause the second column to have eleven
letters, so that it would become necessary also to transfer the last letter of the
second column to the top of the third; this third column would then have too many
letters, and its last letter would have to be transferred to the top of the fourth,
which at present haz only nine and may have another. But if the second column
was also short, then there are two of its letters which belong at the top of col-
umn 3. And if this column, too, was a short one, it has three transferable letters
at the bottom.
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To prepare such a block, first write the cryptogram as at (a), and mark off its
transferable (uncertain) letters by the following rule: One for the first column,
two for the second, and so on, until the number is equal to the number of long col-
umns, which is the maximum number possible. But if the final row is more than
half filled, the maximum will not be reached, and a check may be made by mark-
ing off letters from right to left: zero for the last column, one for the next-to-last,
two for the third-to-last, and so backward to the number which equals the number
of long columns. Having marked off the transferable letters, form the * bonnet ”
by copying these, in each case, at the top of the following column, preferably mak-
ing some clear distinction to show the duplication. For this latter purpose, many
solvers use red ink. In this kind of work, as we saw in a previous case, the
spacing must be accurate both laterally and vertically, since many of the letters
belonging to the same sequence are not found on the same row. A few of the strips
cut from block (c) have been matched at (d), where the beginning was made from
the common suffix -ABLE. The duplicated letters 4 H ¥ have shown up plainly,
partly by the style in which the letters are written, and partly, too, by the fact of
consecutive column-numbers, 3 and 4. This same thing is true of the letters X T N,
column-numbers 4 and 5. These numbers, it must not be forgotten, are also the
serial numbers of the cryptogram segments, and thus are the key-numbers. With
the eight strips correctly matched, and any misplaced columns transferred to their
own side of the block, the strip-numbers as they stand across the top will reproduce
the numerical key.

The matching of strips is generally a purely mechanical process, in which im-
possibilities are not considered. However, having before us a block (a) or (b),
it is possible to apply the principle used with our former digram VI, and find out
in advance whether certain letters found on two strips can possibly have stood in
sequence. Nor is the cutting apart of the strips really necessary; it is merely a
convenient method for dispensing with mental effort.

Now suppose we consider this same cryptogram on the theory that its key-
length cannot be determined, or restricted to certain possibilities. Our first step

is to select, somewhere in the cryptogram, a segment Figure 39
which is to be set up vertically on a sheet of paper to _
act as a trial column. If we select it from the body of Tests, in Attempting to

Judge Column-Length

the cryptogram, we shall have to make it a rather

long segment, since we are uncertain as to whether it EG 20 ( 15)
represents one column or parts of two. We should NG 75 (83)
do this, however, if the body of the cryptogram shows £ E i; E :gg
Q, or any other letter or series of letters likely to be vi 19 ( 14)
vulnerable. Otherwise, we know definitely that one cc 12 ( 6)
of the columns begins with the first letter of the gi 1; E ég;
cryptogram, and that another column ends with the T3 14 8
final letter of the cryptogram, and one or the other of XX o= (=)
these two segments is usually chosen, preferably the R 14 ( 7)
i ES 145  (115)
one containing the largest number of vulnerable let- MU 13 (1)
ters. If we have a probable word, and find that its UT 45 ( 35)
letter P, or M, or G, is the only one in the cryptogram, sL 6 ( 9)

we select the segment which contains this P, or M, (First column of figures

or G. is taken from Meaker’'s
Wherever the trial segment is taken, there is al- chart; the second is from

ways the question as to how many letters ought to be Ohaver’s).

included. In Fig. 39, the decryptor has decided to take the beginning segment of

the cryptogram, and has started with 15 letters. He has written beside it another

15-letter segment, chosen because of NG, HO, VI, and is attempting to tell, by the
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appearance of his digrams, and their frequencies as taken from two different digram
charts, just about how far his digrams are uniformly good. If the nulls in use are
actually XX, he knows immediately that this is the end of his two columns; other-
wise, his digrams are acceptable throughout. If he sets down beside each digram
its frequency as taken from Meaker’s chart, he might decide that his digrams are

Figuru 40

(The numbers assigned to these set-ups merely indicate the order in which the
second segments were taken).

1 8 ) o 1 2 3
EU 7 EY 17 EB 1 EX 17 EG 20 ES E O«
NS 51 NT 110 NN 9 NG 75 NG 75 NO NE
TO 111 TA 56 TS 32 TG 1 TE 94 TE TU
HE 251 *HE 251 *HE 251 *HE 251 *H O 46 HU H Y=
vu - vIi 19 vIi 19 vo 6 vIi 19 VY VE
cY - CD - CR 7 CI 15 cc 12 CE CI
CE 55 CE 55 CA 44 cc 12 CR 7 c.I C s=
01 13 0X _- ©0S 3 OR 13 OL _17 08 06

488 508 410 490 290 4 5
(1) (8) (9) (10) (11)
488 508 410 490 290 EE EI
HE 251 HE 251 HE 251 HE 251 HO _46 2T 1o
237 257 159 239 244 HE HA
Vi V Ue
Ranked in the order: 8,11, 10, 1, ¢ CSsr CA
sssssanne C G» C Mw
0A 0A
Seme Test, Using Mr. Ohaver's Digram Frequencies:
1 8 s 10 u £ 1
ES E H*
EU 6 EY 24 EB 24 EX 14 EG 15 NG NY
NS 47 NT 97 NN 8 NG 8 NG 83 TA TT
TO 92 TA 64 TS 27 TG - TE T4 HU HA
*HE 305 =*HE 305 =*HE 305 =*HE 305 *HO 42 VA vVE
vu - Vi 14 VI 14 Vo 9 VI 14 C M* c1I
cYy 1 ¢b - CR 1 CI 1 ¢cC &6 CA CD»
CE 4 CE 46 CA 3 CC 6 CR 12 OH« OEs
0I 15 ©0X _1 0s 3 OR 99 OL _36
512 551 461 535 282
(Set-up No. 2
(1) (8) (9) (10) (11) would have
512 551 461 535 282 beea tested.)
HE 305 EE 305 HE 305 HE 305 HO 42
207 246 156 230 240

Ranked in the order: 8, 11, 10, 1, 9 (as before).

good as far as UT, depending somewhat on the letters represented in our XX.
Using Ohaver’s frequencies, he would feel sure that his digrams are good as far as
OL. In many cases the frequencies shown for the lower digrams will grow so
erratic as to be plainly unlikely; and in other cases, more difficult than the present
one, a check on the probable column-length can be had by preparing a similar
set-up for the end-segment of the cryptogram, in which the lower digrams are excel-
lent, while those extending upward may grow erratic. This decryptor is safe, how-
ever, in accepting as much or as little of the length as he likes; there will be a more
definite line of demarcation when he attempts to write beside these a third column
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of 15 letters. The only cases which ever give trouble are those in which a short text
has been enciphered with a long key. Key-lengths, generally speaking, hardly ever
run outside of limits § to 15, that is, lengths which come from single words. Thus a
tentative key-length 10, 11, 12, lying half-way between these extremes, is always
safe to try. The key-length 10, applied to 75 letters, gives columns of 7 or 8, and,
in the discussion which follows, the tentative column-length was fixed at 8 letters.

Usually these trials are made by setting up the trial column (in pencil) several
times in succession, so that several of the possible combinations can be seen side
by side, in order to determine which is best. Sometimes this can be decided by
simple observation. Otherwise, the combinations can be subjected to a digram
test. This is made by setting down beside each digram, as formed by each pair

Figure 41
1 2 3 4

YE 12 DE 39 RE 148 EE 39
EN 120 EN 120 AN 172 ON 145
17T 88 XT 1 5T 121 IT &8
SH 30 TH 315 TH 315 CH 46
GV - NV 4 DV 4 RV 5
AC 39 BC - AC 39 LC 8
e 17 HC 2 NC 31 BC -
AO 2 BO 1 vo _ 6 Xo _1

308 492 836 332

XN

Same Test, Using Mr., Ohaver's Digrem-Frequencies:

1 2 3 4
YE 8 DE 64 RE 13 EEBE 57
EN 100 EN 101 AN 168 ON 162
1T % XT 4 ST 13 IT 90
SH 40 TH 377 TH 377 CH 53
6V 1 NV 1 DV 1 RV 6
AC 3 BC - AC 3 LC 1
ve 11 HC - NC 34 BC -
AO _2 BO 13 VO _9 X0 _1

288 560 882 70

of columns, its frequency as taken from a digram chart. These figures are then
added in each of the set-ups, and the supposition is that the combination furnishing
the highest frequency-total will be the correct one, provided this high total has
been produced by all of its digrams collectively, and not by some one or two in-
dividual digrams. With short columns, such tests are never conclusive, but with
as many as ten or twelve digrams they are nearly always dependable, and even
with only five or six digrams they will often select a correct combination.

It was decided here to choose as the trial column the first eight letters of the
cryptogram: EN T HV C C 0. This column is filled with consonants, indicating
that those which follow or precede it might contain a number of vowels; and of
the six consonants present, practically every one could be called a “ vulnerable ”
letter, or, as we say in the Association, a * clue-letter.” If we wish, for instance,
to choose a column which will fit well on the right-hand side of this trial column,
we can search the rest of the cryptogram for two consecutive vowels to follow, re-
spectively, H and V, and these two vowels we should expect to find followed, either
immediately or at interval 2 by some letter (usually a high-frequency one) which
will follow at least one of the C’s. This kind of pattern, unfortunately, was found
eleven times. In practice, we should probably abandon it rather than copy down
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Figure 42
Trigrem Observation

1 2 LSO 5
REU REY | REB REX REG
ANS ANT ! ANN ANG ANG
STO STA _STS STG STE
THE THE THE THE THO
DVD DVI DVl DVO DVI
ACY ACD= ACR ACI ACC
NCE NCE NCA | NCC= NCR
VoI VOX= vos ; VOR VOL

(*] Acceptence of combination 3 would
entail shortening columms.

and test eleven combinations; here, however, the eleven set-ups can all be seen
in Fig. 40, accompanied by serial numbers to show the order in which their second
columns were taken from the cryptogram. Some of these have not been tested.
Of the five retained, particular attention is called to the fact that the one having
the very lowest total is actually the correct one, as may be seen by turning back
to the encipherment block. But when a single row of corresponding digrams (HE
in the first four set-ups and HO in No. 11), has been subtracted throughout, it is
seen that No. 11 moves upward toward its proper rank, having now the second
highest total. In practice, it might even be selected in preference to No. 8, which
grows erratic after its fifth digram (frequencies of o, 55, 0). But the column-
length s, in practice, is not unlikely, so that a test made on the right-hand side of
our trial column has not been at all conclusive.

Postponing the decision, then, let us take a fresh sheet of paper and make some
tests for columns which can be fitted on the left-hand side of our trial column.
Here, we find that the best “ clue-letters” are N and H, standing at interval 2.
To precede N, we should like to find one of the vowels of which it is so fond, and
to precede H, we hope to find either T or one of the letters S, C, W. That is, we
hope to find a pattern in the rest of the cryptogram in which some vowel, other
than ¥, is followed at interval 2 by one of the letters T,S,C,W. This time we
find only four segments, and when the test is made for these, as shown in Fig. 41,
the resulting totals point decisively to the correct combination, which is No. 3.
Notice, in both of these tests, that results are identical whether the frequency-
figures are those counted by Meaker or those counted by Ohaver: In the test of
Fig. 40, the five combinations (using either chart) are ranked in the order 8, 11,
10, 1, 9, while the test of Fig. 41 has ranked its four combinations in the order
3, 2, 4, 1. Selecting, then, combination No. 3 of Fig. 41, let us return to the
doubtful tests of Fig. 40 and attempt to effect a combination between our No. 3
and some one of the five previously considered worth retaining. Thus we can make
an observation of trigrams, as shown in Fig. 42.

Figure 43
/ENTHV CCO/TX REMUS OEUYE ISGAY AMAHY

TAEID EXTNB HBNSE I/RAST DANVHN X/GGEO

ICRL/B XCSUT LTESR
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Here, we must be guided by our judgment, since trigram tests, even with fig-
ures available, would never be feasible on columns of this length. The acceptance
of No. 3, evidently, would mean the cutting of our column-length to s letters,
which, as we have said, is not at all unlikely in an actual case. The two highest
tests from Fig. 40, however, are those included in Nos. 2 and 5. With reference to
No. 2, where the right-hand digrams have the higher total, it is not impossible
that the trigrams ACD and VOX were actually in use, or that the set-up should be

Figure 44

(a) (v) (c) (a)
AREG AREGR AREGRE XAREGRET
HANG HANGE HANGEI CHANGEIN
YSTE YSTEM YSTEMS SYSTEMSEB
TTEHEO TTHCTU TTHOUG UTTHOUGH
ADVI ADVIS ADVISA TADVISAB
EACC EACCOCOC EACCOTU LEACCOTUN
INCR INCRE INCREA TINCREAS
DYOL DVOLTU DVOLUM EDVOLUME

CIIS

ICCR

(e)

SENTHV CCO/fX /REMUS OBU/YE 1SGAU AN/AEHY

TAE1D EX/TNB HBNSE/ I/RAST DANV/NK IEEEO
zgRgh XCsUT LTESR

(£) (g)

=
o

»*

3:

wonEHR_REsdnaM
HMEOHE> 3 b
HMEdZ>U03wn>w
MHRaoaoaa<ma=E
WHEHOHOMHQ®
HadHowdEMWD
*RErdroaHE
HE W Wmw =
wrEHAarEradnaM
HMEOHE > S
MEd=pkboanken
HHBoaoaO<dmH=Ew
s aHOE QO
HdHoOowad R WD
FPEFPOPPOOHE
HE =AWW'
HuEHaEadn
MEOHE b
o HEd=EPPOROED
HRooa<dmr=tw
MorwaoHOWNGOG
HMdHOoOmadEEY
FPREEbdOHE
HEOZWHw =
|mmmaracm
HME O E e el

17235 84
-....(Key).......

cut, above the trigram ACD; but No. 5 is the one which carries word-suggestions
all the way to the end.

With the adding of other columns, which can be done on either side of the
set-up, further digram tests can be made (taken only on the two extreme right-
hand or left-hand columns), but in most cases no further tests are needed. Con-
sidering, for instance, that No. 5 is the combination tentatively accepted, we need
a segment from the cryptogram containing the U which ought (apparently) to
follow THO, then the S or C which ought (apparently) to follow DJ[; that is,
we want to find a sequence US or UC in the rest of the cryptogram; and this (ap-
parently) should be followed by two vowels in succession, to fit after the sequences
ACC and NCR. In other words, we know exactly what kinds of letters ought to
make up the column which can be added on the right side of combination s, and
even the specific letters. Or, if it is the left side on which we have chosen to fit
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the new column, we need a segment containing the 4 of the apparent ADVI, fol-
lowed at interval 2 by the vowel, probably I, which ought to precede a trigram
NCR.

In Fig. 43, the three segments of set-up No. 5 have been circled out of the
cryptogram (to prevent further use of their letters), and the segment chosen to
fit on the left side of set-up No. 5 has been underscored, ready to be circled out in
case it is found to fit. It is now possible to see the suggested nine-letter words,
ADVISABLE and INCREASED, the guessing of which would permit us to apply
the easy method first described.

With or without these guesses, the rest of the solution, as outlined in Fig. 44, is
now plain sailing. At (a), the underscored segment of Fig. 43 is in place. At (b),

Figure 45 the column containing the desired US

and following vowels has been set up

Tho OHAVER CV-VC Test: on the right, where we seem to need the

RATEB OWSTT EETOP UUIMC  YUAGS E or A of ADVISE or ADVISABLE,

AIOIA OBSTB BAKAR YYEDT UWYIT followed i.mmediately by the U or R of
WNFEG  FJSOT WYQAR  IROIE. ACCOUNT or ACCORD. At (c), we
have found the segment, and at (d)
7 T0 ecv M TE cv (usually earlier), we are introduced to
WO ev WP e D the actual lengths of our columns.
P we Yu Y IT ve . .
(Qu) (QU) (QU) (Q) This latter can be seen by looking at
AU Al AA AW v the cryptogram (e), where all segments,
RI cov RM RO ev RY cv as soon as selected, have been circled

IM vo IC wve IG vo IF ve

" > ; . out. In finding a column which would

complete the very evident word SYS-
TEM and, at the same time, furnish a
letter suitable to precede HA, we find
that this is the end-segment of the

The following is the originel eryptogram
used by Mr, Chaver for demcnstration:

TVYIE TRROR EENFIA EUDSR  IEONI cryptogram, and would leave only two
ORENA EEORP TEALO LTSUH  LEQNO letters — far fewer than the number
UCADD CSAAE TDVFU GNNYC  YI. needed for furnishing another column.

At (f), we have extended the rest of
the columns by two (and one) letters,
except that there is a gap in sequence
on the next-to-last line. At (g), we
have transferred the letter which will fill this gap, leaving a misplaced X at the top;
and, at (h), we have placed this X where it belongs and are now ready to transfer
the two misplaced columns and recover the key. This key, as before, is found by
numbering the segments of the cryptogram, and assigning these key-numbers to
the correct columns in the adjusted block. It is usually possible to go further, and
learn the long words on which such keys might have been based.

Concerning digram-tests, Ohaver suggests another which is more quickly made
than the frequency test, and which the writer, so far, has found fully as reliable.
Using “ C” for “ consonant” and “V?” for “vowel,” he speaks of this as his
VC-CV or “mixed ” test. A digram like HA is a cv digram, one like AT is a vc
digram, and others are vv and c¢c digrams. His theory is this: Since almost two-
thirds of the digrams used in the language will be of mixed formation, that is, either
ve or ¢v digrams, it stands to reason that the set-up containing the largest number
of “ mixed ” digrams would probably be the correct choice. The student may look
it over in Fig. 45.

(Reprinted from Detective Fiction Weekly
of October 8, 1927, with permission of
The Frenk A. Munsey Company).

As to possible variations, a cipher with a new name is not necessarily a differ-
ent cipher. Fig. 46 shows a cipher originated many years ago by the cryptologist
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Figure 46
The Myszkowsky Cipher

(a) Eeyword: CURTAINS

C URTATIWNS ST CURTATILINSTCTUTRTA
4191116 1 7 914 5201217 2 81015 6211318 3
REGRETU CHANGETIUNSTYSTTEHMS
Cryptogram: EISRA STNCS GGEHY REMEN T,
(v) Keyword: PARADISE
P ARADTISETPARADTIGSET PARUATD
14 117 2 712201015 318 4 813211116 519 6 9
REGRETT CHANSGETINS STYSTEMS

Cryptogrem: ERNET MEISE YTNRA SGGEC 8,

E. Myszkowsky, and advertised by its inventor as non-decryptable. The key-word
here is repeated often enough to furnish one key-letter for each text-letter, nulls
being added, when necessary, to prevent the complete unit which would result if
key-word and text were allowed to end at the same point. This long series of key-
letters is then treated as a single word, and is converted to a numerical key in the
usual way, all A’s receiving the first numbers, all B’s the next numbers, and so on.
The message of the figure is very short: REGRET CHANGE IN SYSTEMS.
Try enciphering this in the ordinary columnar transposition, using first the key-
word CURTAIN, which contains no repeated letters, and afterward the key-word
PARADISE, which has a repeated letter A. In the second case, what happens to
the two columns belonging to the A-numbers? Suspecting a Myszkowsky encipher-
ment, how could you go about unscrambling the two? Suppose there were three?

Fig. 47 plays another variation on the columnar theme. This cipher, originated
by a member of the American Cryptogram Association, follows the rules of colum-
nar transposition in all respects except that pairs alternate throughout with single
letters (The text is: CHIEF WANTS YOU TO INTERVIEW SMITH). Can
you pick out at a glance the really vulnerable feature of this cipher, and formulate
a special method for its solution?

Figure 47
The "AMSCO" Cipher (A.M.Scott)

R A c K E T
5 1 2 4 3 6

CH I EF W AN T
s YO o T0 I NT
ER V IE W SM I
T H

Order for taking off:

I Yo vV 'x / EF U IE /..

Cryptogram: I Y OVEH XEFUTIiiies
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29, By NMEMO. (A milltary message).

A0OTO1 NEHTC TOTLI I1AWGE LPRVL RIIRI UADEO
WLRRR LCMEO NPEPT AVTSO HOEEN LSNPS SBYTS
LROPD RGETS STSYA WNE,

30, By PICCOLA. (Hostilities?)

TAMLR ITEDW EEDHH NPWOS WRSHC NOIED OHBILT
C5THN]1 WAARC DHHDA ITIETPT RLROW ASEET AKFPW
GMATX EKAHD PILEO FHWGI NHAKS FSSAA AHEHN
DHHE H.

31. By AMSCO. (The "AMSCO®™ Cipher).

NWLEL NTLCS LWDLY LNSOO IDFIN RUCHA LNDCEB
SIDEA ITETI KSTBE EOUTJ ATILI ACORE AYEEG AO,
32, By PICCOLA. (Can you recover this nice long keyword from the numbers?)
YKIET NTHBHE XIAEN UBAEKE EWSCS IHTNL NEUNEA
RIEOB OLIEE AMCIF TINAH SKANI DLGSO EEITT
SWHLL EUADH FSHAB EOENO ANOSC PHSNO DHTXE
NHRE A

33. By PICCOLA, (An easy Myszkowski. Probable words: SOLVE, CIPHER, coLuMN).
VINSC FEAEQO OHSEF HLBEU NSTNC LTSLC IAESH
RHSIR ERMTS ETEPD TOINM RBTTHT TLRUB E,

34. By PICCOL4, (Nothing like a bit of "philosophy” - oyeah?)

ELOSW EAHXP NNTRN HLWIE GEIGE AEQAG LEARR
QLONEKE ESQLO RNXAR SPXSE EAEIP AGLRE PRYMT
HNEKSE IXXAY.

35, By PICCOLA. (Mot so easy; still, it's just another columnar).

HROTE TETEHR IWEOT TDAOD KGDTC ERAIW OSYNH
YRHTW.



CHAPTER VII

GENERAL METHODS — MULTIPLE ANAGRAMMING, ETC.

In the past few chapters, we have been looking at all of the general methods for
decryptment of transpositions. We have seen the use of factoring, which deter-
mines, for the geometric cipher, what key-lengths are possible, and, for the irregular
one, what key-lengths are not. Vowel-distribution has enabled us, in some cases,
to determine the length of major units, or has assisted in the restoration of minor
units to their original intact groups. Anagramming has been seen throughout: the
matching of letters and columns with or without the application of language sta-
tistics.

So far, we have been materially assisted by advance knowledge as to what the
cipher is. Where the type is unknown, and cannot be promptly identified, and as-
suming, of course, that the decryptor has no probable words, transpositions, taken
as a whole, present confusing problems in the very multiplicity of their possibili-
ties. General Givierge, in his Cours de cryptographie, remarks of this case that
novices, as a rule, display a tendency to recoil from the cryptogram as if uncertain
“ which end to pick it up by.” He adds that the best advice he can give is to pick
it up somewhere and do something, rather than be satisfied to sit all day long and
admire the cryptogram!

As to how a type may sometimes be identified, the difference between the regu-
lar and irregular types is ordinarily suggested by the number of letters contained
in the cryptograms. Irregular types, intended for practical purposes, are nearly
always seen in complete five-letter groups, where the geometric cipher usually re-
sults in a broken group at the end of its cryptogram. This, of course, is never man-
datory upon the encipherer; it merely happens because the only persons making
use of such ciphers are those who do not realize the advisability of doing otherwise.

Among the irregular types, a columnar formation can usually be spotted by the
“ bunching ” of vowels at intervals throughout the cryptogram. Then, too, we are
still to see those cases in which the exact type of the cipher may not become ap-
parent until after solution is well started.

It is usually well, when a new system is encountered, to analyze it and find out
what the transposition finally does to the letters. This can be done by preparing
actual cryptograms in which the plaintext letters are serially numbered; or, if the
question of vowel-distribution is not involved, by using the serial numbers without
the letters, as suggested in a previous chapter. Many ciphers, of course, will not
require even this amount of analysis, even though their type, accurately speaking,
is irregular. For example, the one shown as Fig. 48, whether or not its rectangle
is to be completed, is merely another route, so that once having seen it, we might
try to follow this route again. But the student who cares to give this cipher his
careful consideration must notice that its longer cryptograms would be full of re-
versed plaintext segments; that these would grow longer and longer with a constant
rate of increase, and would always alternate with incoherent segments which, in
their turn, would grow shorter and shorter; also that these incoherent segments, if
set up as columns, would show plaintext.

The complete-unit cipher, generally speaking, can hardly present any real com-
plexities. Consider, for instance, the following variation on a Nihilist encipher-
ment, which was proposed by Geo. C. Lamb, the author of Chapter X: The key-
length, to begin with, must be divisible by 3, but this is not used for writing-in.
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The plaintext is written into its block, not in straight order, but following a route
which begins in the upper left corner and goes forward for the first three letters,
drops down to the second line and runs backward for the next three letters, drops
to the third line to run forward for another three, and so on back and forth until
the first three columns have been filled with trigrams written alternately forward
and backward. It then moves over to the second three columns, beginning this
time at the bottom and “ snaking " upward to the top. For the third three columns
it moves downward again, and so on until the square block has been filled. After
this very devious primary transposition, the unit is taken off by means of the key,
on the Nihilist principle of transposing both columns and rows with the same key.

We believe that the resulting cryptogram could prove puzzling to any crypt-
analyst who has met the cipher for the first time. It is true that he has, in the
original square, a large number of intact minor units, provided he can restore them.

Figure 48
Cipher Requiring Little Analysis

1 2 3 4 6...

Plaintext: THIS WOULD SEE¥ TO BE...

Cryptogrem: THWSE S1I0E....

But these units are very tiny, and the several of them which stand on any one row
are not continuous among themselves; thus his vowel-distribution, while approxi-
mately normal, would probably not satisfy his expectations. If, however, having
failed to find a more satisfactory block arrangement, he attempts to match columns
(it being remembered that he is accustomed to reading in all sorts of directions in
order to discover plaintext fragments), he will most certainly discover the trigrams
and trace their route. Afterward, however, having met and analyzed the cipher, it
would probably occur to him to look for exactly this complexity whenever he dis-
covers that he is dealing with a square whose key-length is divisible by 3. We have
mentioned before the assistance which may be had from the mere knowledge that a
certain method exists.

Complete-unit ciphers, of course, may be troublesome, but their complexities
are necessarily confined to one small area. An irregular cipher, on the other hand,
usually involves the entire text, and its complexities may be real. In this class we
occasionally find ciphers in which a single cryptogram is impossible to break; and
we find others in which the eventual solution of one cryptogram will not instan-
taneously provide the key to another enciphered exactly like it. Such ciphers are
well worth analyzing, for surely, somewhere, they have their weaknesses; and most
certainly any two cryptograms enciphered exactly alike should be decipherable with
the same key.

The cipher shown in Fig. 49 is of the double-columnar type known in this coun-
try as the “ United States Army ” double transposition, and has, in fact, been au-
thorized for use, under suitable conditions, in the military service of more than one
country. As may be seen from the figure, this cipher is, in all respects, the colum-
nar transposition of the preceding chapter accomplished twice in succession on the
same text (decipherment being, as usual, the reversal of the encipherment process).
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The same rules apply here, as in the single columnar transposition, to the use of
nulls, and to the advisability of avoiding the key-length which is a multiple of s.
It goes without saying that the block should never, under any circumstances, be al-
lowed to work out as a square; this, in substance, would be the block unit of the
Nihilist cipher. While the figure shows a primary cryptogram, taken off from the
upper block, this, in practice, is never actually done. The columns of the upper
block are always transferred direct to the rows of the lower one, and only the col-
umns of the lower block are taken off as an actual cryptogram. In preparing this
cryptogram, both blocks should be laid out at the same time; otherwise, there is
danger that the operator may apply the first transposition and forget the second,

Figure 49
The "United States Army" Double Transposition

1st Encipherment

P AR ADTI S E
6 1 7 2 3 5 8 4
R EGRET C H Primary Cryptogram
A NGETINS SY
S TEMSZIXIXZX (Vot usually
x “taken off
2d _Encipherment ENT, REM, EIS, HYX
PARADTISE TNX, RASX, GGE, CSX.
6 1 7 2 3 5 B 4
E NTREWMEI
S HY XTUX X R
A 8 X G G E C S Final Cryptogram:
X
NHSRX,GETGI, RSMNE, ESAXT, YXEXC,

thus sending out a simple columnar transposition which carries the key to all of
his other cryptograms. This cipher, as may be seen, has its points. Vet it will
have been noticed that its use for military purposes was not authorized without
restrictions.

The special hazards of military correspondence have already been mentioned:
the huge volume of interceptable cryptograms; the ever-present knowledge as to
probable subject-matter and more-than-probable words, including numbers and
dates; the personal habits of individual operators; above all, the fact that much
of the enciphering is necessarily done by operators who are not, in the first place,
trained for their work, and who, very often, must perform this work rapidly under
conditions which are far from conducive to clear thinking. These, however, are
chiefly the hazards of the firing line. Back of the lines, where hazards are reduced,
there may be a chance that a cryptogram will not be intercepted at all. It becomes
possible, for many purposes, to make use of a cipher in which a single cryptogram,
though probably read in the end, will resist the decryptor for the necessary length
of time, several hours or several days. The double columnar transposition can be
very resistant, especially when the key is long and the columns short, and can be
made even more complicated by carrying it through still a third block, perhaps using
a different key with each new block.

Why, then, would it not be possible to use such a cipher for general communi-
cation? To this, there are two answers. For transposition cipher, taken as a
whole, has two very serious drawbacks.
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First, a transposition, in order to be a good one, must be a transposition of the
whole text, and not a series of short individual trancpositions. Thus, it becomes
possible that an error, either in the encipherment or in the transmission, will not
be confined to one small area, but will garble the whole message. In this way, we
have not only the delay during which the legitimate decipherer is attempting to
decrypt his own message, but, should he fail, the danger which lies in having it
repeated. The decryptor who has been provided with both the correct and the
incorrect version of a same cryptogram, is often able to figure out both the system
and the key.

The other drawback is the danger which lies in the fact of so very many crypto-
grams. These, originating at many different sources, and all enciphered with the
same key, will invariably include many of identically the same length. The nature
of transposition cipher makes it inevitable that when any two texts of exactly the
same length are enciphered with the same key, they will follow exactly the same
route. The first letter in both messages will be transferred to exactly the same serial
position in both cryptograms; the second letter in both will be transferred to an-
other same serial position, and so on. If we are able to match correctly any two or
three letters in one of the cryptograms, the two or three corresponding letters of the
other cryptogram will also be correctly matched and will serve as a check. This
being the case, any two or more cryptograms which are found to have the same
length can be written one below another so as to place corresponding letters in the
form of columns, and the problem is reduced to one of geometric columnar trans-
position.

With ciphers of the complete-unit type, the same thing can be done having sev-
eral of the major units. We have, say, a single cryptogram accomplished with a
Fleissner grille, and taken off by spirals. It may be that nulls were added in the
final group, or at the beginning, or the final unit may have been left incomplete (by
blanking out the unwanted portion of the final grille-block). In spite of these pos-
sibilities, the unit-length, known to be a square based on an even number, can be
determined — or assumed — and the placing of the several units one below another
provides columns made up of corresponding letters. It is even possible, at times, to
apply this process, with suitable modifications, to several cryptograms whose length
is only approximately the same. It has been done, for instance, with cryptograms
from Sacco’s indefinite grille, mentioned in Chapter 77/ (General Sacco himself has
explained the modifications). Such a process is ordinarily referred to as multiple
anagrammming, and we have already seen, in the case of the grille, how it may be mod-
ified so as to take full advantage of any inherent weaknesses when the cipher is
known.

For discussion of the general case, suppose that we have intercepted a number
of cryptograms (seen, by their letter-frequencies, to be transpositions), and that
among these we have been able to find five in which the length is 25 letters. Since
all of these have been coming from the same two stations, and within a compara-
tively short period of time, it seems reasonable to suppose that at least a portion
of them have been enciphered with the same key, and, upon this assumption, we
have written the five cryptograms one below another so as to set up the 25 columns
shown in Fig. so. We wish now to rearrange the 25 columns in such a way as to
bring out plaintext on every row, or, failing that, on some of the rows. Once the
set-up has been prepared, we may arrive at our goal by any road that suits our fancy.
The majority of solvers will simply cut the columns apart and start matching strips
at random; and this, probably, is a good enough method, especially when columns
are so short. The writer, personally, prefers to leave the set-up intact, at any rate
until solution is well started, trying out in pencil the various possible column-com-
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binations, and circling out accepted columns from the set-up in the same way in
which segments were circled out of cryptograms in the preceding chapter.

Figure 50

A geries of five cryptogrems preparad as columms:

1 2 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25
C DDUNCAARTHLUOTII KA AOETU RTTLSUNLALATNDO
D AITEULUOCWATILIUXODUNNTYUMTIUNUMOTETYO
B TOATTUTOT CTFULTIVYEZEZXUNETIOSTEBTFTYY
T AROTUORETITULUNAOHERTIUOUNUMDGS SR RUJTY S
WEKULNTCUHTSTS I EGETIUHOOTPTDTUNEADZO

For those who like method, we repeat a suggestion which has already been
made: Many columns are usually present in such a set-up which contain more than
one of the “ clue-letters,” as here, for instance, column 14 is practically made up of
them. Such a column makes a good point of beginning, since we may search the
set-up, not for some single letter, but for a pattern made up of several. For column
14, specifically, we might examine the top row of letters, pausing whenever we come
to one of those letters frequently preceding K, and examining the rest of its column
to find out what letter would have to precede H on the fourth row. We may fail
with the first such column, but not with all.

Another particularly good method, and one which might work in the present case
in spite of the very brief columns, is that of finding the particular column which
contains the first letters of all the messages. Well over half of the initials used in
the language will be found in the group T A O SW CI H B D, and with a frequency
in somewhat that order. Any column made up entirely of these particular letters
may be the one which begins the messages; and when this can be found, it pays to
remember that a vowel is practically always present among the first three letters of
each message.

As to finding the end-segment, it seems that this would be of little value except
in those cases where final groups are not completed. However, the letter E has a
great fondness for final positions, with terminals restricted largely to the group
ESTDNRY 0O; and it is also true that many encipherers make a habit of com-
pleting their final groups with such letters as X and Q.

Aside from the general case, each individual case carries clues of its own, and
the finding of these must depend upon the detective ability (or experience) of the
decryptor. Here, for instance, we find that the letter K has appeared three times
in only 125 letters of text. This letter, normally, has one of the lowest frequencies
in the language, and often is not found at all in 125 letters of text. Finding it three
times, then, rather suggests the presence of some one word, a word so important
to the subject-matter that it has been used in three different messages.

When considering the letter K, the first combination which comes to mind is a
digram CK preceded by a vowel; and the letter C, also, is not a letter which we ex-
pect to find in confusing numbers. When an examination of the set-up shows that,
for each of the K’s, there is a C present on the same row, we are inclined to accept
the hypothesis of a repeated word. In practice, we should pick out the three col-
umns containing K, place beside each one a column which will set the digram CK
together, and build on all three combinations simultaneously to the point at which
the supposed word appears or is proved non-existent. Following out only one of
these, let us consider column 14, where K is on the top row. On this row we find
that C has appeared twice. Both of the C’s are tried with K, as shown in Fig. 51;
we find that both combinations will provide acceptable digrams, but there is little
doubt as to which we would select. Combination 1-14 is merely acceptable, while
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combination 5-14 provides a very accurate description of the column which would
fit best on its left. There should be a vowel on the top row, to precede CK, and
another on the bottom row, to precede NG. After that, perhaps another vowel
should be found on the fourth row, to precede TH, or perhaps, in this case, an S,
since the list of frequent trigrams includes a sequence STH; and, finally, something
suitable to precede TV, which appears to be a syllable, but may belong to two dif-
ferent words. The five columns which will meet these requirements have been
added in Fig. 52. In this figure, two combinations may be discarded,
because of trigrams KTV and ¥YTV. The others appear acceptable.
5214 At this point, however, the sequence XTY of combination 16-5-14
begins to draw attention because of its very few possibilities
(SIXTY, NEXT YEAR, etc.), making it likely that one of these
will quickly select or discard the entire combination. For building
SIXTY, row 3 of the set-up contains two /’s and one S. The two
I’s, columns 13 and 19, when inspected visually, are found to bring
out, on the top row, the two sequences / O C K and T O C K, while the S, column
21, brings out, on the top row, another S, which would extend these, respectively,
toread S 70 C K and S T O C K, the latter surely the more acceptable. The re-
sults of these additions, with subsequent development, can be examined in Fig. 53.
The completion of the word SIXTY has brought out also: STOCK, MITED,
SMITH, DOING. The presence of the word STOCK suggests extending the se-

Figure 51
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Figure 52
12-5-14 13-5-14 15-5-14 16-5-14 25-5-14
0OCEK ICK ACK 0CK 0CK
UED XED NED TED OED
LTY ITY ETY XTY YTY
ATH OTH RTH ITH STH
ING ENG ENG ING ONG

quence MITED to read LIMITED, and the addition of two more columns on the
left brings out another CK, suggesting another appearance of the word STOCK.
The chances are that we have already been building on this other word STOCK,
but if not, we may build it now to the point shown in the figure, where the top row
suggests RAILROAD STOCK, the third row, FIFTY TO SIXTY, and the second
may or may not suggest MEXICO. Thus we are well on our way to solution, and

Fisurs 53

LROADSTOC K
I CO0OLTIMTITTESTD
FTYTOSTIIXTTY
N E S ORS M¥¥ITH
§$ T OCE KD OTING

have not once had recourse to a long prepared list of probable words: division, regi-
ment, battalion, attack, advance, report, forward, artillery, ammunition, communica-
tion, enemy, signal, retreat, troops, and so on.

Naturally, there are times when the matching of the columns, for one reason or
another, proves troublesome. We are thrown off by errors, by the presence of nulls,
initials, abbreviations, etc., or by the encipherer’s use of cover-up devices, such as
the writing of ¥H instead of TH. Or we find that the handling of many paper
strips, caused by message length, is awkward and confusing. But if, in the eyes
of the decryptor, there is any good reason for finding out the contents of such mes-
sages, he can always succeed, even with only two letters per column.

So far, nothing has been said about helping ourselves to the serial numbers of
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the columns, which, during the rearrangement of letters, are automatically form-
ing in a certain sequence across the top of the set-up. Regardless of the cipher, it
can do no harm to examine these, and find out what information, if any, they are
able to give. In some cases, they will provide us with both the system and its key,
enabling us to throw away the strips and start deciphering. Suppose, for instance,
we have correctly matched sixteen columns, and find their numbers in the follow-
ing order: 31-10-24-37-17-3-32-11-25-38-18-4-33-12-26-39. A careful examination
shows that the numbers are running in sets of six. After the first six are passed, the
next six have repeated them with an increase of 1, and another six appear to be
forming up which will repeat them with an increase of 2. We may verify this by
finding the columns which have numbers 19-5-34-13, etc., and, if the set-up con-
tinues to show plaintext, we know that we are dealing with a simple columnar trans-
position. Notice that if the above series were marked into segments of six numbers
each, and the segments placed one below another, we should have six columns, each
one made up of numbers which are consecutive. Thus, we may sometimes learn
from a series of numbers: (1) the system, which is straight columnar transposition;
(2) the key-length, which is 6; and (3) the key itself, which, taking the six numbers
according to size, is 5-2-4-6-3-1, possibly with the wrong numbers coming first,
though it happens that in this case they do not. This is our old friend SCOTIA,
used qn forty numbers, in case the student, cares to verify it.

The trail of the columns is not so plain where a second transposition has done
something to the first. But it is still present; the most complex of ciphers has
method of some kind, provided we can find it. Consider, for instance, the series of
numbers, 11-8-25-6-3-21-19-16-5-14, which has been forming in Fig. 53. Examina-
tion here shows pairs of consecutive numbers, 11-8, 6-3, and 19-16, all having the
same numerical difference of 3; that is, the plan of our present encipherment, what-
ever it is, has, on three separate occasions, caused some plaintext digram to appear
in the cryptogram reversed, and with its letters three positions apart. Irrespective
of the type of transposition, this constant numericai difference of 3 might be found
again; perhaps we can set some two columns together correctly simply by repro-
ducing this numerical difference in the two column-numbers. A glance ahead at the
next figure will show that we actually could, by setting together columns 12-9 or
columns 20-17. Where we cannot discover a repeated numerical difference, perhaps
we can discover a progressing difference, or some other signs of regularity.

Now, returning to the particular case, let us pass on to Fig. 54, in which the
matching of the 25 columns has finally been completed, and make a careful com-
parison between the two numerical series 12-9-10-15 and 20-17-18-23. * What can
these represent but the fragments of four columns, belonging to a first encipherment
block, which have been laid down along the rows of a second encipherment block,
and taken out in slices? And since the lineal distance apart of any pair of num-
bers, as 12 and 20, is seen from the figure to be six positions, it would be possible, by
writing the series of numbers in lines of six numbers each, to place each pair of
corresponding numbers in a same column. The trail, usually, is not so wide, but
there is little doubt here that we have been dealing with a case of double columnar
transposition in which the key-length of the original block was 6. We shall come
back to this in a2 moment.

Suppose, now, we give our attention to the various series of numbers which ap-
pear in Fig. 54, and make sure that we understand what they are. The numbers run-
ning across the tops of the columns were, originally, the serial numbers of crypto-
gram letters (or columns). When we restored these letters to their plaintext order,
we disarranged their serial numbers, causing these to come out in the order 1-7-24-
22-12-9, etc. 'This series, then, is made up of cryptogram serial numbers. But it is
also a key, since it shows us exactly the order in which we might fake of a plaintext
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in order to form a cryptogram. It is a key of the Myszkowsky type, according to
which every letter in the text has its individual key-number, as we saw in Fig. 46
(imagine that encipherment accomplished twice in succession). We do not desire,
however, to take off plaintext. And, to use this same key on a cryptogram, we
should have to use it in the writing-in manner; that is, first lay out the series of
key-numbers, and then, taking the cryptogram letters in their 1-2-3 order, place
them, one by one, below their key-numbers. But once the plaintext has been re-
stored, the plaintext letters (or columns) may also have serial numbers, and these
new serial numbers, in the figure, have been added at the bottoms of the columns.
Should we now restore these columns to the order in which we found them, that is,
to their cryptogram order, each column taking with it its new serial number, we
should find, running across the bottom of the set-up, another mixed series of num-

Figure 54
The Columns of Figure 50, After Solution by Multiplo Anagramming:

1 7242212 91015 4 2201718231311 825 6 3211916 5 14
C ANXNOTU HANUDIULEU®RAITLIBRUOADSTOTCK
DOY OUWANTANTYMNMEZXTICOLTIMTITETD
B UYBLOCI KA AT ODNETFTIUVFTJYTOSTIIXTTY
T RYRAIULU ROADTUOUNUJODNESORSMMTITH
W HATTISTETULEUPHUONET STUOTCI KT DOTINSG
1 2 3 4 5 6 7 8 910111213 14 1516 17 18 19 20 21 22 23 24 25

(Plaintext serial numbers, added at bottoms of columns)

(Appearance of the plaintext serial numbers, if the above columns should
be restored to their eryptogram order)

11020 92419 217 6 716 51525 8231213 221121 414 318

bers in the order 1-10-20-9-24, etc., which is a different order from that of the cryp-
togram numbers, and this new series is made up of plaintext serial numbers. This
is the other key, having the same relationship to the first as that explained in con-
nection with the short Nihilist key. Applied to the plaintext, it would have to be
used in the writing-in manner; used on the cryptogram, it serves for taking-off.
Thus we are able to recover from our reconstructed plaintext two long keys, either
one of which will serve to decipher additional cryptograms, but only on condition
that these new cryptograms contain exactly 25 letters.

If, then, we hope to decipher cryptograms of other lengths, which originally were
enciphered with exactly the same key as our present five, it is still necessary that
we take one or the other of these long Myszkowsky-type keys and reduce it to the
short columnar form. The theory on which this is done should not be at all dif-
ficult to understand if it be kept in mind that both of our long keys are actually
the serial numbers of letters, and that each individual serial number accompanied its
letter throughout the encipherment process. This will explain any references which
are made to FIRST and SECOND encipherment blocks, with their respective col-
umns and rows. Whichever of the long keys we decide to reduce, our first objec-
tive, always, is that of determining the length of the shorter key; after that we re-
store its order.

The first process, summed up in Fig. 55, was originally published, so far as the
writer knows, by M. E. Ohaver, and makes use of the cryptogram numbers which
were the first series obtained. The discovery of the shorter key-length is made by
searching the set-up for some numerical difference (between any two numbers what-
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ever) which is repeated by corresponding pairs of numbers at some regular interval.
For convenience in making the search, Ohaver suggests that the mixed cryptogram
numbers be written, with uniform spacing, on two strips of paper, in one case re-
peated. One strip can then be moved along beside the other so as to place pairs of
numbers in actual contact. It is immaterial what numerical difference is used; the

Figure 55

Finding the Original Short Key from the CRYPTOGRAM Serial Numbers - M.E,OQHAVER

Finding the key-length:

T 24

1 2212 91015 4 2201718231311 825 6 32119 16 5 1l4.
1 724221

91015 4 2201718231311 825 6 3211916 514 1 7
X « s+ & s .+ X (Repeat geries)

A difference of 1 occurs egein at the interwval 6, The two

2
2

geries 5-17 and 10-18 are fragments of columms from the first

encipherament block. The key-length necessary for placing

either pair in & same columm is 6,

Replacingz cryptogram numbers in first encipherment blook:

(As PLAINTEXT)... 1 7 24 22 12 9
1015 4 2 20 17
18 23 13 11 8 25
6 3 21 19 16 5
14

COLUMNS of the FIRST encipherment block are converted to ROWS of the SECOND:

(2) (v) (e)
11018 6 14 11018 614 22 l-3-5-2-4-6
22 211 1%{ 71523 3 21119 715 23 '
12 20 -8 16 312 20 8 16 24 1 10 6
24 41321/91725 5 41321 91725 2 . 7
5 3 8
4 9
5
At (a) the columns of the first block are (C S H 0 8)
arranged so as to make the cryptogram numbers At (c) the order is
run consecutively in each of the new columns. shomn in which the columns
At (b) this block has been adjusted, so as of (b) would be taken off.
to form six columna, This order is the KEY.

difference 1 pointed out in the figure seemed a little more visible than others. This
difference 1 has been noted between the numbers ¢ and 10, and the next difference 1
has been found six positions away between the numbers 17 and 18, but is not found
again between the numbers 25 and 6, which stand at the next interval of six posi-
tions. This may be a clue, but it is not what we had hoped to find. The clue is
strengthened, however, by the observation that a difference of 5 occurs just at the
right of the original difference 1, and is also repeated at the lineal interval 6.

To find a good clear example, using the strips as they stand, let us go back to-
ward the left, and look for a difference 2. We find it first between the numbers 24
and 22; exactly six positions away, we find it again between the numbers 4 and 2;
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another six positions, and we find it between the numbers 13 and 11; still another
six positions, and we find it for the fourth time between the numbers 21 and 19.
Thus we have two series of numbers, 24-4-13-21 and 22-2-11-19, which run parallel
to each other with their numbers always separated by interval 6. Sequences of this
kind came from the columns of a first encipherment block, and can all be placed back
in these columns by re-writing the mixed cryptogram numbers in lines of six num-
bers each. Sometimes we find such columns broken to bits, as would be the case
should we continue moving the strip until we have completely exhausted the possi-
bilities for difference 1; and we never find them complete, since these columns of the
first encipherment block were taken out in irregular order and written continuously
upon the rows of a second encipherment block, and after that were sliced through
in the taking out of columns from the second block. We found traces of them once
before, where a difference of 8 was found throughout four consecutive pairs of
numbers 12-20, 9-17, 10-18, 15-23, always at an interval of 6 positions.

The key-length, then, is 6, and the cryptogram numbers (in their plaintext or-
der) if written into a block of that width, will reproduce the first encipherment
block. From this, we wish to carry the numbers, column by column, into their
second encipherment block, from which they may then be taken out, again by col-
umns, in such a way as to bring them back to their cryptogram order 1-2-3. If this
is to happen, the numbers must run consecutively in the new columns, and the num-
ber 1 must be on the top line. We select, then, from the restored plaintext block,
the column which contains the number 1, then the column containing the number
2, and so on, writing these columns horizontally on the rows of the new block, in
such an order as to make the numbers consecutive in every column. This may or
may not require the adjustments indicated in the figure at (a) and (b). When
block (b) is completely adjusted, the order in which it would be necessary to take
its columns so as to produce the cryptogram numbers in their original 1-2-3 se-
quence, is the order of the original short key. Our key-word COSMOS, incidentally,
could have been better chosen.

In Ohaver’s process, we have taken the cryptogram numbers and enciphered
them. By the process of General Givierge, summed up in Fig. 56, we do the op-
posite: we take the plaintext mumbers, in their cryptogram order, and decipher
them, so as to bring them back to their correct plaintext order 1-2-3. For learning
the key-length, General Givierge endeavors to find that number which, when added
or subtracted throughout the series of numbers, will most often cause one of its
segments to repeat another. The portions which repeat are the columns, or partial
columns, not from a first encipherment block, but from a second, since the process
here is to follow out a decipherment. In the figure, the left-hand block (not strictly
necessary) represents the plaintext, written as a cryptogram, and the one on the
right represents it in what is known to have been its first encipherment block. To
develop the second block: either take columns from the right-hand block and lay
them on the rows of the central one in such an order that its columns can be taken
out to form the cryptogram; or, write the cryptogram arrangement into the columns
of the central block in such an order that its rows will show the columns of the plain-
text block on the right. The order in which columns must be taken from the right-
hand block to form the central one (or that in which columns must be taken from
the central block to reproduce the cryptogram arrangement) is the order of the
original short key. The condensed presentation here is also drawn from the writings
of M. E. Ohaver. General Givierge, who seems first to have published the method,
was chiefly concerned with exposing the possibilities of analysis, as applied to num-
bers generally, and explains to us the reason of the increase 6 which betrays the key-
length in the plaintext series of numbers. The width of the original block being 6,
each number is larger by 6 than the one just above it, making every one of the
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columns an arithmetical progression in which the constant difference is 6. These col-
umns, still retaining their regular increase of 6, are laid down on the rows of a sec-
ond block, and, for at least a portion of their length, some two or more of them al-
ways continue parallel, with progressions of 6 running side by side. Thus the taking
out of columns from the second block will, at times, select one eack from two or

Figure 56
Finding the Original Short Key from the PLAINTEXT Serial Numbers - GIVIERGE

To find the key-length: Try adding (or subtracting) possible

key-lengths (4, 5, 6, 7, ete.) to the whole series until some one

of these edded numbers ceauses portions of the series to repeat.

11020 92419 217 6 716 51525 8 23 12 13 22 11 21 414 3 18
6666666666666 666666666686S
7 16 26 15 30 25 8 23 12 13 22 11 21 31 14 29 18 19 28 17 27 10 20 9 24

The portions which repeat when the correct key-length, 6, is added,
are columns, or part-columns, from the SECOND encipherment block.

Plaintext Serial Numbers SECOND FIRST
In CRYPTOGRAM Order: Encipherment Block Encipherment Block
/11020 9 1 7131925 4 12 3 45 6
24/19 2 17 1016 22 2 8 14 7 8 91011 12
6/ 718 & 20 51117 23 3 13 14 15 16 17 18
15/25 8 23 91521 612 18 19 20 21 22 23 24
12/13 22 11 24 25

21/ 4 14 318

The ROWS of the CRYPTOGRAM BLOCK, (approximately of column-length), must be
written back into the COLUMNS of the SECOND ENCIPHERMENT BLOCK in such an
order that the ROWS of this SECOND encipherment block could have been taken
off as & primary eryptogram from the COLUMNS of the FIRST ENCIPHERMENT BLOCK,
extreme right, known to be the original order of the numbers.

The original short XEY cen then be found by observing (in the central block)
the order in which colums have been taken from the right-hand block. That
is, find the small numbers which were on the top row; these are standing in
the order 1, 4, 2, 5, 3, 6 (& writing-in key), and the columns which are

—_—
headed by these receive key-numbers in the order 1-3-5-2-4-8.

more different progressions of 6, and the new columns, throughout some portion of
their length, will differ from one another by exactly 6, the original key-length.

We have seen, then, the general case in which the * enemy ” decryptor, having
several cryptograms of the same length, enciphered with the same key, is able to
use a purely mechanical method in order to restore the plaintext, and afterward,
by observing traces of a known cipher, to extract their key. For the solution of sin-
gle cryptograms enciphered in complicated systems, the writer knows of no other
method than straight anagramming, in which the single letters, accompanied by
their serial numbers, are written on individual cardboard squares (or imagined to
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be s0), and the attempt made to match them up. Attention has already been called
to some possibilities which may lie in the serial numbers whenever the sequences or
probable words are thought to be correctly matched. But with absolutely nothing
known or suspected as to source or subject matter, and with nothing discoverable
from serial numbers or possible routes (and taking it for granted that any accumu-
lation of letters represented in about the normal frequency-proportions can be made
to yield dozens of different solutions), it would hardly seem that the decryptor, even
should he find the correct solution, would have a means of distinguishing it from
any other,

For the student who may care to struggle with a case of single anagramming, we
have appended a problem in Fig. 57, together with a means for finding out the solu-

Figure 57

—_—

A Single Cryptogram in Double Columnar Transposition:

LHDLA ODDHL HEEUI XDFPI UTAER OITQA ETERL
NIENA UDKLI EEEYN MSJLC NHPBO ADGRN.

The Solution, Enciphered by a Method Mentioned in Chapter III:

MTQPINAIENEITHRGEKDUUDLLIRIHBHFRTECLOCLNUJ
LASHAAUYDOEELNENDHPDHDEABDO,

tion and perhaps even the key-word. It has come from the Philadelphia headquar-
ters of a band .6f revolutionists, and our stool-pigeon tells us that the leaders of
this movement are to be called together for consultation during the coming summer.

The finding of a key-word, after recovery of the numerical key, is not, of course,
necessary to the decipherment of further cryptograms. However, this recovery
will afford us the same convenience which it gave to the encipherer; that is, a sim-
ple mnemonic device for reproducing the numbers at will. And to recover the
actual original key-word may, at times, provide some insight into the habits or
mental make-up of the person who selected it, and who may select others like it.
or might, conceivably, make use of this same key-word in some other kind of en-
cipherment. If the key is short, it is practically always possible to recover more
than one word; but with long keys, we seldom, if ever, recover more than the one
word on which the numbers were actually based. In this connection, however, it
must be remembered that key-words are not necessarily taken from any one lan-
guage; thus, their recovery becomes largely a matter of combined information, intu-
{tl?n, guesses, trials, and determination, so that an exact method for accomplishing
it is hard to give. But, presuming that key-numbers have been derived in the usual
way, those which are small are, in general, likely to have derived from the earlier
portion of the alphabet, which contains 4, E, I. So long as they increase toward the
right, they may continue to represent a same letter, and when they do, this letter
is usually a vowel. When an increase occurs on the left, the new number has cer-
tainly derived from a new letter, coming later in the alphabet. Whatever the lan-
guage, then, it is very easy to determine the two extreme alphabetical limits outside
of which no one of the letters can possibly be found.

This can be seen at (a) of Fig. 58. The numbers 1, 2, 3, might all have derived
irom A, but the number 4 cannot have derived from a letter coming earlier in the
alphabet than B. Similarly, the numbers 4, 5, might, by possibility alone, have de-
rived from B the numbers 6, 7, 8, might all have derived from C, the numbers g,
10, from D, and, finally, the number 11, from no letter earlier than E. When these
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earliest possible limits have been established for every key-number, and it is seen
that the range is five letters, then the last five letters of the alphabet, V,W,X,V,Z,
may be used to establish the limits at the other end of the alphabet. It is seen
now, that the key-number 6, must have derived from some letter between C and X,
inclusive, and similarly with the others. But when we come to the particular case,
it becomes necessary to make assumptions; for instance, were these numbers de-
rived from a common English word or from a Russian proper name? The person
who selected it, so far as we know, is accustomed to speaking English, and in all
of his past cryptograms we have been able to recover common English words rather
than proper names. Assuming, then, as at (b) of the same figure, that we are to

Figure b8
(a) Limits: (b) Assumption of English word:
6 9 1 411 710 2 3 8B ¢ 6 9 1 411 710 2 3 8 5
¢C D ABETZG CDAATCEB A A B L E
F (N N F u
XY VWwZ XY vVvyviXxXw (L(YAE(Z(L(YABLE
E (¥ew limits)

recover his usual common English word, we set down 4 as a possible letter for the
key-numbers 1 and 2. But when we arrive at the number 3, we see that we cannot
assign here a third A4, since common English words of this length do not contain a
doubled A. The earliest letter possible, then, is B, and, upon noting the consecutive
letters AB at this particular point, we think at once of the common English terminal
sequence -ABLE.

To find whether this is possible, we make sure that the new letters, L E, alpha-
betically considered, do not run contrary to their supposed numbers, 8 5. Then,
having accepted these four letters as entirely possible and likely, we work back to
the missing number, 4, and find, now, that it has new limits; it must have derived
from E, D, or C, and from nothing else, and of these, we are inclined to discard E,
which would give a sequence AE. We then work back to other missing numbers, 6
and 7, and find that these, too, have acquired new limits; they must be found some-
where between F and L, inclusive. All numbers which follow 8 have attained a
new limit in the earlier portion of the alphabet, but not in the latter portion. These
are all shown in (b). At this point, any knowledge at all of English prefixes will
suggest what the first two letters are and will narrow the limits still further. The
student, perhaps, has already guessed the word.

Of the keys which follow, (a) and (b) were derived from English words, one of
which has been used in the present chapter. The remaining four are derived from
proper names, respectively (c) German, (d) Italian, (e) Spanish, and (f) French.

(a) 1-9-2-4-11-3-7-8-6-10-5. (b) 2-7-8-3-4-1-6-5-g-10.
(c) 2-§5-11-3-9-13-6-12-8-1-4-7-10. (d) 9-1-10-6-5-2-8-7-4-3.
(e) 2-11-3-6-7-9-1-5-8-4-10. (f) 5-1-4-6-2-3-9-8-7.
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36. By TITOGI.
(2) UOYME ETENA WHTIM CICTI JIUSO GNHYF.
(b)) YTMIL LEMLE WUAAJ TWONF ORTAH LHTGI
() ROPUL EAEBEB AHFTK ODTSC ILTTM RYTIH
() UMHTS EUOKS IHWTR AHCIO WAOHT YOSSY.
() ECERL TADAR MREAO GPOYM EEAAT NIBSA
(f) REUOT EKENAEH EHHLY WDELE EEEOM NWSLL
(g) IHLPU HTTGI YTTAS NERTE ORYTA HNJDS.
(n) ESEFK ACAPE EOLSA MEJNS TEOMS LEOTI.
(1) TENEW OHSKI INSGT MOOHT AATHU EUTOB.
(3) HTPRA HLERE ERETA TLEEH STTTE HBNBS.
37. By EFSEE.
(&) IUEGN MOWHX TANOI PDILS FPIARS
(b) FNEET XIETO NOTSM GRTRY VGPAC-
(¢) SFUFN ICEQE SCUNR ILTMY JOIPTS-
(a) BTEES NBIHI ETLNX OESNR EIEGT.
38. By SIR ORM. (This has e keyword!)
TASHL ECPWE TCIHA OTNRA OOHLW DOYIL EOHRL
EVATE AOMNL EVNWI WIEIH SMHET HNWOI OLSVI
IFSS0O WASOT FILEH NMGOF IERAL OCGNN,
39, By DAMONOMAD. (fnd he calls this a "Nihilist" !)
AHNSE STIHD ISOME ATHIO OHDIO UTTIK MIESO
FGSNE RWUGT SGYIS LATIT TAANH OGENY LAWEA
LERTM IWTOE D,

40. By FRA-GRANT. (A military message sent by General Calamity to Yajor Catastrophe).

TEHAN EMGSL LIWSN ETTAC KYEIA AEBPS OURPE
MOCEE TUNRI STERS AFOET ORTDA ERTEF DINCA
SERET TUOPW ARURE FFOYA EEDFO RDRCR.

No. 40 can be deorypted by the multiplo-ansgramming of its units. Afterward,

if you ere unable to reconstruct the system, No., 41 will tell you all.

41, By PICCOLA, (Single block - completed unit - with columns transposed. The
key to this transposition may amuse you, provided you can
reconstruct it in letters!)

AOUUP DMCAN IOGTR SAAYN KNCAB MEAOA TLECH

QSDOR EEWWD NCEEE STSHN IETEU HBENIF DITYF

UXGIV LTAIP BRCSN RREHS BMEEA RNTAI UTEWO

PIRSM BOOEV RWFNX SDAHI ETSSU PCNNE ESNFS

EOOLT UAEAO FTVLT EEOEGC.
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42, By TITOGI and PICCOLA. (General information = nothing more).

(a) IESEW DOXHD HTSEO EHRNE CTOOA GARSA
NOEAO SOHUW RTCAU RENTT OMSOC NYNPG SHAPEP
NFSNE RTEHE PMAWS MEGIA EAPOR YDTAA SSAFM

o]

IESRC HECWN EITAT RXEIS ACFA TICEN IRTETU

YEHTER TSRSE LSTEG PAHRW, (b) SREHJI AXECA
NEYPEKE ANDAT SDLIL ASLNT GEADY EBLYT SCCID
TCSGA, MCEEN WATIE AENHL ABDYA GHCHE GIHOI
LPONP ASEDN TTWES YEFIM LARER HNEDI OTELR
0OSITD SSRIS NIRRF SSPEC TREIF BGOMR XSENA
HARNL (¢) AEGYB ATYNS RIDTO OSDNE YEEEO
GNIUU TWSNL HEIIS CGHHW DRRUW EAHET KCTWYV

OEEHEHI,

43, By TITOGI. {Keerful, Si! All is not gold thet glitters).

CTIHN AIESO RMFYE ECTHU WISLA EDKRL BERNM
JITSD ANDOO HTVAT HTERY GAUNO TSAPE MOESU
RILTE DIEON ENRCA FINPO LHOEA GRBXS,

44, By ALII KIONA. (Nou hooda thawt it uvvim?)

ENWNO TNSEN YUHOI KHNOE WAOTI USSAL BWSFR
MIEID IHRWN TFNDS EEOTU EYBNO TEWEZ EEDIB

AERYI PLRNP ZRSMU TASOI SUSDT DTRNH NOASA FEZ.,



CHAPTER VIII

SuBsTITUTION TYPES

Substitution cipher presupposes the selection of a set of symbols which can rep-
resent the letters or words of messages. As to what these symbols may be, there is
practically no limit; we meet substitution in our every-day life: the dots and dashes
of the Morse alphabet, the pot-hooks of shorthand, the combinations of Braille, and
so on; and we hear of its use in the sign-language of Indians and Gipsies, or in the
drum-language of the African jungle. These, of course, are not cipher, yet in each
case the plain language has been replaced with symbols. Considering the use of
symbols for cipher purposes, there are doubtless many among us who played, as
children, with the alphabet of the *“ Masonic ” cipher, based upon a design like the
one used for ticktacktoe. Lord Bacoh's alphabet has already been mentioned.
The use of printers’ symbols, and similar characters, can be seen in the works of
Edgar Allan Poe. Charles I of England is said to have used a cipher alphabet in
which letters were represented by a series of dots, placed in certain positions with
reference to the line of writing. An endless number of queer symbols is met with
in fiction, such as the use of the little dancing men by Sir Arthur Conan Doyle.
Cipher alphabets of the nature mentioned do not produce ciphers in any way differ-
ent from those produced by substitution with letters and numbers; as a matter of
fact, the decryptor who must deal with a cryptogram made up of arbitrary signs
usually begins the work by making a substitution of his own, replacing each un-
familiar symbol with some one letter (or number). We will confine our discussion,
then, to those characters which are transmissible by Morse.

Substitution ciphers may be classified under four major types, each having its
subdivisions and variations, and its intercombinations with other types:

1. Simple substitution (also called monoalphabetic substitution) makes use of
only one cipher alphabet.

2. Multiple-alphabet substitution (also called double-key substitution, polyal-
phabetic substitution, etc.) makes use of several different cipher alphabets accord-
ing to some agreed plan.

The term “ multisubstitutional  is sometimes applied to the multiple alphabet
cipher, but more correctly refers to a certain form of the simple substitution cipher,
in which the single alphabet is so designed as to provide optional substitutes for all
or part of the letters.

3. Polygram substitution provides a scheme by means of which groups of let-
ters are replaced integrally with other groups, which may be of letters or of num-
bers.

4. Fractional substitution, which requires a certain type of cipher alphabet,
breaks up the substitutes for single letters, and subjects these fractions to further
encipherment. More often than not, the result is a combination cipher, rather than
a purely substitutional one.



CHAPTER IX

SIMPLE SUBSTITUTION — FUNDAMENTALS

Simple substitution is ordinarily defined as a cipher in which each letter of the
alphabet bhas one fixed substitute, and each cryptogram-symbol represents one
fixed original. When this cipher is used for puzzle purposes, as we find it in our
newspapers and popular magazines, the substitutes (which are invariably letters of
the alphabet) may be chosen at random, and the cryptograms must follow certain
arbitrary rulings which are designed to make them * fair ”: Word-divisions and
punctuation must follow religiously those of the original text; a certain minimum
of length must be provided; no letter may act as its own substitute; foreign words
are not permissible; and so on. Aside from the observance of such rules, however,
no holds are barred; the constructor of such a cryptogram, totally unconcerned with
the meaning of his plaintext (except that it must have one), sometimes gives his
chief attention to distorting the normal language characteristics in an effort to baf-
fle the analyst, and often will carefully search his dictionary for words like yclept,
crwth, syzygy, pterodactyl, ichthyomancy, not infrequently producing a plaintext
which is almost as incomprehensible as its corresponding cryptogram. Our study
here will be confined to the simple substitution cipher as applied to normal English
text.

When a substitution key (a pair of alphabets) is being used for cipher purposes,
the letters which make up the cipher alphabet cannot be chosen at random; the key
must be of such a nature that any one of the several correspondents, desiring to
make use of it, will have it at his disposal. Word-divisions are usually concealed,
or, occasionally, falsified. Punctuation, if used at all, must don the apparel worn
by the rest of the text; no limitations can be placed on length, and no word what-
ever can be barred, where the intention is that of conveying actual messages; and
it is not at all uncommon to find that one or more letters are serving as their own
substitutes.

In discussing keys, we will make some arbitrary rulings of our own, but only in
the interests of clarity. We will assume, for all cases, that the two necessary alpha-
bets are always written horizontally, as several are shown in Fig. 59; that wherever
the two complete alphabets appear, the upper of the pair is always the one in which
plaintext letters must be found, so that the lower one is always the cipher alphabet.
Thus, whenever the two alphabets are written out in full, the substitute for any
given plaintext letter will be the letter standing immediately below it; and the
original of any cipher letter will be the letter standing just above it. Wherever it
seems advisable to show a distinction, the cipher letters will be expressed as capi-
tals and the plaintext letters will appear in lower case.

Among the oldest cipher alphabets ever used for practical purposes are those of
the type called “ Caesar,” one such alphabet having been used by Julius Caesar,
and another by Octavius. As may be seen at (a) of Fig. 59, this type of cipher
alphabet is no more than a simple shifting of the normal alphabet to a new point
of beginning. Using this particular example, the word “ Caesar ”’ will be enciphered
asFDHV DU; or, if the word R ¥ H U is found in a cryptogram, it deciphers as
“ over.”

At (b) of the same figure, we have a pair of inverse normal alphabets. Here, it
is not necessary to specify that one of the pair is a plaintext alphabet and the other
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a cipher alphabet; whenever a plaintext alphabet is merely reversed and allowed
to serve as its own cipher alphabet, the encipherment becomes reciprocal; that is,
whenever Z is the substitute for 4, then 4 will also be the substitute for Z, and so
for other letters. Thus, we need not write down more than half of the key shown
at (b); and, in any other case of reciprocal alphabets, only enough of it to make
sure that we have all 26 of the letters; after that, we may find them where we please,
both for encipherment and for decipherment. Simple reciprocal alphabets are also
ancient. The one just mentioned, and also the one shown at (c), are both said to
have been used in parts of the Bible. The two inverse alphabets of (b) may, of
course, be shifted with reference to each other; that is, one or the other may be
caused to begin at any desired letter, just as is done with the ordinary alphabet in
deriving one of the “ Caesars.” It is also possible, as indicated at (d), to divide the

Figure 59
Some Simple Substitution Keys

(a)
A shifted, or "Caesar," alphabet:

Plaintext: abodefghi jklmnopgqrsturvw ye
CIPHER: DEFGHIJKLUNOPQRSTUVWXY BC
(v)
A pair of inverse alphabets:
ABCDEFGHIJEKLM PQRSTUVWXYZ
ZYXWVUTSRQPON KJIBGFEDCBA
Other examples of the RECIPROCAL alphabet:
(c) ABCDEFGHIJKLM (o) CULPERABDFGHI
NOPQRSTUVWIXYZ ZYXWVTSQONMKY
(4) ABCDEFGHIJEKELU (£) CULPERABDFGHI
TSRQPONZYXWVU JEKEMNOQSTVWXYZ

normal alphabet into its two halves, and shift one of the halves; in this case the
encipherment would be reciprocal whether or not the shifted portion runs in re-
verse order. At (e) and (f), we have mixed (or interverted) alphabets which,
though crude, are more in line with modern practice than those which precede them,
since both of these are based on the key-word CULPEPER.

The usual plan for deriving cipher alphabets from key-words is as follows: First,
all repeated occurrences of any same letter, such as the second P and the second E
of the word CULPEPER, are discarded. The unrepeated letters of the key-word,
as CU L P E R, are placed at the beginning of the cipher alphabet, and the rest of the
26 letters are made to follow these, usually in their normal alphabetical order. If
an adequate key-word be chosen, for instance the word UNCOPYRIGHTABLE, a
well-mixed alphabet results; but, in order to have a cipher alphabet which is truly
incoherent, and hard for the decryptor to reconstruct, we may write this already-
mixed alphabet into block form and subject it to a transposition of some kind. Sev-
eral examples of this may be examined in Fig. 6o. In example (a), the repeated
letters of the key-word have merely been discarded, while example (b) retains these
two positions in order to produce more and shorter columns, with three different
lengths. In both cases, the columns of the block have been taken out by descend-
ing verticals to form cipher alphabets (a) and (b), but the transposition may fol-
low any desired route or other process. Example (c) suggests further uses for key-
words. Still another process (not shown) consists in writing the key-numbers above
a block, exactly as in example (c), and allowing them to govern the lengths of rows.
In the writing-in of the alphabet, normal or mixed, the first row of letters is made
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to end under key-number 1, the second row under key-number 2, and so on, so that
the completed block contains rows of different lengths; it may then be taken off by
columns, or otherwise. Numerous other devices exist, but it should be plain from
the foregoing that we have an unlimited field in which to derive well-scrambled
cipher alphabets, so that there is no need whatever for forming one at random and
later being unable to set it up again.

Figure €0
Some Methods for Forming & Feyword-Mixed Alrhabet

Keyword: CULFEPER

(=) (v)* (e)
CULPER CULPE=#* * R CULPEZPER
ABDFGH ABDFGHIUJ 18452637
IJKMNO KMNOQSTV KEBCDEFGH
QSTVWX WXyYyz IJKLMLOP
YZ QRSTUVWX
«J(An OHAVER Method). YZ
(e)
Plaintext: abcdefghi jklmnopgqrstuvwxysz
CIPHER: CAIQYUBJSZLDEKETPFMVEGNWRHOX
(v) Plaintext: abcdefghi jklmnopgrstuvwzysz
CIPHER: CAKWUBMXLDNYPFOZEGQESITERJYV
{¢) Plaintext: abcdefghijklmnopgrstuvwzxyz
CIPHER: AIQYEMUGOWCKSDLTFNVEPXBJRLE

For the encipherment of substitution cryptograms, the plaintext is first written
out in full with enough space between its lines to allow for the later insertion of
cryptogram-letters. The correct substitute for each letter is then written below it,
after which, these substitutes are nearly always marked off into five-letter groups,
and the groups are taken off on another sheet to form the finished cryptogram. It is
sometimes recommended that plaintext and cipher letters be written in two differ-

Figure 61
"Running Down the Alphabet”

Cryptogrem: YBPROBQL...
ZCQSPCRM..
ADRTQDS N.uou

Plaintext: BESURETO...

ent colors, so as to avoid any risk of taking off portions of plaintext along with a
cryptogram.

For decipherment, the plan is the same, except that the cryptogram is written
first, and the two alphabets of the key exchange their functions. Often, when the
cipher alphabet in use is so incoherent that its letters are not quickly found, the
decipherer will prepare for himself a special decipherment key, in w]:lich he places
the letters of his cipher alphabet in straight alphabetical order, and allows the
plaintext alphabet to grow mixed.

In taking up the decryptment of simple substitution, we may dispose summarily
of the Caesar alphabets by pointing to Fig. 61. If we suspect that one of these has
been used, we may verify the suspicion by taking some ten-or-fifteen-letter segment
of the cryptogram, and, with each of its letters as a beginning, extend the ten or
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fifteen alphabets, a few letters at a time, until we come to the line which is purely
plaintext. This process is popularly known as * running down the alphabet,” and
whenever it results in a row of plaintext, we may quickly determine the amount
of “ shift,” set up the cipher alphabet, and start deciphering.

The same thing is true of a pair of inverse normal alphabets which have merely
been shifted with reference to each other. But in this case, the cryptogram (or
that segment of it which is being investigated), must first be enciphered in the same
kind of alphabet. To explain this, suppose that our cryptogram fragment is B ¥V K
I'LY JO. If we encipher this with the pair of inverse alphabets which was shown
at (b) of Fig. 59, we obtain a new cryptogram fragment ¥ BP R O B Q L. This
new fragment is now a “ Caesar,” and we may “ run it down the alphabet " until
we find its plaintext. This particular fragment was done with a pair of inverse nor-
mal alphabets in which the lower one began at C, instead of at Z. Most decryptors,
in dealing with any kind of substitution, will make these two tests before trying
anything else. When the guess proves correct, a great deal of paper work can be
saved.

Concerning decryptment in the case of the less simple alphabets, the true vul-
nerability of simple substitution can be seen when the word “ battalion,” enciphered
in alphabet (f) of our Fig. 59, becomes TS BB SM Z E P. Since each letter of the
alphabet may have only one substitute, the pattern of -atta- shows up clearly in its
enciphered version -SBBS-. The decryptor knows instantly what kind of pattern
it represents, since the letters S and B can have only one original each. The fre-
quency with which these two letters have been used in his cryptogram will tell him
approximately what their two originals ought to be, and, by making a few trials, he
loses little time in arriving at a solution. As a matter of fact, a simple monoliteral
substitution, given fewer than a hundred letters of text and no information what-
ever as to source or subject-matter, can be decrypted purely through the frequencies
and other characteristics of its letters; and if, in addition, the original word-divisions
have been preserved, we have the lengths and patterns of these words, plus the
knowledge that individual letters have their favorite positions in words.

The “ Crypt ” with word-divisions. — Not infrequently, the cryptogram which
retains its word-divisions can be read at sight, without putting pencil to paper, and
this regardless of how short it may be. Again, even though based on normal text,
it will prove more troublesome; and thus, in dealing with this type of simple substi-
tution, we attack each individual example according to what appears at first glance
to be its greatest weakness. The cryptogram shown in Fig. 62, for instance, would
be attacked through its many skor¢ words, probably the simplest of the available
methods. The words in question are those numbered 3 (RD), 4 (MD), 9 (Q¥R),
11 (RKV), 13 (DF), and 15 (DN). Among the two-letter words, it is noticeable
that every one of these includes a letter D, used indiscriminately as the initial or fi-
nal letter. We do not need to know much of cryptanalysis to guess that this let-
ter represents the o found in such words as to, no, do, go, of, on, or. A comparison
of the two three-letter words shows that these, also, have a common letter, R, which
ends one of these words and begins the other. Of all words in English, the com-
monest is the. If RKV be assumed as the, then RD, already thought to contain o,
will check as to, another extremely common word.

Thus we are able to begin work by tentatively assuming that the four cryptogram
letters R, K, V, and D, are the substitutes, respectively, for plaintext letters ¢, k, e,
and o. These assumptions are tested by actually making the necessary substitutions
directly on the cryptogram, as seen at (a) of Fig. 62. And we may be sure that
they are correct when we see the 12th word clearly outlined as other. This word
gives a new substitution: cipher letter T evidently represents r, occurring in three
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different words; the actual making of this substitution will cause the 8th word to
show a very common ending: -tter.

If we now consider the other three-letter word, the gth of the cryptogram, we
see that Q¥ R cannot represent any one of the common words not, got, out, yet, since
the substitutes for o and e have already been determined. It may, however, rep-
resent the common word bu¢, especially if we care to investigate the frequency in
the cryptogram of its first letter, Q. This letter has been used only once; and its
assumed original, b, is normally of very low frequency, and, in addition, is known
to have a fondness for initial positions. The assumption of this word as but gives
us the substitute for %, which appears to be V.

Figure 62
Meking Substitutions

(a) 1 2 3 4 5 6 7
FDRJNU HVXXU RD MD SEVSO PJREKE ZDYFZJX
ot e to o he th o
8 9 10 11 12 13
GSRRVT QYR WDARWDFYV REYV DREVT DF
tte t o t o e the othe o
14 15 16 17
SZZDYFR DN NVOVTSX SAWVZR,
o t o e ] ] t
(v) +ssD F SZZDYFR D Nueuu sss2 DYF Z J Xiso
on account of Co0OuUBDO ..
13 14 15 7

In addition to the points mentioned, it is not unusual to find-that short words, by
their very positions with reference to some longer word, will identify a whole se-
quence, as might happen with the sequence shown at (b) of the same figure. Good
examples of this are: as well as, as soon as, in order to, and so on. In this particu-
lar case of (b), we began with only the identified 0, and immediately were able to
identify #; this alone should serve for spotting the whole sequence on account of,
taking into consideration the doubled ¢. Notice what the identification of the word
account will do toward identifying the 7th word.

Among methods which do not seem indicated in the given example, there is a
very fertile field for research in the examination of terminal sequences. When two
or more of the affixes -tion, -ing, in-, and con- are present in the same text, as they
practically always are, they will serve to identify one another, and may, in addition,
be cross-compared with many of the short words, as in, on, no, not, into, upon, can.
The prefix sub- may serve to identify the word but. There is a whole group -ment,
-ence, -ance, -ency, -ancy; another group pre-, re-, -er, de-, -ed, etc.; or a good com-
parison in be-, -able, -ible, etc.

Still a third road to solution, especially popular with those who solve the * aristo-
crats,” is found in pattern words, that is, words having one or more letters repeated.
The puzzler, examining a dictionary, prepares lists for his permanent use, one
list for each “ pattern ”’; such a list, for instance, would contain PATTERN, FALL-
ING and all other words in which the third and fourth letters are the same and all
others different, another would contain all words having the pattern STATE, DE-
FER, ROBOT, still another all words of the pattern BANANA, ROCOCO, and so
on. The solver, having thus armed himself in advance, begins work by searching his
cryptogram for words having repeated cipher letters, and attempts to identify these
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from the proper lists. He may provide himself, also, with non-pattern lists, on
which words have given lengths but contain no repeated letters; and with “ trans-
posal lists ” containing pairs of words (as NIGHT and THING) which use the same
letters but not in the same order. It is true that such lists are troublesome to pre-
pare, but they are extremely effective; they will break the most resistant of the

“ aristocrats ”’ or the shortest example of legitimate cipher.
No matter how resistant the cryptogram, all that is really needed is an entry, the
identification of one word, or of three or four letters. The experienced solver knows
well that persistence will find this entry,

Figure €3 and trusts largely to instinct and perse-
A Favorite Form of Frequemcy Count  Verance; the beginner, however, may feel at
Combined With CONTACT Data a loss for a “system,” and, if so, may,
perhaps, be able to find suggestions for one

A Ds 2/s in the next few paragraphs.
R W First of all, in any substitution prob-
B lem, there should be a counting of the

letters in the cryptogram in order to find
out their frequencies. This is called a fre-
p ERMZWWVTZR 15/ quency count,and is usually accomplished

RMSYAFRFYN as follows: The decryptor first lays out the

E normal alphabet — either horizontally or

F +YDDY s/6 vertically. He then begins with the first
DZVSEK letter of his cryptogram, taking letters one

X 1/2 by one just as he finds them, and for each

(Et,:.) time that he finds a letter in his crypto-
gram, he places a tally mark beside that

Concerning the mumbers: A has a same letter as found in his prepared alpha-

bet. The result of such a count, taken on
frequency of 2, and a veriety-count the foregoing cryptogram, will be shown
further on, when the same cryptogram ap-
pears again without its word-divisions.
a ?eriety-cou_nt of only 11, (Yet If the problel:n seems likely to prove
really difficult, there should also be a con-
tact count; that is, a list showing every
is & vowel!) letter, together with the two which have
flanked it right and left each time it was
used. Such a count is partly shown in Fig. 63. This, like the frequency count, may
be prepared either vertically or horizontally; and, just as in making ready for the
frequency count, an alphabet may be laid out in advance ready to receive the con-
tact letters, taken from the cryptogram as they happen to be found. Specifically:
The letter F comes first in the cryptogram; it has no left-hand contact, but is con-
tacted on the right bv D. We find the F of the prepared alphabet, and place beside
it its contacts: *-D. The second letter of the cryptogram is D, flanked by F and R.
We find the D of the prepared alphabet, and place beside it its contacts: F-R; and
so on to the end of the cryptogram. Some solvers do not prepare an alphabet in
advance, but simply put down the main letters as they happen to come across them
in the cryptogram. It should be added, too, that the few contacts included in Fig. €3
were taken from the undivided cryptogram. When word-divisions exist, and are
known to be the correct ones, a great many solvers do not include any contacts
which involve two different words. Here, for instance, the second appearance of D
is shown with contacts R-M. These solvers, knowing that this D stands at the end
of a word, will leave the M-contact blank: R-*
It will be noticed from the figure that the contact-count is, in itself, a frequency

of 4, D has a frequency of 10, and

D, with so littls variety of contact
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count; it shows that 4 has been used twice (frequency 2), that B and C have not
been used at all, that D has a frequency of 10, and so on. We may also make it a
variety-count, by noting down beside each letter the number of different letters
present among its contacts. Ordinarily, the vowels have more variety in their con-
tacts than do the consonants, and take part in more reversals. The uses of contact
data will be examined more closely later on.

Now, giving our attention to English frequencies: No matter what frequency
table we examine, we always find that the letter E tops the list, with a frequency of
over 12%. Except in telegraphic text, the letter T' always has the second frequency,
near 10%. After that, the frequency tables will disagree as to whether 4 or O
should have the third frequency, or whether 7 should come before N, or S before R ;
but always the same nine letters, E T A O N I R S H, will constitute the high-
frequency group of letters. These particular lecters will make up about 70% of any
English text, and it is almost impossible to prepare one, no matter how short, with-
out using them in about that proportion, though in the shorter texts, L and D will
sometimes creep up into the high-frequency class, taking the place of #. Following
the high-frequency group, we find a group of letters which are always of moderate
frequency; and a third group made up of low-frequency letters. Since the frequency
tables themselves are not duplicates throughout, we could not expect, even having
a 10,000-letter cryptogram, to make substitutions by simply following the frequency
table and be absolutely sure of coming out with the correct solution, though we
might very nearly do so, and might, to some extent, succeed in doing this with a
cryptogram of 2,000 letters. The “ aristocrats,” however, are arbitrarily confined to
lengths which run between 75 and 100 letters. Even without manipulation, a text of
this length will not always show E as a frequent letter, and may, for some reason,
show Z or X with a fairly high frequency.

However, the “ class distinctions ” among the letters are always, to some extent,
dependable. High-frequency letters, moderate-frequency letters, and low-frequency
letters, all tend to be very exclusive. They will exchange frequencies with letters of
their own class, but all three classes are disinclined to welcome outsiders. The vow-
els, also, as we have seen, have their fraternity; if the frequency of E is lowered,
some other vowel, even U/ and ¥, will insist upon making up the difference, rather
than yield this privilege to a consonant.

The high-frequency group, as mentioned, includes the nine letters ET A ON I R
S H. Even in this exclusive circle, there are cliques —not ironclad, but clearly
noticeable:

Class I. The letters T O S appear frequently botk as initial letters and as final let-
ters in their own words, with terminal O confined largely to short words. All
three of these are very freely doubled.

Class II. The letters A I H appear frequently as initial letters, but far less fre-
quently as finals, especially 4 I. Not one of these is readily doubled.

Class I1I. The letters E N R appear frequently as final letters, but far less fre-
quently as initials. The letter E is very freely doubled; the other two not
so often.

The following further observation might be made: When one of these letters
changes its class, the least likely exchange is one occurring between classes /7 and I71.

Now let us return to the foregoing cryptogram and consider the application of
this information. A frequency count taken on this cryptogram vfril_l show that ‘when
its letters are rearranged according to their frequencies, they divide automatically
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into three rather clearly-defined groups, much like those of the normal frequency
table. There are eight letters which outrank the rest, and these, named in the or-
der of decreasing frequencies, are: R, D, V, S, F, Z, K, X. Presumably, then, most
of these are substitutes for letters of theclass ETAON IR S H.

If an examination now be made of the terminal letters in the cryptogram, it will
be found that, of the eight considered, the letters R D F have appeared at least
once in both positions. These we may label class (a), as being good material for
the originals £, 0, s. It is found that the letters S Z have appeared at least once as
initials, but not at all as finals. These we may label class (b), that is, good ma-
terial for the originals a, {, 4, except for a point which will be mentioned in a mo-
ment. The remaining three letters, V K X are found at least once as finals, but
not at all as initials; these we will call class (c), good material for the originals e, 1,
r. Thus, we are enabled te begin our work by noting down the following possibili-
ties:

(a) R DF might represent (I) — T O0S. (Compare the facts: ¢, 0,1).
(b) SZ  might represent (/1) — AI H. (Compare the facts: g,c).
(c) V K X might represent (/II) — E N R. (Compare the facts: e, k, [).

While such a classification is probably never 100% accurate, the writer has
still to find a cryptogram (unless among the very badly manipulated * aristocrats ")
in which at least part of the assumptions are not correct. We are dealing, how-
ever, with the very short cryptogram, in which a single occurrence of a letter in a
given position can be regarded as of some importance.

Ordinarily, the most frequent letter of (c) will represent e, as it does here. This
letter is famous as a final letter, and any printed page will show it at the end of 17
or 18 words in every hundred. There is not so clear a distinction between T and S
of class I.

The most vulnerable of the groups, however, is (b). Of the three letters which
may be represented here, two are vowels, concerning which we are to hear more, and
not one is readily doubled. When Z, tentatively included in this group, is found to
have been doubled near the beginning of a word, it is seen to be wrongly classified.

This method, as mentioned, is intended merely as a suggested means for effecting
an entry. The correct identification of only four letters, as we have seen, will
make enormous inroads into the contents of a cryptogram.

Other points which will at times prove helpful are as follows: In words of three
and five letters, the central one is nearly always a vowel, taking it for granted that
the words the and and will never be present in any difficult cryptogram. In the
longer words, the favorite positions of the vowels are the two positions which follow
the initial letter and the two positions which precede the final letter. The favorite
position of 7, in fact, is well known as the third-to-last. About half the words used
in any written text are of the type called negative, or empty; that is, the pronouns
and auxiliary verbs, and particularly the various kinds of connectives without which
no sentence can be put together. If your cryptogram is an “ aristocrat,” you will
probably find that most of your prepositions begin with A: amongst, amidst, adown,
etc. Every sentence contains a verb, and these are more or less limited in their
possible terminations. Any letter used only two or three times, and always fol-
lowed by the same letter, is good material for Q. With what has been said, the stu-
dent should have no trouble in dealing with the first fifteen * aristocrats * which fol-
low the next chapter. As to the remaining thirty-five of Mr. Lamb’s collection, we
need say only this: It is impossible to avoid every characteristic of the English
language and still write English.
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The General Case.— Now let us examine carefully Fig. 64, where the foregoing
cryptogram is repeated without its word-separations, and is followed by its fre-
quency and contact data. The various devices indicated in this figure are all of
a more or less optional nature. Concerning the preparation of the cryptogram it-
self, the chief requirement is that it be done in ink, or typewritten, on paper which

Figure 64

51011 3 3 2 1 9 4 4 21110 110 6 4 9 6 2 1 311 4
FLDRUJNUUHYXXURDMDS K VS O0PUJREK
510 3 5 5 3 4 1 61111 9 3 1 311 310 211 310 5 9
Z D YF Z J X G SRRV TQU Y RMWDATRWDTFYV
11 4 91011 4 9 310 5 6 5 510 3 51110 3 3 9 2 9 3
R KV DREKVYVYTUDVFS Z 2 DY F RDUNUDNVYVYOTVT
6 4 6 2 3 9 511

s X 8§ AWV Z R

Ordinary Frequency Count:

A B CDEVFGHTIJKULUMDNOPGQRSTUVWXYZ
2 10 5 1 1 5 4 1 3 2 1111 6 3 2 9 3 4 3 5
Contact-Information:

(Hizh-frequency symbols)

R D v S F Z K X
D.J F.R H.X D.K +sD K.D 5.V v.X
U.D R.M K.5 V.0 Y.2 F.dJ R.2 X.U
J.K M.5 R.T G.R D.V S.2 R. V= J.G
S.R Z.Y* F.R F.2 D.S Z.D R.V» S.5
R.V W.A K.D T.X Y.R V.R

Y. W W.F KT XA

AW V.R N.O

V.K T.F 0.T (Low-frequency symbols)

D.K Z.Y* W.2

F.D R.N G H M P Q
z..

XS u.v D.D 0.J T.Y

(Moderate-frequency symbols)

dJ N T W Y A 0 U
R.N J.U V.Q R.D# D.F» D.R S5.P N.H
P.R D.N v.D R.D* Q.R S.W v.v X.R
Z.X NV V.S AV D.F#

will suffer a great deal of erasure. The placing of its frequency figure above each
letter is highly recommended, but not vital. Many solvers will underscore all pos-
sible repeated sequences, and will indicate in some other manner all reversals of
digrams; others will underscore only the repeated trigrams and longer sequences;
and still others do not underscore at all, being content to have all of these repeti-
tions and reversals listed before them in the contact data.

As to the preparation of the contact data, most of the expert decryptors seem
to prefer the vertical arrangement of Fig. 63 to the one shown here. But, in simple
substitution, a full listing, made for all letters, is not necessary in dealing with the
average cryptogram. Usually, it will serve the purpose to make a frequency count



78 ELEMENTARY CRYPTANALYSIS

first, and then prepare a listing of contacts which includes only chosen letters, those
of very high frequency and those of very low frequency; with many cryptograms,
no listing at all need be prepared. The contact data, however, are valuable. Each
pair of contact-letters actually indicates a trigram. Examining, for instance, the
listing under R: The first expression, D.J., represents a trigram DRJ in which the
central letter was omitted in order to conserve time and space. When we find,
lower down in the same listing, another letter D, we see in this a repeated digram
DR. Considering the right-hand side of the same listing: When we find K used
three times, we see this as a digram RK used three times. By finding its duplication,
under K (left side), we are able to see that two of these repetitions are continued
as parts of a repeated trigram RKV. In the list of contacts for D, we find a re-
peated trigram ZDV, which may be traced, under ¥, as part of a longer repeated
sequence, ZDYF. It is usually best to underscore these longer repeated sequences
on the cryptogram; often, they can be identified from the list of frequent trigrams.
But repeated digrams, as a rule, are so numerous as to be in the way when noted on
the cryptogram itself. With digrams, only those which are repeated oftenest need
be underscored; they can nearly always be identified direct from the list of frequent
digrams. The solver, then, prepares his cryptogram and sequence data to suit him-
self, varying his method according to the difficulty of the given example. With
this done, his usual method of solution follows the process popularly known as
““ vowel-spotting.”

The Vowel-Solution Method. — Using this process, the first step is that of sepa-
rating the vowels from the consonants; the second is that of assigning identities to
the selected vowels, and afterward to the most recognizable of the consonants.

For assistance in applying this method, suppose we extract certain information
from the digram chart and have this concretely before us in a series of numbered
‘“ pointers ”':

1. The vowels 4 E I O are normally found in the high-frequency section of the
frequency count; the vowel U in the section of moderate frequencies, and the vowel
Y in the low-frequency section.

2. Letters contacting low-frequency letters are usually vowels.

. Letters showing a wide variety in their contact-letters are usually vowels.

. In repeated digrams, one letter is usually a vowel.

. In reversed digrams, one letter is usually a vowel.

. Doubled consonants are usually flanked by vowels, and vice versa.

. It is unusual to find more than five consonants in succession.

. Vowels do not often contact one another. If the letter of highest frequency
can be assumed as E, any other high-frequency letter which never touches E at all is
practically sure to be another vowel, and one which contacts it very often cannot
be a vowel. (This will apply equally to other vowels, wrongly assumed as E.)

With a text of reasonable length, say 150 letters, it is sometimes possible to de-
termine with certainty just which of the cryptogram-letters represent the six vow-
els; with shorter cryptograms, we can usually find four; sometimes only three.
But once the separation has been made, individual vowels can usually be established
as follows:

00 ~1 Chin fa o

The most frequent one is ordinarily E. The one which never touches it is most
likely to be 0. Both of these are very freely doubled, and for that reason are often
confused with each other, but seldom with any other vowel. They rarely touch
each other.

The vowel which follows E and almost never precedes it, is 4.

The vowel which reverses with it is I,
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The same two observations will apply to the vowel O; but a distinction occurs
when the vowel U can be found; this vowel precedes E and follows O.

The only vowel-vowel digrams of any real frequency are OU, EA4, IO.

Three vowels found in succession may represent JOU, EOU, UOU, EAU.

As to identification of the consonants: Those letters still remaining in the high-
frequency section of the frequency count will usually include TN R S H. Of these,
the most easily identified is H, which precedes all vowels and seldom follows one;
it may be identified often as part of repeated sequences TH, HE, HA.

Next to H, the most recognizable of the consonants, aside from frequency, is
probably R, which reverses freely and indiscriminately with all vowels, and has a
strong affinity for other high-frequency letters.

The consonant T can usually be identified by its frequency, by its tendency to
precede vowels rather than follow them, and by its almost inevitable combination
with H on more than one occasion. It is also notably difficult to distinguish from
the vowels.

The letter N has characteristics which are to some extent the opposite of those
mentioned for H; it prefers to follow vowels and precede consonants, and, to a lesser
extent, the same is true of S, according to some charts. However, N, S, and T are
all readily reversible with vowels, and are sometimes hard to tell apart.

The only frequent reversals of two consonants are ST-7'S and RT-TR.

The doubles T'T and SS are among the most frequent in the language.

Having this information, together with what we know of frequent digrams and
frequent trigrams and very common short words, we are well armed against the
longer cryptograms. Those which are shorter will give more trouble; but it takes a
very short cryptogram indeed to be really resistant.

Our foregoing cryptogram contains only 8o letters.

Figure 65
(Cryptogrem Frequencies:)
R D V S F 2 E X
11 10 9 6 5 5 4 4
E T L 0O N I R S H

(Normal Grouping)

To apply “ pointers ” in this case, let us begin by considering the individual
frequencies of the letters ET 4 O NI R S H. Their frequencies per 100, accord-
ing to our own chart, are about as follows: E, 12;.T, 10; 4, 8; 0, 8; N, 1; I, 7;
R,6; S, 7; H, 5. Thus, when frequency alone is considered, E and T have a tend-
ency to draw away from the others and form a private high-frequency group of their
own. The distinction among the others is not so clear, and not always the same in
all tables; we can only say of these that 4 and O will always outrank the rest, and
will be closely followed by one of the others, usually N, and that H will always
rank last.

Thus, the high-frequency group itself tends to sub-divide more or less clearly
into three minor groupings: E T—A O N—1I R S H. Of these, the first minor
group shows one vowel, the second shows two, and the third shows one} the vowels
U and ¥ are not present.

Now if the eight leading letters of our cryptogram, already listed as R D V' §
F Z K X, be examined in this respect, it is found that these, also, have a tendency
toward separation into groups of differing frequency, which more or less correspond
to the normal groupings, as indicated roughly in Fig. 65.
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Normally, we expect the highest of these subdivisions to contain one vowel
and one ccnsonant, specifically E and T. When we find that the corresponding
subdivision of the cryptogram contains three letters, the supposition is that one
of the vowels, O or 4, has moved up into this section; in that case, it has taken part
of the frequency of E, making it not at all unlikely that the most frequent letter of
the cryptogram will not represent E, and will not, in fact, represent a vowel. And
if, as we believe, there are two vowels in the highest section, then we are not likely
to find more than one in the central subdivision, especially when we note that it
contains only three letters. This would leave the fourth vowel to be found in the
third subdivision.

Thus, we have applied pointer No. 1. For the application of pointer No. 2, we
turn to the contact data. Comparing first the three letters R D V, and making a
careful inspection of all cryptogram letters whose frequency is 3 or lower, we find
that, of our three letters, the letter R has 7 contacts with low-frequency letters,
the letter D has g, and the letter V has 8. Thus, the letter R, though having a higher
frequency than the other two, has fewer low-frequency contacts than either, and so
begins to draw away and assume the aspect of a consonant.

The application of pointers Nos. 3, 4, and 5, provides no satisfactory distinc-
tion. But in pointer No. 8, we find a very clear distinction: D and V have touched
each other only once, while R has contacted both with a total of six contacts —a
great many for a cryptogram of this length.

We decide, then, that R is a consonant, and that D and V are vowels.

Considering the central subdivision, where we expect to find one vowel: Ap-
plication of pointer No. 2 shows that S has four of the low-frequency contacts,
while F has two and Z has only cne. Further examination of S by pointer No. 3
shows that it has an unusual variety in its contact-letters. Thus, S would appear
to be the vowel here.

As to the third section, there is so little difference in frequency between these
letters and some others not included in the high-frequency class, that any distinction
found would not be convincing.

The individual cryptogram, however, has happened to contain the sequences
VXXU, SRRV,SZZD, DNNV. Application of pointer No. 6 confirms our previ-
ous selection of D, V, S, as vowels, and suggests that the letter U might also rep-
resent a vowel. Since the frequency of this letter is only 2, we cannot feel so con-
fident in drawing conclusions about it; however, a glance at the contact data shows
that it has touched four different letters, which is 100% variety, that one of these
four letters is an accepted consonant, and that none of the other three, so far, is
an accepted vowel (pointers 3 and 8). The chances are that this letter U, with its
low frequency, represents y in some such formation as ally, ully, etty, etc.

With four vowels tentatively isolated, we are now in a position to apply pointer
No. 7, and this we may do by returning to the cryptogram and marking for atten-
tion each appearance of each supposed vowel. This is usually done by circling each
one with a pencil mark. In Fig. 66, a small letter “ v ” has served the same pur-
pose, and a few serial numbers have been added for convenience of reference. Now
let us examine Fig. 66.

At (a), watching the small “v’s,” we find a fairly uniform distribution of
vowels except for three long segments beginning, respectively, at the 2oth, 27th, and
37th letters. For convenience, these have been copied out at (b). The two of
these which are longer, and therefore most likely to contain at least one of the miss-
ing vowels, are both found to have included Z and J. Of these two letters, Z is
one which was previously discarded (from the central section of the high-frequency
group) during our preliminary investigation. Examining it again, to make sure,
we find it now as a double between two supposed vowels, and having two additional
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contacts with supposed vowels (pointers 6 and 8). But J, we find, has never con-
tacted any supposed vowel; it reverses with a supposed consonant, and shows as
much variety as could be expected of a letter appearing only three times.

The acceptance of J provides five of the vowels, with frequencies of 10, g, 6, 2,

) Figure €6
2

v 7 v v v v v v v v 1 25
F DR J NUUHVY X X URUDMMDS KV S O0PUJUZRTE2Z

(b) 20-25 27-32 37-41
OPJRKZ YFZJXG TQYRW
7t ? t
(e)
F DRJNUHVYVY X XURTUDMDSZEKVS O0OPUJTZRIE?Z
e t i ¥ [} y t e e 8 h o =a i ¢t h
D Y F 2 X G S RERVTQYZRWDATERW F V R K
-] i a t t o t e t e o t h
VDREKVYVTDTFSsSZ 2 DYV FURTDUENNVYVOVTSIXS
o e t h o e a [:] t e [ -] a a
A W V Z R
o T
(a)
Preliminary essumptions: yte.eahosa, thoetho.
CORRECTIONS: yt0.0ahEa. thEOthE.
+seto go shead... +ssthe others..
(e)
FDRJNUUHYV XX URDUMDSZEVSOPJZREK?Z
o t 1 ¥ e y t o o & h e & i t h
N E G D ¥

Notify =*e**y to go ahead withessssss

and 3 —a total of 30 out of an expected 32. In a longer cryptogram, we should
probably look for the sixth vowel among those letters having approximately the
correct frequency for making up the expected 40%. As to the present case, we
should have no trouble selecting it from the five-letter segment at (b); but this
would cause us to spot also the short word in which it is used, and our immediate
concern is that of spotting vowels only through their known characteristics as
vowels. We will assume, then, that the last vowel cannot be found.
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The next step demands that we assign to the most frequent of the supposed
vowels the value e, which happens to be a wrong assumption. Concering this, it
may be well to repeat here something which has already been said: In dealing with
the simplest of cryptograms, there is often a short detour into trial and error. Also,
the average decryptor, accustomed to the work, and fully aware of what he may
expect from only 8o letters of text, will usually pause at this point and make some
further observations before filling in any of his substitutions. However, there is
value even in the making of wrong substitutions; the actual placing of supposed
plaintext values in their supposed positions puts the plaintext possibilities before
us in visual form, causing us to note easily those very points for which the experi-
enced decryptor examines in advance.

Figure €7

1, FDRJN UHVXX URDMD SKVSO PJREKEZ DYF2J

XGSRR VTQYR WDARW DFVRK VDREKEV TDFS2Z

ZDYFR DNNVO VTSXS AWVZIR
(80 letters).

2, HVXXU TVWDT RAZDY FZJXT VSOUR DSZRN

SEDTS QXULEKE SEVOT DWWVO DREKEVT GSRRYV

TQYRA YMMVA RPVAK DYXOH VVWKS GGVTJ
FMSRR KJAREKE TDYMK TJZKS TOALR KJFHR
KVUGS UMTSF RRKVA YQAJO URKSR UDYAW

DHVDN.
(155 letters. - Totel for both cryptograms: 235).

At (c), then, we have made our substitutions. We have assumed that the most
frequent vowel, D, is representing e. Having noted the v-v digrams DS, VD, VS,
we have selected S, rather than V, as the substitute for g, preferring a digram oa
(DS) to a digram ao (VD). This leaves the vowel of second frequency, V, to rep-
resent 0. This will cause the third of the v-v digrams (VS) to represent oe, not
frequent, but better than the digram ao previously menticned. J, then, probably
represents #, and U may represent ¥.

As to consonants, we have assigned the value ¢ to the most frequent one, R,
and there has been no difficulty in identifying % in the letter K, which three times
has followed R. But our present cryptogram is too short to provide any clear dis-
tinction among letters which might represent 7, r, s. With the seven substitutions
made, as shown at (c), notice how quickly it becomes possible to spot the incon-
gruity of sequences tho, more than once, in a short text which contains not a single
occurrence of ke or ha. Notice again, at (d), how quickly the mere exchanging of
the values e and o will bring out word-suggestions.

At (e), the first line of the cryptogram is repeated, as it would appear after the
making of this exchange. The beginning of the message can almost be read: The
first word appears to be notify, furnishing two new substitutes. Three more can be
furnished in the suggested sequence to go akead with. And here, the word with
would be tried in any case, because it is a common word, and because the frequency
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of the letter P is suggestive of w. Arrived at this point, we begin to notice pat-
terns: postpone, council, account, matter, and so on; so that the rest of the solu-
tion is largely a matter of filling in framework. In the given example, it would
also be noticed that F and N have resulted from reciprocal encipherment; this may
not be the case with other letters, but it presents a possibility which is always well-
worth investigating.

Figure €8
Digram Count for the Longer Cryptograms

(First-Letters)

ABCDEFGHIJKLMNOPQ RSTUVWXYZ
A 1 1 NERER 3 i ]a 1
B B
C C
D 11 NERER 33122 31D 21
E 7 E 2
F 2 2 1 3 F g -
N 1 1[1[1 1 G s
e H 1/ 11 1 1 H 4 =
¢ I I
o J[1 2 1 |2 z1d 9
n K[1 11 101 1 11K 18
a4 L[1 1 L 2
) B 11 1 1 v 6
L N ? 1 1 1 N 5+
s O 1 ARNEEER :
t P 1 1 P 2
t Q 12 1 ]Q 4
e R[3 SEEEREREE Z[4[13]1 2[T]R 28 =
r S ARBE Z (11 T3 2] |1 s 18
e T 3 ARRER TRNEEER T 15
U 2 11 13 U ¢
v 1112 AERERREEREERE v 24
w2 1 z 311 w8
X 7 T 2 T2 ] x o
Y[Z g 2 Y 10
[T 2 11 2 T 11z s
ABCDEFGHIJKLUNOPQ RSTUVWXYZ
9 s &z

Most Frequent Digrems

RK, 10 KV, 6 VWD, 4 SR, 4
VT, 6 DY, 6 RR, 4 5, 4
v, 4

The Digram-Solution Method. — This method, representing another of our
many debts to M. E. Ohaver, may be used either in conjunction with the vowel
method, or independently, as the fundamental method of attack. For a satisfactory
demonstration, however, we need more material, and Fig. 67 shows our cryptogram
again, together with a suspected reply. Thus we have a length of 235 letters, so
that the preparation of contact-notations, which we found sufficient in the preced-
ing case, becomes here an irksome task.

For these longer cryptograms, it is usually best to put all of our data into the
form of a digram-count, as indicated in Fig. 68. This is most easily done as fol-
lows: Using a sheet of cross-section paper, mark off the limits of a 26 x 26 square;
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write the normal alphabet across the top, so that each of its letters will govern a
column; and write it again along one side, so that each letter will govern a row. For
added convenience, these two alphabets may be repeated, as they are shown in the
figure. Now, remembering that each letter in the text is the first letter of a digram
(except the two which are finals), our two texts, with their total of 235 letters, are
to provide a count on 233 digrams. Taking letters one by one, just as they come
in the cryptograms, find each letter in the upper alphabet; find, in the side alpha-
bet, the letter which immediately follows it in the cryptogram, and count this di-
gram by placing a tally-mark in the cell at which the column and row governed by
these two letters are found to intersect. In the figure, the tally-marks have been
replaced with numbers showing their totals. It will be noted that the process de-
scribed is identically the method which would have been used by Meaker in pre-
paring the digram chart; and, just as in the case of the digram chart, the counting
of the digrams has automatically counted the single letters. To obtain their fre-
quencies, we may total either the columns or the rows, taking the larger figure in
those few discrepancies caused by initial or final letters. With the chart under-
stood, the digram-method of solution can be shown in a nutshell.

An inspection of this chart enables us to find quickly that the leading digrams
are those listed: RK, VT, KV, DV, etc. These, almost certainly, are the substi-
tutes for digrams ranking high on the normal list, and many others, having a fre-
quency of 3, are very likely indeed to be substitutes for digrams from that same
high-frequency class. Our text, of course, is still short, even with 235 letters, and
we do not invariably find, in texts of this length, that the ranking digram (in this
case RK, frequency 10) is the substitute for ¢k, though the chances are, at all times,
that it is. And should it prove here that RK does not represent ¢k, then we may
be quite sure that ¢4 is represented in one of the digrams VT, KV, DV, having the
next frequency, 6. With the single exception of RR, each digram of the nine which
are listed below the chart can be checked against three other digrams: Its own re-
versal; the doubling of its first letter; and the doubling of its second letter. In
addition, it may be checked through the individual frequencies of its two com-
ponent letters. These points of comparison, made for each of the nine leading
digrams, have been tabulated in Fig. 69, so that the discussion may be easily fol-
lowed.

Examining RK, assumed to represent th: Its reversal, KR, has not appeared on
the chart, which is satisfactory for a digram of no greater frequency than its sup-
posed original, z¢. The doubling of its first letter, RR, has appeared four times,
which is satisfactory for ¢¢, one of the leading doubles of our language. The dou-
bling of its second letter, KK, has not appeared, which is eminently satisfactory
for a digram as rare as kh. Its first letter, R, has a frequency of 28, the highest
in the cryptogram, which is not at all unusual in the case of #; and its second letter,
K, has a frequency of 16, a little high for %, but not unsatisfactory. Thus, we find
nothing, so far, to contradict the supposition that the digram RK is the substitute
for th. But if K represents #, it should be possible to find digrams beginning with
K which will check equally well as the substitutes for ke and ka. We do, in fact,
find KV and KS. But which is which? Examination of Fig. 69 shows that one
of these, KS, has a reversal, SK, frequency 1; but this is not informative, since it
would be equally expected of ek or ah. Further examination shows that ¥ has been
doubled, which is far more characteristic of e than of a. Also, the individual fre-
quency of V, 24, is the second highest in the cryptogram, and more likely to be that
of ¢ than that of a. Thus we may assume that KV represents ke and that KS rep-
resents ka. This automatically identifies the digram SR as at. As to VT, this,
apparently, involves the only reversal of any prominence in the cryptogram. Its
first letter has already been identified as ¢, and the outstanding reversal of the lan-
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guage is er-re. This is not so certain as in the preceding cases, but the frequency
of T is satisfactory as that of r.

Thus we have identified the letters ¢, k, e, a, r, which is as far as the tabulation
has been carried. Having the substitute for %, we may now bring in the vowel-
solution method through examination of digrams KD, KJ, KT, KZ; or continue
with the digram-solution method by looking over the field for some of the other
h-digrams: sk, ch, wh, pk, gh, and so on. The first of these should be easily iden-
tified by the frequency of s, and, in addition to the regular three check-digrams,
we might check this against a possible s¢, another of our leading English digrams.
With the process explained, we need not go further; the substitution of letters
t, ke, a, r, s, will surely break any simple substitution cryptogram. Possibly,
enough has not been said as to the use of the trigram list, the consideration of com-

Figure €9

Digram Doubled Letter Letter Frequency Supposed
Original Reversed  1st 2d 1st 2d Identit,
REK 10 K R... RR 4 KK«K.. R 28 K 16 th
VT 6 TV 2 Vv 1 TT.. V24 T 15 er
KV 6 VK.. KK.. VV 1 K 16 V24 he
DY 6 ¥YD... D Deae Y Y... D2l Y 10 ?
WD 4 DW 1 WW 1 DD... w8 D2l ?
SR 4 RSo.., S S«s. RR 4 S 18 R 28 et
KsS 4 SK 1 K Keew S S... K 16 5 18 ha
RR 4 sees sees cees R 28 tt
HV 4 VH.. HH... VV 1 H 5 V24 7 (-9)

mon affixes, common short words, and so on; but these are all points which the stu-
dent can best develop for himself.

Another point, however, must not be overlooked: the long repeated sequences
HVXXU, ZDYFZJX, DRKVT, GSRRVT. Repeated sequences of these lengths
will usually come from repeated whole words, making it possible, to some extent, to
attack the cryptogram by word-division methods. It is, in fact, the repetition of
sequences, these and many others, which, in the beginning, has led us to assume that
both cryptograms are using the same key. As to the recovery of this key, we need
not wait until solution is complete. Even in simple substitution, it is well, during
the identification of substitutes, to have before us a sort of skeleton key, in which
the plaintext alphabet has been written out in normal order, so that the substitutes,
as fast as their identities are discovered, can be placed below their originals.

Thus, having identified as many as twelve letters in our present cryptogram, this
skeleton key, or framework, might begin to assume the appearance which is indi-
cated in the upper tabulation of Fig. 70. Here, we are able to note a reciprocal en-
cipherment between A and S, F and N, R and T, and U and Y, suggesting that the
whole encipherment may have been reciprocal; if so, we have the identities of four
additional substitutes: O, I, H, E, representing d, j, k, v, respectively. If they are
present in the cryptogram, these four substitutions may be tried; but with or with-
out their presence in the cryptogram, they can be added to the skeleton key, as in
the lower tabulation of the figure. Notice that when this has been done, the cipher
alphabet is beginning to show alphabetical sequences (reversed). We find # 7 J K,
and, just before this, D F, which is an alphabetical sequence if the letter £ has been
taken out for use in a key-word. Between DF and HIJK of the cipher alphabet,
we need only G to fill out the sequence; therefore either I or 7 must belong to the
key-word; comparing this with what is found at the other end of the sequence, we
find that either L or M would be the substitute for g. Between NO, we find V, evi-
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Figure 70
Supposing 12 substitutes to have been identified:
Plaintext alrhabet: abecdefghi jklmnopgqrstuvwxyse
CIPHER ALPHABET: S VN EKJ FD TARY U

Assuming reciprooal substitution:

Plaintext alphabet: mabede fghi jklmnopgrstuvwxys
CIPHER ALPEABET: s OVN KJIH FD TARYE U
QTPY = LT G? C7B7* ¥ —F7

dently misplaced; and, following O and preceding S, we find two positions which
may be occupied by two of the letters PQR, of which R has already been placed
(under ¢). That is, where the encipherer has used a key-word-mixed alphabet with-
out troubling to carry it through a transposition process of any kind, we are often
able to build it up again, and make it help us in the solution. This is especially true
if he has used reciprocal encipherment; with the substitutes which may actually be
found in our foregoing cryptograms, a little rearrangement is all that is needed in
order to discover exactly what the original key was, When the cipher alphabet has
been carried through a transposition block, it is not so easy to recover during the
actual process of solution; afterward, however, it is not usually difficult to treat it
by one of the transposition processes, just as if it were a transposition cryptogram
of 26 letters. In the examples which follow, the key-word-mixed alphabets were
used as they stood, though we believe that none of the encipherment was reciprocal.
In one case, however, the plaintext and cipher alphabets were both mixed, accord-
ing to different key-words, so that the recovery of this key may prove troublesome.

45. By PICCOLA.
SCYJT OPNRM JTUEA WSROR OAEPQ RJCRO ARMPH

QKJQS BRSJHA XPFEE AQRMY SRPQP MPSEC AHGAW
SROPE EESHA QOPVS HIROA QPFAE AHIRO PHNPQ
RJHTF UANCJ MRYRO MAAWA EEBTQ RWMSR ASRJH
AITUJIT RUAEJ WPHJR OAMPH XNQAAW OPRYJ TQAAL

48, By PICCOLA. {Plaintext and Cipher Alphabsts have each & key-word),

JCWEH SNDFS BNJIV TEAGYV DHOCQ QIQFR PHFEQ
EARFQ ARFAH FQEJC BNJNH BEOCB XKLNOV HBLFAQ
JBNAB LFVHC AJIVEB HWNST BLEAG VAJNS RFWNS
YRVSS CAEHY LQFCJ EAGJIJN AWNSO VBVCQ YDCSP
HEHEOCOC SPEAG BEOWNA FRLCA GHNEAK CSONS HACBE
FACQX,

47. By PALOMITA. (No key-word).

BOYBA NEKILL APSERI YAPYY UPBLY ERPBP LGYGU
HLABO YRKJAE LPYLH HJACR PORCQ UYNBH LABOY
GNAZN YLHBO YKNAN PRBRW OJCBR CQDHNP K
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48, By PICCOLA, (Of thess two, one has normal word 'd'ivl.aiunu; the other has not).

n.r 51C HEPPC AEPTJ WPOYD QP RMELU EINDEPQ TC
QDQDPCPD HEG EPUOPQDQ UQDJIC., ISYE Q TCPVEMYR
EWM EEEC QESPEL UEINE? P DQHUPQC GPJ TCV !
EOQOEE1QUCI, P KJ PESXQTEQNCI P KJPDQD JIDPUPU
CG GYJRQT EVEMY P DHKGEPQFDIS.

49. By PICCOLA,
PBXLABEI CDJ DBI LYPR LD 0IX LYI PK VYAL?

AGFYAMILE LYIKI DC AGG LD OIXVDJREK LYI CPBRPBN
IDQ AJI? QK JISPBRK LYAL ABR X QF FPL FFEC LD
IBR VYPEY 0OBDV XDQ PC EGIAJ FIJCIELGX PK
SIABPBN PLK. AJPKLDEJAL AB BDL PX LYPK BD!



CHAPTER X

THE ConNsoNANT-LINE SHorT Cut
A Method for Attacking Difficult Cases

By George C. Lamb

Several routine methods have been evolved for special use on the very difficult
“ aristocrat ” — that fascinating form of simple substitution with word-divisions in
which the message is of no importance whatever and the encipherer’s full attention
has been given to manipulation of letter characteristics. Of the several such meth-
ods which have proved workable over a long period of years, the author’s favorite is
the “ consonant-line ” method, the exact value of which has been tested in a special
analysis of 130 very difficult cryptograms. However, it should be stated clearly that
no method is a mechanical crypt-solver; these devices merely serve to bring out
clues which to the haphazard worker are totally invisible. For discussion, we will
consider an example by M. E. Bosley which appeared as No. 19 Aristocrat in The
Cryptogram for June, 1936. This is shown at Fig. 71.

Figure 71
UWYMUNXEKEA EHXRBZ UVXMUWBZ OYZTWHVCXYA

CYATULZ DBRAHVEKBA; ZWSVAHEKUZBKGC, MSCX

CYXBS, XVZYTRYCXP,

The werk must be initiated by isolating a small group of consonants, and the
problem of selecting these with certainty is one which for years has baffled the
shrewdest solvers of both the National Puzzlers’ League and the American Crypto-
gram Association. Many successful solvers have based their selection on frequency
alone, rearranging the letters of a frequency count in the order of decreasing fre-
quency and marking off a section of low-frequency letters which will presumably in-
clude only consonants. But the clever manipulator is able to distort frequencies out
of all resemblance to the normal table, and here we will base our selection on variety
of contact — something which the constructor cannot successfully manipulate.

Fig. 72 sums up the entire process. At (a) we have a list of contacts taken in
the order of appearance of the letters, and at (b) a rearrangement of the cryptogram
letters in the order of decreasing variety of contact. Immediately above each letter
is its “ variety count ” and directly above this is its frequency figure. In this set-up,
a certain number of letters taken at the extreme right may confidently be marked
oif as a group of consonants. As to just where the line of demarcation may be set,
recent analysis has shown that it is safe to include 20% of the total variety-count.
In this case, the sum of all variety-figures is 104, and 20% of this, roughly, is 21.
If we begin with P at the extreme right and add numbers backward for a count of 21,
we find that the line of demarcation falls between R and C. - However, we have at
this point four letters, M, R, C, S, whose variety-count is uniformly 5, and any two
of which might have occupied the places of C and S. To accept a vowel at this
stage would mar the effectiveness of our system, and either we must discard all four
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of these letters, or we must find a means of differentiation other than their variety
of contact. At this point, letter-frequencies come into play.

Examining the set-up just as we have it prepared at (b), note that the two fig-
ures just above M are 3-5. This is a “ step-up ” of 2 points. Note that just above
R we have the same two figures 3-5, another step-up. Above C, we find the two
figures 6-5, this time a “ step-down ” of 1 point; and above S we again find 3-5, a
step-up. According to years of observation, confirmed by investigation of special
cases, a vowel nearly always shows a tendency to step up, while consonants are

Figure 72

Sl) List of Contle_gi

Ug W, Y9 Mg Ny X0 By A Ey Hg Ry Bg Zg Vg 0 Ty C5 Dy S5 By

-N U-Y W-M Y-N M-X N-K X-A K- -E E-X X-B E-I B- U-x =Y I-W VX =B W-V X-
-V U-B 0-Z X-U H-R V-B Y- W-V B-A W-Z B- H-C T-R -7 u-C
M-W T-H X-A -§ V-M E-U Y-U A-V T-Y D-R Y-T H-K E- B-
A-Z 2-5 C-A C-Y B-C E-B A-K K- U Sea S5-X
E-2 C-X C- B- i-E  -W X-Z -1

2-T Y-B V-B X-5 U-B Y-X

R-C =V VY

C-P

(The figures give the "variety-count,” or number of different letters contected, Reversals may be
indicated by circling letters. Note that in dealing with normal word-divisions, we may omit contacts
falling between one word and another).

{b) Basis for Primary Isolation of Consonant-Group:

Letter-frequencies: B7664465473362211111
VARIETY OF CONTACT: 10 9887776665565421111 (104)
XYBVWKAUHZMRCSTNEODP
(e) (d) (e) (r) 3d word:
FIRET CONSONANT LINE SECOND CONSONANT LIKE THIRD CONSONANT LINE
X . XX X
CTNEODP CTNEODPAU CTNEODPAUWZ UVIMUWEZ
H
v V|V aad ki
x| xxxx x| ;xx x| xxxx  (Vowel) (g) Tth word:
vy |y vy | vayyy (Vowel)
k kkk Kkl XX XX XX. X
1] 8 sls ZWEVAHEKEUZBEKC
z it 1181 (Conaonmt)
w W wwww (Conscment i) (h) 4th word:
r rir rir
m mm mm, T XXX XX+ s X
h hhh hhhh OYZTWHVCXYA
b blb bbb| bbb (Vowel) H
u uuuufu (Consonant)
a a (Consonant)
tlt (Consonant)

prone to step down. Thus among our four doubtful letters, there are three, M, R,
and S, of which one will probably be a vowel. But the remaining letter, C, has the
step-down peculiar to consonants; and while a step-down of only 1 point would not
be definitely informative when found at the left end of the set-up, it almost certainly
indicates in the present position that C is a consonant. Thus, we are able to include
seven letters, C T N E O D P, in our group of “ sure-fire ” consonants, but have to
dispense with several points of our 21-count.

At (c) we have the beginning stage of the actual investigation, while (d) and
(e) are amplifications of the first stage. In these the original consonants are used
to determine other consonants, progressing from stage (c) to stage (e). First, the
original group of consonants is set down on a sheet of paper, and the space below it
is bisected by the consonant-line. Consulting (a), we then find the letters of this
group one by one, and all contacting letters which precede any one of them we set
down on the left side of the consonant-line, and all those which follow any one of
them we set down on the right side, always once for each time that the contacting
letter appears. Thus we have stage (c). While we do not often encounter doubled
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letters in this form of cryptogram, it may be well to say here that while a doubled
letter would be counted among the frequencies of letter appearance, its contacts
with itself would not be entered on the consonant-line. That is, a doubled L would
add a frequency of 2 to the general count, but contacts L-L would be ignored.

At (d) we have the first step in amplification, for which we are indebted to
Chester A. Griffin. If there is any letter in the cryptogram which does not appear
at all in (¢), such a letter is practically sure to be another consonant. In this case
we find 4 and U, and in (d) these two letters have been added to the consonant
group and their contacts placed on the consonant-line. From this point onward, the
work becomes more tentative, and, as a detail of operation, Mr. Griffin suggests
that further additions to the consonant-line be made in another color of lead; if it
then becomes a matter of necessity to erase, only the new letters will be included
in the erasing.

Figure 73
1 2 3 4
XX s XX aeoXX X s ¢« X o X XX XXX, X X o XXX o XX o oX
URYMNXKA EHXRBZ UVXMUWBZ OYZTWHVCXYA
h h h
5 6 7T 8
X XXX X s XX s XX o X XX ¢ XX 4 XXX eoeXX X o« X o
CYATUZ DBRAHVYVKEBA; ZWSVAHKUZBKGC, MSCX
h
9 10
X o o o @ s X X 4 XX g X o X
CYXBSs, XVZYTRYCXP.

Further work includes the application of the * force method.” That is, we turn
our attention to the cryptogram itself, marking with a small cross, or otherwise, all
letters determined as consonants, and placing a dot, or other indication, over all
letters determined as vowels. Some vowels become evident as early as stage (c),
as here we find both X and ¥V freely contacting our preliminary group of conso-
nants, and if confirmation is needed, a glance back at set-up (b) will show that both
of these are step-up letters. They may be labeled vowels without hesitation.

As to consonants, there are two clear text letters, % and », which, owing to their
many contacts with other consonants, and particularly with the low-frequency con-
sonants (as in the digrams CH, GH, PH, WH, NG, NC, NK, NQ, etc.), will often
show up clearly on the consonant-line. Of these two, # will appear largely upon the
left side of the line, and %, the more reliable of the two, upon the right side. Exam-
ining (d) we find W and H appearing exclusively on the right side of the line, and
since, under the rules of the game, no letter may be its own substitute, we may as-
sume here that W represents k.

Further concerning /#: An examination of the cryptogram shows that W has oc-
curred twice as the second letter of a word, and the second-position is particularly
characteristic of 2. Then, assuming that W actually does represent %, we have in
the seventh word of the cryptogram an intimation that the letter Z is also a con-
sonant (since formations like AHEAD, AHA, are very rare, and seldom, if ever,
occur in long words). Thus, we have two new consonants, W and Z, to be added
to the consonant-line, with their contacts below, extending operations to stage (e).
If desired, the spotted consonants may now be crossed off on the line itself, or
merely indicated as in (e). It seems evident from (e), confirmed by (b), that B
is our third vowel, and the supposition can be strengthened by inspecting the third
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cryptogram word, which, at this time, will have appeared as in (f). It also appears
from (e) and (b), confirmed by the aspect of the tenth cryptogram word, that R
is a consonant. Similarly, M, which, on three appearances, has twice contacted a
vowel, may be placed as a consonant. These two new consonants, R and M, are
added to the group of known consonants, and all of their contacts are placed on the
consonant-line. Our next victim is S, evidently a vowel in spite of (e) because of
its position in the seventh cryptogram word (g), which, otherwise, must begin with
five consonants in succession. Presuming that a fifth vowel is to be found, the same
word suggests either K or H as the candidate. The choice falls on H, according to
the fourth cryptogram word (h); and thus continuing the force method with one
eye on the consonant-line and the other on the cryptogram, the v-c formation of the
cryptogram is finally established as in Fig. 73. Actual identification and solution fol-

Figure 74
A text prepared by RUFUS T. STROHM: HYNWED
OMRI, UNEEMPT HELP, BRISKLY SCYTHED BUCEWHEAT ee|eecee
t|t
CROP. PANICKY SKYLARK UPSHOT; BUMPKIN SHOWED w
§S
SMIRK. o|oo
1|1
Frequency: B8 65453 4546534443232 ¢
Veriety: 10 8777666665555 44421 kkk|k
EPEMRACIOSHLTUYNWBD ujuu
x XX XXX a
iji
h
Amplification at step (d) adds P and M. r

low the usual path of patterns, cross-comparison of words, and inspiration, where
all systems are subordinate to the solver’s own perspicacity . . . or “ cipher
brains.” Chapter IX has given some methods for identifying letters from their
characteristics, and also mentioned the preparation and use of pattern-word lists.

At this point, it might be well to mention the “ vowel-line ”* method, whose ap-
pearance was antecedent to that of the consonant-line. This earlier method was
conceived by Erik Boden, and in principle works in reverse to the consonant-line
method. Its set-up is like that of the consonant-line except that vowels, instead of
consonants, are placed at the top. The contacts made by the determined vowels are
listed fore and aft as is done with the consonants in the consonant-line method.
The vowel-line shows several letters by certain characteristics . . . a letter appear-
ing exclusively on the left might represent %, and one appearing solely on the right
can be taken for #. The liquids, ! and r, straddle the line about equally. On the
supposition that you have located three vowels, the list of contacts on the vowel-
line will not include, or only rarely, any other vowels as yet unidentified. A good
suggestion is to use the consonant-line as specified, and then follow up with the
vowel-line, using the vowels you have definitely identified as such. The result will
be thus: The letter appearing exclusively to the right of the consonant-line will ap-
pear solely on the left of the vowel-line, and vice versa. If such appearances are
noted, then you have spotted 2 and n . . . . . identified as suggested in another
part of this chapter.

The workability of the consonant-line system in unravelling the mysteries of the
“ Dizzy ” crypt is best judged by making a series of preliminary sheets from clear
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text. In Fig. 74, for instance, we have the solution to one of the most skillfully
manipulated cryptograms in the collection of 130. This was prepared by Rufus
T. Strohm as No. 17 Aristocrat of the April, 1932, Cryptogram. The total variety-
count is 104, 20% of which is about 21. The line of demarcation thus falls in the
group H L T U, each with a variety-count of 5 and no step-down. H, with figures
5-5, could be grouped with the remaining letters, givingus H ¥ N W B D as conso-
nants, with P and M to be added at step (d). We thus include ¥ among our sure-
fire consonants, and, in fact, it often is a consonant, but this is a problem no solver

92

Figure 75
A text prepared by J. LLOYD.HOOD: DCMPBFQWJK
GARGANTUAN MESTIZO ESCORTS JUNOESQUE NEGRO aaae|aaan
oo|ooo
WOMAN ADOWN NIGHT CLUB AISLE. DARK HUED eeee
nin
AMAZON HAD BEAUTIFUL LAPIS-LAZULI PENDANT, 88
1
Frequency: 14 9 86107666 44533232211211]i|4
Variety: 121111 9 8866655 444333222211) ujuu
A E Ul NOLSTGRDEZCMPBFQWUJEK]|Tr
x XXXXXXXXX

Amplification at step (d) adds T, G, H, and Z.

has yet been zble to overcome. However, the letter ¥ can usually be spotted by
position. Note that except for ¥, every vowel here is a step-up letter.

The above two examples have represented the “ tough ” case. In Fig. 75, where
the text is the solution to a crypt by J. Lloyd Hood published as No. g in the
February, 1932, Cryptogram, we have the average comparatively simple case. The
total variety-count is 118, making the isolation count about 23 and throwing the line
of demarcation into the group D H Z, where D is the only step-down letter. Every
letter in the isolated group is actually a consonant, and step (d) adds the letters
T G H Z. On the consonant-line, 4, 0, and to a lesser extent U, stand out clearly
as vowels. E might be mistaken for H until we apply the force method, while 7
shows a step-up of three points, in addition to whatever shows up on the cryptogram.
So up and at ’em! Edgar Allan Poe spoke truly when he suggested that whatever
the human mind can devise, the human mind can also untangle.

Norte: For additional methods of analytical attack on this kind of cryptogram, the student
is referred to the booklet “ Cryptogram Solving,” by M. E. Ohaver. This can be purchased
direct from the author (Columbus, Ohio) for twenty-five cents, or may be purchased from
the Frank A. Munsey Company. The textbooks of the National Puzzlers League also in-
clude chapters devoted to the solving of cryptograms; further information concerning these
may be had by writing to R. T. Strohm, 1328 E. Gibson Street, Scranton, Pa.

H. F. G
50, By ROBO.
POUYH  IBQUAV  PUKO M  EGUHAC MK KOH POUEH
OBLJH, KOHBCBGH GBBJHNHYE GHSHUNHC MA UAWLGR KB
BAH HRH POUSO SMLJHC  IYUACAHJJ.
51, By SUE DE NYMME,
"IDFURSF UJBDOC UJY NEGNXDNOWN IDFU FUN CXJKGDOC
JOY RGGXNKKDBN AJO IN WJOORF  JGGXNWDJFN FUN
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JZZJHDMDFL RZ FUN URONKF JOY CNONXRSK." —RXDNOFJM
JYJCN.
52, By I TAPPA KE.

B HCN FBA TIOA CAXW PBXLSBW RAMC MPJ  SCCHK.
BIMJT MPBM PJ RK TIOAARAN COM CL MPJ  SCCHK.
53. By TRYCHS.

ZAXABAPRSANL CDRLT  ZNLZDLSERSANL NQ WNWFBRSANL, ZBNTD
PSABAPRSANL NQ SKD BRLU, TWEDRU NQ ALUFTSEV — RBB
UEAXD HABU BAQD RHRV.

54, By DECIBEL.

ETJ UZ  WJIWNLUFZA, RNUJW FV NYYWZQFBNUJCP ZAJ IZTWUG
EJJYJW UGNA FU NYYJNWV Uz MJ RGJA CZZDFAH FAUZ FU.
55, By B. NATURAL.

GBAM BP NCLBGMC: —— IBAM FDCCDIH HKULC BP DSBD, RBGE
BP BPTBLPL, AGDEC BP RBVSBULP, FLEMH VLEM BP BGGBFDEH.
SEHFLPT LNM BN BP REHHDECB, UDN BPTEBUMHNEDP BP
NMPPMHHMMN , NDDE FEVLCF BP EMPNEVEW.

56. By POSIUS.

SHTOADDCTUD TO SLIHCTICDP LHA XCzZA IHALICAD TO SALFA
— IEAR TUXR ECUB ICXX VA LHA DIHTTM AUTNME IT

KHALZ IEAP, = ABPNUB KNHZA.

57. By LIGHTNING.

QFY. N2ZDO, YOFLAVU HAVVOF NVVBCVSOY: PFOSAZO RBF
YBCZ AY RFBQ DNEKO QFY. HCQZDAVU; BCK BR  FOYZOSK
RBF WOF, A YCUUOYE YBCZ GO ONKOV AV  YADOVsSOl"
58. By BOUNCING BOB.

ACGLCRW BDHMW AFSXGE, "XI EHN TCYD DH  WBDCFSXBO
GMWVXD owmw , EHN ZNBD W CD SWCBD WXRODE EWCMB
HSV cYv CGGHZACYXWV  FE EHNM  ACMWYDB."

59. By MISISEEG.

"PC KFJJvw LF LPAS YG k¥ CYNE FE WFYJ LRCS,"
EKPRI  MYITS, RDOSLSJPLS PHLSJ-IRDDSJ EGSPASJ, PK ES
ESDLSDNSI CPD LF DRDSLW-DRDS  WSPJE.



94 ELEMENTARY CRYPTANALYSIS

60. By EEGH.

EZVPJHON HJWZB  JZKRCHSPO HRRCHAOF OZAPEFE  CSTF
JEWFBRSCCHB  JBEVCSPL ZNFB RFBOSHP BAL VISCOW  VFHBSPL
BAQQFB  OIZFO,

61. By MERLIN.

ABDZYX UYDU 2A VYWZCE FBGH DBVTYCF SJJX YU RBVJ,
JXKJC URBGER FBG LZAR TURJF LJHJ.
62, By P. A. BEZ,

"ZHN TCJP VDIK QHWWQF  CLTDRP  NDTX; ZHN CLGFP VDTK
QHWWQF WTF  LTDRP NDTX." MSHLJY VTQJP 2B VCJFP LCR
GTCA  WGF PQTX. LDBEW ITJFP VDTK PSLG  HOFCP  NDTX!
63. By SHORTY.

ABCDEFB  XYGF  HXYNEP OF QNHA BDRXA SYB  SDPRFAZ
XYNHFFKDSF KXY EDTFH VXCURDUR  SNBUDANBF CBYNUP FIFBZ

EFFT YB  AKY. BYNRX PFAYNB KYNEP ANBU AXF  ABDVT.
64, By AH TIN DU.

ABCD  ABEFGHJ  KGLA: — MENNDOH PBOLA, FBPDE  AMBNNGHJ,
ARBON PBOLA EHL  KSSGTDA. PRDH NRDAD  SKGE, Now
XRKON KHL  CGLHGJRN BGE.

TIP OFFS

For the benefit of the beginner a list of "tip-offs" are
given below, By comparing these groups, affixes and single
letters it is possible to find combinations which fit. For in-
stance: ABC compared with ABCD, ABGA, GA, DHA might result in
"the", "then", "that", "at", "not", etc.

50. M, MK, KB, KOH, BAH, MA, PUKO,

51, FUN, IDFU, IN, IDFURSF.

52. B, MPJ, MPBM, PJ, RA-, -RAN.

53, AL-, -SANL, ZNL-, SKD.

54, UZ, FAUZ, FU, -FAH, -UFZA, FV, ZAJ.
55. BP, BP-, =-NBDP,
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56, IT, TO; IEAR, IEAP, AUTNME.
57. A, AV, =-AVU; BR, RBF, RFEQ.
58, DH, CD, CYV, HSV; identify W through its frequency.
59. DNote Pattern group; DRDSLW-DRDS,
60, SPL; 0; EFE, word 5, last word,
6l., Use of J, LJHJ, JKJC, -ZCE, ZA.
62, WGF, QHWWQF, WTF.
63, AXF, KXY, AKY; FIFBZ, YB.

64, =GHJ, EHL.
65, By KING SLY.
KING NERO PRVBY KHNC  AVCL, FHYYVY  CAVRDLK  CHFN.

DEAF TFENGY IC; DHULY  ERBV YCHTL. RIBY  XHFF,
ERTFIKERD  FHYYEL.,

66. By THE SHADOW.

FJ CIGBHQ KDDH, LDQ FJJPHLC  DXXCIGBHQ  CAP. LDQQDHP
BCCAP: EBQMJ DXX; JPHLC KDDHEBQMJ BC  QDHP.

67. By "33".

OXVXAKZDKY  KYKOMSQXDI DIAB  ABOQSXIZW  ZWIALBV  BVXQDO.

DOSQDOXASZ  SZSOPXYQ  YQSOQZBY BYQLBO, BOOSQXA  XADIDAZSYQ.
68. By BUBBLES.

SBCWFE VWUKPI FCRSX PFNUKVSB. VWZGRE XZKRP  ZBTFV.
WPGU  SFGDJ DPERBFGP; VPIFZ TPASX JKPVA IKOBCU  OGPRIV,

69, By DEAN RELAX.

XYZABCD ZEFZGBAZHDBHI JBDY  KGLMZOCNHBDZ OBCXNMZGC XKPXBQA
KABO  SPEXT  ANHNXPBHBX  FPZNXYGNBX  FGBCAC.

70, By WEHANONOWIT.

ZYXWVXUTSRQUXO PXWVTW  ZWNZXMXRTL  XOOTKQXRQKT  YNWRQUSORSWT:
ZWNJSUTL  RXIXUTRSV, ONHTO0QX, YTJTNVX, JQMQRX0QL, TR

UTRTWX, XJ QIPQIQRSV.

71. By CURLY. )
WINIWKB  OWBWO  EKRSRKVRV  CRSRC NWEWN  WCTPXVQBR  XWKWXR.
AWEWARD TJJRKV ~ VQPQVDRK  DZKRWD. KRSRKRPD BWOVRC AKWEV,

GWEXQRB HE JCTTB  DZKM BQSQEBR.
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72, By GALUPOLY.

LRMEGDIMJ, LHFABCGNKEF, LSNJJDI, LBMNKCJ, LBMEFJP MJR
LBTNIG GMVN RDSSDAXTK RNADLBNEDJI SCE  AEFLKCIEMLBNE.
73. By SABIO.

WILD PANGRAMS RDMB ALCW EFFRRD HLFEM INJW, HAKNLLO
QLNTNW. INJW TFFRRD NIIRD UGUGVWG, WJGORTX RDMB
PAYWV  XDOMAT  ROZAVD.

74. By GINHUTS.
OLDMADE OVID SLATILK, 2LOMLX VWXYB, WERK SIMB LERVI,
NLI CLRO EVRS GKTV OTAHB ADGV TVWEY, YBLTO LISWR

RLDEWLEB.
75. By CIPHERMIT.

ABZYC DXXZBF, GYZBHVDX  SZBHC, SGYBZTH VRZBS  JKZBVXQ
FBZUB  YDWZBY,  WXZBYF, BZTRV  WZPBF, RDHCEBYMRZBS, FZBIB,
YBZHF, HEMEVZB; MRZBS YBVYZBIBF  QZBXC.

76. By A. D. CODER.

ABCDEFB GHICD CJKLIC MNHHSJ OPCIQG MNJRBD PLFGSPLER,
EILQ KICDTSCIR KICJRAC HEL PLDRSJ GOFBBSIDQCNR.
77. By ROVING VIC.

MOCKMOCK  ZPLY KPYO  RSRI-RSRI FIPTSU FLIPFLIP. NERTS-NERTS
WICHWICH, SHPYSHPY  TCYL, SILLSILL, MREX UPMD XRT.
APTS-ACTS WEPMWERM OLIREZU WPTRE  MHIL.

78, By AMSCO.

ABWKGIWB  ELTFTELHEG, SENGIMTUG  FTELSABWKGLTF,  LGBTGXGU
KHLCTHE DHTF BTOG  HFATFH DGKESLTU.

79. By M. G. M.
ABCDECBFA, GHDIJKLF, HFBMD, NLEMO IEDHOBF OPPMGHR,

SMPDBIDBO TUR  VPHD, OMHGUMEONB, SPMDILFFEA,

80. By SIMPLICIUS.

VEJPE  PBSCKZ RLHRTGM  HJALCGSBR TLCG; RKPHCLRHM
NIMHGJCGAAKMBM; LIUJCGM NJCMJBH EKQ CKZGPHM.

81, By EKRIPTOBENS.

DYFR SWCX VHZS WMLB TMLB CZY0  PHUT  WKHT, JKOS
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MOSY PHOB, NHTK IKAR AMLW WHCU, DUKT! IMSR LYZV
ECMQ XEKOS, DMOT VHNK, VMLB, PUCK! VHDK YZKO, GHLB
UYVS! WHAT BOYS, YOUR LUCK!
82, By PHONEY.
ABCDE  FEGHI, GEJBI; KLBGI MDCEH NDEST IEKRD DREIN

UMELV. TLHNR RGHBD HLWJ1I SRMHN, VESTI  JHEKB, XBDJI
LDENB YRDIB; PDRGV ZRDSI, BKLWNI OEDJF  WYBEN. CEGOF
EOLEM.

83. By ARROWHEAD.

ABCDEF GHIJE, IMN OPQR, STU  VWXY. ZWHTAJ, FBIDEB

PEWCUH  VHAXMP, HJQD BHXEJ  XHUTA, EQGIF GTJE IHWREJMP.
84, By THE GRIFFIN.

TWDOIUESMA  DMPOIREXYK  TRXAWERMLI  XRYMUOLSED  AMIEXKUGNO
MUTRYOLSDH  YMKAGRXEIO GZPRKAESOY  WHTOXZGDMA  TDEHBXMIWS.

85. By SOUR PUSS.
OYESK PACHYDERMS AOPFL UKFD MHZOY XFBR PIMBS  OZPL.

ZUFPLBAGH LBYCF QZDYPX YDLM GZQFBD ADLYJ  RZUD.
86, By LIVEDEVIL.

PREVIOUSLY BDACL YOEL YFOCG, FLHCY, EHJJPOVLB  GHEKRCL,

UCOFMJ  APCR EONQ MOIQCHBAPJ.
87. By NEOTERIC.

RXOGUZLQTVFR, CNSQRLQTVFR OTDALN RB  MVFTQQRX  QSTQ.
TFXUTSLCGSFZJ  PTVXLVQNZ FTOSQ GUFLVOU DRTQDRX  TRF.

88. By ZERO.

KROLGDB FURZGV  ZDWFK BRXWKV  VSULQW DORQJ  GLOW  WUDFN.
VZDUWKB FXEDQ MXQLRU MXELCODQWOB  ZLQV.

89. By JOKEL.
JPLX VUNKOM MLKDUB FUGHVP VKHCX VUPD FWHMVP; LQUMDPBV,

VWJIKPIMNB; ULKFUGIKB, QKDHGP; VUXPLCMJ, AMJIPVUD.

90. By LEE ANDER.
CLOUDY  BERG-SLHVEC BECTR, UI  BECT, FVRAKMY  MGRAK-HVEC

BUDNR-VRGL BUZCLI EY  BDAAEDA. NEKYDNLC; GEESE  FUNFUY;
BETT ESTDNLC.
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91, By TRYIT.

LSYKCTLSTRYITAB, MCDSLMLE, ZSRBWLX TIUOLSC UWLAC BMTUZYLAB
YRUYHU GTKVBC KPMDSCASWUWVD PLANKX UCILM WSKCHBXU  WVUBCB

VUITSRPLBD STUMBLER JSLP  BHLMDVXU.
92. By DIZZY.

ABCDEFG, DZEIBJK  IMFDBCN, MNTLYEA PRZBGSF TSBIURP
IECLSBJ, UKFIZBS, PNFLARB; EVLKZRO PWELMBK  VTXPLNZ
TPXOBZG.

93. By ZANYCODAB.

ODZNERITFNM  VNDRR BNOFDSK PNIODRHE EVMCDTIS  EVANZTOS
FNQRZ0O  HCRI PVEOHE. RZROHIK, URFRES  CNISLVZTF  AZSBE
HGAZNLS. QNCTK  OZRUNI  ASFRGSE  GTERLVITEO.

94. By I. D. CIPHER.

JEMDVKJVMBTD  AWTHVQBLTQV  VGLBQWFXH  FXBJWTHVQNM  VCWYBLGX.
BDGWCDWKZ, DKWYFWKMB  RNMBJCDPCY,  GZCBQWFDP.

95. By NEON.

CDFGH, JHKLM NPQLR, SDTVW XMZDW PATVF LRXBV  CDIWE
QRIGH, TKHFO XRDIP NHILW [EFDQL, JMUVW MRPES, VHFAW
NRAPW.

96. By TWISTO.

FPJKXZA, ETXZQ, ZCHUQP QPZUP, ZLLKUPTW QBTJPZ EDGN,
PQZM BTJMN  QPZDU, MTUIWXJ 2XGJUW ZPFEWU  DUQBTW
IBTQUWHJIX.

97. By NUMERO.

BCBDBEBFC GHIBEK UGVBQW BRWPF OPFQR STDGPBQ — EFHIKA
YBQWYTZW  BLGUGZR  LXFQCGZUZGTHCYKZI.
98, By WHIZZ BANG.

PGZPAPBPGZP?  AZFHIDEPXOA AFISTP YOEN BPYC PBFISX PJDOBK
PKLPOT. BWXDYOPA AFEYWI LOIN BFKTDEOP TWRI WFDI.  BWLF
BLPZR ESPAD HZDJOBWK  ZWHPKI,

29, By INVICTUS.

PDOKX ZEVR MOLTA. MPNDR-NEX NPKWTM FACHX  PSGTLUR
PGPGEVU  CFUFAD. CZBPAQEUTCV  TAMR TAOLPG BPVUC., HAEUWD
KONRUYC  RBENZCMR  MVEYOR.



CHAPTER XI

SIMPLE SUBSTITUTION WITH COMPLEXITIES

Concerning the numberless variations and complications which have been ap-
plied to the simple substitution cipher, our discussion here will have to be along
general lines, with perhaps a brief mention of some analytical principle. Decrypt-
ment, for the most part, involves no principles other than those already discussed,
and can only be demonstrated on very long texts. All such ciphers, however, will
yield readily to the “ probable word method,” and the student, in considering each
case, should not lose sight of the one method which applies equally to all.

If the probable word is a pattern word, so much the better; but every word car-
ries a pattern in the normal frequencies of its letters. For instance, the word CI-
PHER, considered in relation to a text of 100 letters, has, roughly, the frequency-
pattern 3-7-2-5-12-6; or, considered in relation to a 200-letter text, a pattern which
is approximately double the first: 6-14-4-10-24-12. A cryptogram supposed to con-
tain this word may be prepared as recommended in Chapter /X, with a frequency-
figure written above each letter. The frequency-pattern of the word CIPHER,
based on approximately the same amount of text, may then be written on a slip
of paper and passed along below the frequency-figures shown for cryptogram-letters,
in the hope of finding points at which the two sets of figures are, to some extent,
alike. Wherever such points can be found, the suspected word can be assumed to be
present there. So long as the method remains that of simple substitution, any sub-
stitutes which can be found in this way can have no other originals than those first
determined; thus, their substitution throughout the cryptogram will serve to bring
out other possibilities.

For the multiple-substitute cases, that is, those cases in which all or part of the
letters may have more than one substitute, the frequencies of such letters as 7, H,
E, R, may be left blank (or cut in half, dependent upon just what the cipher is),
and only the frequencies of C and P, standing two positions apart, need be consid-
ered. Particularly helpful, in this case, would be a probable word such as CRYPTO-
GRAM, in which five infrequent letters are standing at known distances apart. The
frequency-pattern of this word, based on 100, can be expressed roughly as 3- 2 2 -
- 2 - - 2, and the attempt made to find points in the cryptogram at which five letters
of somewhat these frequencies are standing at the given intervals apart. The fore-
going is based on the supposition that while the encipherer, having several substi-
tutes per letter, will be able to conceal the true frequencies of his high-frequency
letters, there is not much that he can do toward concealing his low frequencies. He
can, of course, produce any frequencies that he likes by swamping his text with
nulls; and this, in the hands of a clever operator, can be very effective, especially
if the circumstances are such that he can keep his method a secret. But for the
average practical purpose, the time consumed in the encipherment, and the increased
length of the cryptograms, are highly undesirable features, especially if it be kept
in mind that there are many other ciphers than simple substitution. As to attack
by analytical methods, the one device which is more likely than any other to prove
applicable in all cases is the preparation of a digram count of exactly the kind we
saw in Fig. 68. Such a chart will afford the means for studying carefully the con-
tacts of any given letter: just what its variety seems to be; whether or not this seems
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disproportionate to its apparent frequency; whether or not it shows a tendency to
touch letters of lower frequency, or to be present in reversals; and so on.

Many of these ciphers, however, make use of two letters to represent one. With
these, it is the single-letter frequency count which is best made on a chart. That is,
the cryptogram is first marked off into its pairs, and these pairs are counted in the
same way as that described for digrams. But digrams, in this case, will be repre-
sented by four letters, and usually the number of different pairs is so large that the
examination of digrams will have to be done by listing. For any cipher whatever in
which the substitutes are two-digit numbers, a frequency count taken in chart form
is usually far more convenient than one made by listing the numbers in advance.
With only the ten digits, the 100 cells can be made larger than the 676 cells needed
for letters, and the chart still be small and compact. The pairs of digits would be
counted in exactly the same way as so many digrams. With numbers, it is some-
times possible to take the subsequent digram count, also, on a chart. Solution, in
many cases, involves pure guess-work. The decryptor, perhaps, has begun his ex-
amination by testing his cryptogram for some variation of the * Caesar ” encipher-
ment. He has counted the first hundred or so of his letters, and has discovered that
his frequency count is not going to be that of an ordinary simple substitution; that
is, it is evidently not going to be one which he would be able to mark off into sec-
tions of high, medium, and low frequencies (usually with several letters missing),
which would certainly be the case had each plaintext letter been replaced always
with a given substitute throughout the cryptogram. Perhaps he has then marked
his cryptogram into pairs of numbers or letters, and finds that these, also, are not
likely to furnish the kind of frequency count which betrays simple substitution or
some other cipher with which he is familiar. At this point, he is likely to pause
and consider the source of the cryptogram. Is this the work of an expert, or the
work of an amateur? Is it worthwhile to make up the statistics? Or shall I try
for some one of the novelties which 1 have met many times before?

One device which is particularly popular with amateurs is that of assigning to
each letter the numerical value which represents its serial position in the normal (or
reversed) alphabet, A4 having the value 1, B the value 2, and so on, and afterward
representing each plaintext letter with two (or more) others which will express some
arithmetical process. For instance, the letter C (value 3) might, in some one of
these systems, have the substitute AB (1 plus 2), or the substitute DA (4 minus 1),
or the substitute ¥ D (25 plus 4 equals 29; and 29 minus 26 equals 3); and so on
to infinity.

Other simple devices, hardly worth calling ciphers, which have been used in the
columns of The Cryptogram under the title “ Simple Substitution with Frills,” have
included: (1) The use of false word divisions. (2) The simple reversal of an other-
wise unmanipulated cryptogram. (3) The use of two given digrams, placed alter-
nately at the ends of words. (4) The use of a new cipher alphabet for each new
sentence. The first of these, of course, should have been suspected after examina-
tion of the apparent terminal letters. The second, theoretically, ought to be spotted
if the method of solution includes a close investigation of digrams. As to the third
device, any two digrams, used in the manner described, will attain impossible per-
centages; our leading digram, TH, in normal text, remains fairly close to three or
four percent. It was the fourth device, however, which caused the greatest con-
sternation among the younger solvers; in this case, the making of the frequency
count will show what the trouble is: It begins very well, with the expected resem-
blance to a normal count, and suddenly begins to grow erratic.

Not every variation encountered in dealing with simple substitution is employed
with the deliberate intention of creating difficulties. Those correspondents, for
instance, who select some one letter, as X, and place it after each word as a word-
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separator, do so because they find it difficult to read their texts unless the word-
divisions are present. As to whether or not this device does actually create diffi-
culties: The person who is content to make use of simple substitution as his means
of secret communication, is not usually inspired to employ more than one such let-
ter. The length of an English word being somewhat shorter than five letters, any
single letter placed religiously after each word will attain a frequency (based on
the new length) of not less than 189, where the letter E, at its very maximum, can
rarely attain 15%. The decryptor, taking his preliminary frequency count, quickly
discovers this one letter of enormous frequency. He might suspect German, or
even French, and look for other characteristics of those languages. But having rea-
son to believe that the language is English, he recognizes this letter instantly for
what it is; he first makes sure that it is distributed throughout the cryptogram at
an average interval of five or six letters, then calmly circles it out and deals with
a case of word-divisions.

Figure 76

"Alphabet” for Encipherment of Numbers

"Pleintext" ..

1234567 9
“CIPHER" ... ABCDLDEFG I

[FRe]

L=
fo=R o]

Text ready for encipherment:

WE HAVE WCBEW BALES.

Considering something of a more practical nature, there is another very common
device, used with every conceivable kind of cipher, which is not in the least in-
tended for the purpose of creating difficulties, yet invariably does in short crypto-
grams. The ordinary practice, when dealing with numbers, necessary punctuation
marks, and so on, is to write these out in words: three hundred twenty five; quote;
dollars. But where a given correspondence is likely to involve a great many of
these, so that the ordinary practice is very wasteful, the encipherer is nearly al-
ways provided with a little “ cipher alphabet ” of the general kind indicated in Fig.
76, in which the ten digits, any desired punctuation marks, and any other needed
symbols ($, %, @) have each a single substitute. In the “ alphabet " of the figure,
the number 325 will be enciphered CBE. But if this enciphered group CBE is al-
ways to be cleanly distinguishable from the rest of the text, a means must be found
for making this distinction, and this is usually done by reserving some one letter to
act solely as an indicator and never using this letier for any other purpose. This
indicator-letter, as W, may then be placed at the beginning and end of the enci-
phered group CBE, and the resulting group, WCBEW, may be placed in the plain-
text message, ready to receive whatever kind of encipherment is given to the rest
of the letters. These groups, used in short cryptograms, can give about the same
amount of trouble as would so many nulls, But where cryptograms are longer, with
a great many such groups, the decryptor invariably spots them by means of the re-
current indicator. Sometimes one letter is used, and sometimes two (W. . .W, or
K. . .W); but in either case, the indicator always appears as a pair of correlatives,
and wherever the first of the pair is found, its companion is never far away. Some
provision must, of course, be made for replacing the indicator letter in the plaintext
alphabet. In English, we ordinarily select J for any such omission; this is a letter
which is rarely used, and, on those scattered occasions when it does occur, it can be
replaced with . Among the Latins, it is commoner to make use of K and W these
two letters are not used at all in their native languages, and can be replaced, re-
spectively, with Q and VV. It is also possible to omit X, replacing it with XS, or
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V, replacing it with U. The fact that it is possible to shorten the message alphabet
without appreciably impairing the clearness of its messages has given rise to what
is probably the most practical of the simple substitution variations: two or three
letters, as J, K, V, are omitted from the plaintext alphabet, while the cipher alpha-
bet retains its full 26, and in this way some extra substitutes are provided which can
be given to the more frequent letters. It is possible to dispense with as many as
five letters, replacing J, K, X, V, W with I, Q, QS, U, UU, and assign the extra sub-
stitutes to E, T, 4, O, N. Fig. 77 illustrates an alphabet of this kind. Here, the let-
ters 7 J are to have the same substitute, and the letters K (Q are to have the same
substitute. This releases two extra substitutes which may be given to E and T.

Figure 77
q
Plaintext: nboda{‘ghi!lmnoprltuv\\rzyzgz
CIPHER: CULPERZYXWVTSQONMEKJIHGFDBA
Encipherment:
wemusthavebettercovereage..
HETJMKYCIBUEAKBNLQIENCZEB...

The foregoing is one of those cases in which the decryptor can learn a great
deal by taking his frequency count in the form of a digram chart. And he knows, of
course, that his cryptogram contains some two letters whose combined frequencies
will reproduce the frequency of E, or of T

In Fig. 78, we have a “ checkerboard ” which, primarily, is intended as a trans-
formation device; that is, a means for replacing single letters with syllables, and,
consequently, for replacing five-letter incoherent groups with ten-letter pronounce-
able groups; under the European agreement, the price of transmission is the same

Figure 78

b a t t a 1l i o n
ER NE UL LU XE AR RI OR NO

Regrouped:
ERNEULLUNE ARRICRNO,

coHM™pe
HEQDO
<=mp@a
Z=oHwr
O e o
NV m

for both, and the pronounceable groups are less likely to result in transmission er-
rors. The alphabet is first reduced to 25 letters (in this case by the omission of X),
and is written into a 5 x 5 square. The five vowels, written at one side, will then
serve to designate the five rows, while five other letters, written across the top,
will designate columns. Any letter found inside the square may thus be pointed
out by naming the two letters which will indicate its column and row. In the given
example, A can be replaced with EN or NE; T with UL or LU, and so on.

The fact that two interchangeable substitutes have been provided for each letter
of the alphabet has led many persons to use this device, absolutely without modifi-
cations, as a simple substitution key. Yet it must be plain that any decryptor, tak-
ing his preliminary frequency count, will discover, before going very far, that this
count is being made on only ten different letters, and thus can represent only one
possible kind of encipherment. A frequency count taken on the pairs, with no
distinction made between a given digram and its reversal, will afford the necessary
proof; after that, the average decryptor will usually replace the pairs with single
letters (or numbers), just as he would in dealing with printers’ symbols, or other
inconvenient characters. The checkerboards which are actually intended for en-
cipherment purposes ordinarily use digits for pointing out columns and rows.
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Where the digits at the side are the same as those across the top, it becomes neces-
sary to observe an order, as column-row, or row-column, and this, using only five
digits, is ordinary simple substitution, in which every letter has one substitute. But
if the five digits at the side are different from the five written across the top, then
the order is immaterial, and any number may be interchangeable with its reversal;
that is, 17 or 71 can represent the same letter.

This encipherment might not be spotted so promptly as the case in which only
ten letters are present out of a possible 26. But if the count is made on a chart, as
recommended at the beginning of the chapter, it is very readily detectible that
there are two separate groups of digits, neither one of which has ever formed any
combination within itself, every number in the cryptogram being composed of one
digit from each group. Thus we see plainly the trail which is left by co-ordinates.

Figure 79
The KEY-PHRASE Cipher

(a)
Pleintext: abecdefghijklmnopgrstuvwzxyse
CIPHER: ONEWHOHASPASSEDONISAMONGUS
(v)
CIPHER:suwsvss 0O M S8 S
May represent: A U I I Full
F L L Fuss
P M M Fuze
v s S Pull
Z Z Puss

Checkerboards, of course, can be used to better advantage. But, before leaving
the simple for the complex, we must not overlook the celebrated key-phrase cipher,
which discards the idea of multiple substitutes in favor of multiple originals! This
cipher, shown in Fig. 79, is said to have been used for serious purposes. Its only
difference from the ordinary simple substitution lies in the nature of the cipher
alphabet, which must be a plaintext sentence, or phrase, containing the necessary
26 letters. The mysterious pronouncement, “ One who has passed on is among us,”
is the earliest example of which the writer has any recollection; those of later years
have been largely proverbs, or other familiar sayings: * Journeys end in lovers’
meeting ”; “ Prosperity is just around the C.” As any cryptogram-letter may have
five or six different originals, it is readily understood why the cryptograms of the
key-phrase cipher are seldom seen without their word-divisions; yet, curiously
enough, their translations are almost never ambiguous.

As to their decryptment, the student who cares to try the appended example
will find that it is hardly more difficult than one of the simpler “ aristocrats.” The
method is about the same for both, keeping in mind that the frequency shown by
any cryptogram-letter is either the frequency belonging to one letter or the exact
sum of the frequencies belonging to several. Here, however, the reconstruction of
the key simuitaneously with the identification of substitutes is a very important ad-
junct to solving; the cipher-alphabet, being pure plaintext, can often be built up
long in advance of solution. It might be added that this cipher, with or without
word-divisions, is readily distinguished from all others by the make-up of its fre-
quency count, which, as a rule, consists chiefly of the high-frequency letters in un-
usual numbers.

Passing now to the more difficult cases, we will glance at a few of those ciphers
which are truly multisubstitutional; that is, which provide multiple substitutes for
all or most of the plaintext letters. This is usually accomplished by the use of two-
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digit numbers, of which one hundred are possible: o1-0z-03. .. ... 98-9g-00.
These one hundred numbers may be assigned as substitutes to the twenty-six let-
ters, in proportions roughly approximate to their normal frequencies, as suggested
in Fig. 80; or most of them may be so assigned, and the rest reserved as substitutes
for digits, punctuation, and so on. For security, however, they must never be as-
signed in regular order, as in the figure, or even by any methodical process, but abso-
lutely in incoherent order. Thus, while the form indicated in Fig. 8o will be con-

venient enough for encipherment purposes, it is much

Figure 80 less so for decipherment, and ordinarily there will be
A 11, 12, 13, 14 two separate tables, the second of these making it more
B 15 convenient to find numbers. This deciphering key can
c 16, 17 be prepared as a list, running in numerical order; but a
IE:' ;g' ;i 22 23, 24 Much more usual and convenient method is that of
(Bte.) 0w preparing it in the form of a chart; that is, the ten digits

are written across the top and along one side of a 10 x 10
square, exactly as if making ready to take a number-count, and the letters, or other
characters, are then distributed in the 100 cells so that the correct digits will serve
as co-ordinates for pointing them out. Such a key is changeable, but not readily
communicated and remembered without written documents; and to overcome this
very serious defect, many mnemonic devices have been conceived, of which the
following is perhaps the most practical: Simply treat the one hundred numbers as
if they were a plaintext message, and encipher the series by any one of the irregular
transposition processes.

The two commonest of the checkerboard keys are shown in Fig. 81. When dig-
its are used, as in (a), an order must be observed in reading the two co-ordinates.
The letter L, for instance, may have any one of the substitutes 13, 18, 63, or 68,
but may not also have their reversals, since these, using the same order, row-column,
would all be substitutes for G. Using letters, however, it is possible to have two en-

Figure 81

(e) (v)

1 2 3 4 5 A C G I

6 7 8 9 0 B DF H J
1-6 C U L PE E-L C U L P E
2=-7 R & B D F M-N R A B DF
3-8 G H1 J K 0-P G H I J K
4-9 M N 0 Q S Q-R M N O Q 8
5- T VWY 2 S-T T VWY "

tirely different series at top and side, as in (b); in this case, no order need be ob-
served, and the letter L may have any one of eight substitutes: KE, KF, LE, LF,
EK,FK, EL,or FL. By including the still unused letters U V W X ¥ Z, it can be
arranged to provide yet more substitutes for some of the letters. For either of
these cases, the external numbers or letters (preferably in mixed order), could con-
stitute a semi-fixed key — that is, one not changed every day — while the mixed
alphabet of the square could be changed as often as desired. Innumerable other
keys of this type are found. For the most part, they are based on rectangles of
35, 36, or 40 cells, the extra cells being used for digits, or other desired symbols,
and especially for extra appearances of the more frequent letters.

One such key, the Grandpré cipher shown in Fig. 82, uses 100 cells. The filling
of the square with ten ten-letter words provides letters in somewhat the normal
frequency proportions, and an eleventh ten-letter word, composed of the ten initials,
serves as a sort of mnemonic device for stringing the first ten together. The words,
of course, must he chosen in such a way as to include all 26 of the letters.
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General Sacco, dealing with fractional substitutions (Chapter XX1I), shows the
same idea in a checkerboard which he describes as “ frequential.” This square is
simply filled with letters, used in proportions roughly approximating their normal
frequencies; for ready finding, all repetitions of a letter are placed close together,
but filled in on diagonals, which, to some extent, will pre- Figure 82
vent their being represented by consecutive numbers.

In Fig. 83, we have the checkerboard again, with a  1° ORANDPRE Cipher

modification. If the key used is exactly the one of the 12234567890
figure, those letters which are standing on the first three ; ¢ QUANIMITY
rows may have twelve substitutes each, and those which 2 XYLOPHONES
are standing on the fourth row may have eight, Inallof 3 HALFOPENED
these cases, the substitute for any letter is a pair. But ¢ UNBLOCKING
the final row, including here the letters V W X ¥ Z, is g i g g 3 g i ? § g :
not enciphered with a pair of co-ordinates; each letter 7 T rEoORIZING
may represent itself, or each may represent the oneon 8 IGNORANTLY
its left or right, but in any case, the substitute is a single 9 OWNERSHIPS

0 NOVITIATES

letter. Thus we have cryptograms in which most of the
letters are represented by pairs, but a few are not. Such words as ever, you, with,
when, by, have, and so on, will occasionally occur; or, if not, then the encipherer
may insert a few nulls at strategic points. Thus, the decryptor, taking his count
purely on pairs, is expected to take some of them correctly and “ straddle ” the rest.
Such a device is described by Givierge, also the following similar device. The
cipher alphabet consists only of two-digit numbers, but includes no number coming
from the 40’s. With all of the 40’s omitted, a sequence 44 becomes impossible; and
the encipherer, having first prepared his cryptogram, looks it over, and, here and there,
inserts a digit 4 beside another digit 4, producing the impossible sequence 44. The
decipherer, wherever he sees this, need merely erase one of the 4's, and since the digits,

Figure 83

KLMNO

FGHIUJ
A-B-S ABCDE b a Xt t a 1 1 o n
B-P-T FGHIK AGEFYHNRDI SK KU TI CN HQ
C-q-U LMKNOP -
D-R QRSTTU

VWXYZ

in Morse, have their own distinctive symbols, there is no great danger of errors in
transmission which the decipherer will be unable to straighten out; but the decryptor,
as before, is expected to “ straddle.” Concerning decryptment, in all of these cases,
there is little that we can say here except that, given sufficient material, these
ciphers can all be decrypted with comparatively little trouble.* The “ straddling ”
devices, perhaps, would represent the most difficult case, presuming that the de-
cryptor has no probable words and none of the information which comes through
espionage or from that even more fertile source, the carelessness of the encipherer.
In dealing with one of these, the decryptor, who normally expects a certain amount
of uniformity in the frequency counts made from different portions of a same cryp-
togram, is likely to find that his count is showing altogether new substitutes, or the
same substitutes with altogether new frequencies. He suspects, then, that he may

* For a clear and detailed exposition of the decryptment method ordinarily used in
multiple-substitute cases, see Secret and Urgent (Bobbs-Merrill), page 64 et seq. For
dictionary cipher and simple codes, see The Solution of Codes and Ciphers, by Louis C. S.
Mansfield (Maclehose), page §6 et seq., or Cryptography (Langie-Macbeth; Dutton),
page 88 et seq.
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be “ straddling ” between two pairs, and tries making his count in sections until he
finally discovers what letters (or digit) are causing the trouble.

The use of co-ordinates, in those cases where row and column are interchange-
able as to order, shows up very plainly when the pair-count has been made on a
chart; as previously mentioned for a case of digits, the letters will divide auto-
matically into two groups, neither of which ever forms any combination within it-
self. With the other case, where an order must be observed, there are not so many
substitutes per letter. But in either case, it is possible to pair the letters which be-
long together. Here, for instance, are the letters E and F. The frequent combina-
tions of both E and F are always formed with the same letters; and both have
avoided the same letters; these two must have been paired. Their combinations
with G and H are much more frequent than their combinations with I and J; thus
G and H must have been paired, and / and J must have been paired. This combina-

Figure 84
An Example of BOOK CIPHER

4-1 1-5 3-16 4-11 1-3 1-6 2-2 6-21 1-4 3-2 4-256 4-2
3-3 1-1 2-12 §5-22 4-10 6-T7 €-2 65-6 5-7 2-7 1-2 1-8

6-1 3-7 5-4 3-8,
(Key "volume”: 23d Psalm),

tion EG (and its equivalents), has been frequently followed by this other combina-
tion (and its equivalents) and so on. When a great many pairs can be considered
equivalent to one another, it is possible to begin setting up the checkerboard. Some
such devices, of course, are safer than others. But the mere fact that they double
the lengths of the cryptograms renders them unfit for any purpose where speed is a
requirement; nor can the added time and expense of transmission be tolerated for
any purpose whatever unless there is some very definite gain in secrecy.

One great objection to any device offering optional substitutes is that the en-
cipherer himself seems unable to take full advantage of his system. Even having
at his disposal five different substitutes for E, he falls into the habit of using one of
these in preference to the other four; or, determined to avoid this, he uses them
meticulously according to rotation, so that when a frequency chart is prepared from
his cryptograms, this chart, which is, after all, a graph, will show the five uniform
frequencies sticking out like a sore thumb. Even book cipher, notably secure, how-
ever unwieldy in use, has been decrypted because of the encipherer’s very human
tendency to use a substitute more than once rather than search for a new one among
the hundreds at his disposal.

In book cipher, any agreed book, or other written or printed document, will
serve as a key-volume, so long as it is one that is sure to be at hand when wanted.
Words, or letters, can then be represented by a series of numbers usually indicating:
page, (column), line, serial position. One letter or one word may thus have a sub-
stitute such as 20-1-4-32. An example is provided in Fig. 84, which the interested
student may puzzle out for himself. The particular key-volume was issued in 1848,
but we think this should cause no trouble. When the key-volume selected happens
to be the ordinary dictionary, identically the same cipher becomes known as dic-
tionary cipher, which is, to all intents and purposes, a very insecure form of code.
Perhaps the two names together, book cipher and dictionary cipher, might be said
to represent the maximum and minimum degree of safety found in the code family.

We leave undiscussed the subject of those alphabets which are based on phonet-
ics, with digraphs TH, SH, CH, having their individual symbols, and each vowel
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capable of having several. The student who desires to prepare one may find the
necessary suggestions in any shorthand manual; his substitutes can be two-digit
numbers, and his encipherment may be any one of those intended for the normal
alphabet. Having made mention of several processes which, to the younger stu-
dent, may present frightening possibilities, we hasten to add that the four appended
examples are all of a type which he should be able to solve without a great deal of
difficulty.

100, By PICCOLA. (Rey-Phrese Cipher - intercepted by & "Hoyalist” spy).
NHHKO HWA EHMA UI HUUHST USA STUN HTU

MHAHNIWAHT. NHHHSA DTHH IA IIEIAM HKM
UWAHOLWN WHTMAM DSTHA JTESU TO TK
NWIEWAODQO, OUHEM WAHMN UI HUUHST NWTOIK

HEM WAHAHOA NWTOIEKAWO,

101. By PICCOLA, (Probeble words: CIPHER, SUBSTITUTION, ALPHABET, etc).
DEIUO CZPVC LUZIQ UW.YVB VINCD UULCU EUZII

Uo0CZP VCLUZ PYNUS @S8SC2I ULQTU EHICZ IEKELUZ

PYNNY JQYLU PLUZI QJSCU LUSUE YGUZI QIUTQ

<

NUFSU 2Z2FLUI CVFQS WQIIls UYSUG SQNBL UGUO
VYFSQ YIHIY IKOHK UVPTY EQIJU YVPPC ESYUO
FQSUL CZNYZ FEKESY 21021 RQVVC,

102, By PICCOLA, (Probeble words: COLLECTION, GALLERIES, FIGURINE, etc).

YCGUT HWPYB XSERM GXUFP CHIBC JGRME XLXSZ
NQVVU NIXQS QEEXZ HMXSR LEQML CVUDY CGRVNQ
SEXJU SEKEXCV XSEQM TCI1XQ SEYCI IYREC SCZMC
LIQVU SEMQT EKYRTQ MZCSZ CVVOM XRLFC LLURS

[

MUNRS 1VBXS CNUME CXSWH CMIRM DYCLL XSNU
XLCPP RCMUJ DTCBO RXSEY XLEUV VQFLN QVVRH
1XQs$sS QFXIXKX

103, By EFSEE., (Probeble words: PEOPLE, PERSON, CIRCUMSTANCES, etc).
BECOW ICIQU EXPAY OTI AN S12Z1PF IANDO ABUMY

OREAN USQUI MONIP MAMAM IFOXE GAOEKEA ZUEKIS
GOVIS AWAZA ITHIN AILMO SUISH EATRU ALEMO
FATIC AGIDO YEMBE YOLEN ACOSE EKEELS 0GIZA
COOLS 1DIOR UAZO WAGES DIBUS IVIPU AZAME

LOMBA

Q

SIDAR TACOL YAPES LIARS EWOAL ONIK
RILAZ ALOWI &
A

0
VUMA KATLO FICIN AIMIL NAQUI
T AMEKO

MONIP SAWOG PAV]I HISUE CANOS MOLE

WAIVS IARTE 2EIRS ILAZE GASAM IVEEP



CHAPTER XII
MuLTIPLE-ALPHABET CIPHERS — THE VIGENERE

The theory of polyalphabetical substitution is as follows: The encipherer has at
his disposal several simple substitution alphabets, usually 26. He uses one such
alphabet to encipher only one letter; for the next letter, he may use another cipher
alphabet; for the third letter, a third alphabet; and so on, until some preconcerted
plan has been followed out. The earliest known ciphers of this kind, the Porta
(1563) and the Vigenére (1586), made use of a chart, or tableau, on which all of
the available cipher alphabets were written out in full one below another. The
Gronsfeld cipher (1655) used a purely mental encipherment plan; but the Beaufort
ciphers, arriving two hundred years later (1857), again made use of a tableau, and
something of the same idea survives in the use of strips; that is, a set of long narrow
cards, each card carrying a simple substitution key. Slides, however, must have
been in use near the time of Beaufort, since the best-known of the slide-ciphers, the
Saint-Cyr, was being taught in 1880 at the French military school from which it
takes its name. As to cipher disks, these appear to have been known even in
Porta’s time, and have passed through many complications, though it has not been
a great many years since a very simple disk was in use in our own army. (A draw-
ing of the United States Army Cipher Disk may be seen in Webster’s New Inter-
national Dictionary.)

To know thoroughly any one of these ciphers is to understand the fundamental
principles of all, and we are going to base our studies chiefly upon the Vigenére,
most perfect of the simpler types, and the basis upon which others have been founded.
Fig. 85 shows, in full, the Vigenére tableau, or “ alphabet square.” The alphabet
standing horizontally across the top of this figure is the plaintext alphabet, and
serves for the whole tableau. Below this, and parallel to it, are the 26 “ Caesar ”
alphabets, the first one being a duplicate of the plaintext alphabet, while the re-
maining 25 have been shifted, one letter at a time, until the last one begins with Z.
These are the 26 available cipher alphabets, and each one is named according to its
first letter, which is also spoken of as its key. Thus, the key-letter 4 points out the
A-alphabet; the key-letter B points out the B-alphabet, and so on. The alphabet
standing vertically on the left side of the tableau is merely a list of these key-letters,
and so is called the key-alphabet. Except where cipher machines are employed, the
ordinary plan of encipherment does not make use of the full 26 available cipher al-
phabets; only a few of these are used, and these few are taken always in a given rota-
tion, so that the cipher becomes periodic. If the rotation includes, say, twelve of
the cipher alphabets (whether or not these are all different), the cryptograms are
said to have a period of 12. (The word “ cycle ” is also used in this connection.)
Since each letter of the normal alphabet is the key to one of the Vigenére cipher
alphabets, the encipherer, wishing to make use of several different cipher alphabets,
is able to remember their sequence by means of a key-word, in which each letter
will point out one particular cipher alphabet. If today’s key-word is BED, only
three cipher alphabets will be used, the B-alphabet, the E-alphabet, and the D-
alphabet, and the cryptograms will all have a period of 3. But if, tomorrow, the
key-word is changed to CONSTANTINOPLE, the complete rotation will include
fourteen alphabets, and the cryptograms will have a period of 14.
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Fizure B85
THE VIGENERE TABLEAU
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NMeMESdH DO Yo RErNOHTIOEMPIO QW=
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PNMME<S<AHUDOTOZEC"oHIOMEBUOO®
mErNEMEBdAAHMPWOWOZREE XL OWMPOO
OWPEP NI WOoOVOoOZEFRGHITIOMMEO
DOWPEPNRXNE<<dHODOTOZEHRLCHITOM®
MUOWErNME<AH DO TOERPENGLHTIOT
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oOFErMOHITOTMAUOD PPN MEsaS0 DO Y
TOoOZErHMOHITOTMEHNODO@mPEPNHMESOdS DO O
OWOoOZErRuHITOTHODOEmEPN<NEddanD
MO UWOZENFRGHIONOTMEBODODPNKM IO
MWMOYOZEFE®ROGHIOWMBDUOUOQ@EPN<KMNEdan
MVMDOYWOZECTLHIOMEBPODODPERNMNE <A
cCHDOYOZEErRoHOOmMEOOWR N~ XE<
<AHNUWOYOEZCRNGHDIOMEDOWD >N <X
HACHOWOWOZEC®NGHTIOMEDOmE N M
HE<dHMTOYOERECRNGHIOTMEBUOO > M
MM IS AdHODOoOYOoOZSECROHDIOEEOODE N

To make use of a cipher alphabet, say the B-alphabet, we may lay a ruler across
the tableau in such a way that this one alphabet is pointed out. Then, to encipher
any letter, as S, we may find this letter, S, in the plaintext alphabet at the top, and
trace down its column as far as the B-alphabet which is being pointed out by the
ruler; we find that the substitute, in this alphabet, is T. Or, wishing to decipher T,
we find this letter in the B-alphabet and trace upward to the plaintext alphabet in
order to find that its original is S. While the foregoing explains the principle, it has
not been expressed in the usual language. Where we have mentioned the use of the
B-alphabet, it is much commoner to hear that a certain letter has been enciphered
or deciphered  with key-letter B,” and the usual description of the encipherment
will be somewhat as follows: To encipher S by B, find S in the plaintext alphabet,
find B in the key-alphabet, and use the substitute which is found at the intersection
of the S-column with the B-row. Or: To decipher T by B, first find the key-letter
B, trace horizontally to the right as far as the cipher-letter T, then trace upward to
its original, S. This, we believe, is the original description, as explained by Blaise
de Vigenére himself, and the original encipherment plan was that indicated in
Fig. 86. The message of this figure is SEND SUPPLIES TO MORLEY'’S
STATION. The key-word, BED, has been repeated often enough to pair one key-

Figure 86
Original Method of VIGEK}.RE Encipherment
Key: BEDB EDBEDBED BE DBEDBED BEDBEDEB
Messege: SEND SUPPLIES TO MORLEYS STATION
Cipher: TIQE WXQTOJIV US PPVOFCV TXDUMRO
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Figure 87

Modern Encipherment

B E D B E D B E D
S E XN D 8§ U P P L
T I Q E W X QTO
I E s T O M 0O R L
J I Vv U § P PV O
E Y s S T A T IO
F CV T XD U M R
N

0

5 10 15 20 25 30

TIQEW XQTO0OJ IVUSP PVOFC VTXDU MROXX

letter with each text-letter, and these pairs are handled one at a time: S is enciphered
by B, E is enciphered by E, N is enciphered by D, and so on, following the original
description.

The modern method would be that of Fig. 87. Knowing that a great many let-
ters are going to be enciphered by B, a great many others by E, and a great many
others by D, and having no wish to preserve word-divisions, we begin by writing
our plaintext into three columns (or by grouping it conveniently), and then encipher
at a single writing all of those letters which are to be enciphered by any one same
key-letter. That is, we apply one cipher alphabet at a time, as first explained. The
modern practice will also require that the cryptogram be taken off in five-letter
groups, and that the final group be made complete. This is another of those cases
in which the decryptor will number his letters, as shown in the figure. The student
who has not previously met the Vigenére cipher is urged to perform the two opera-
tions of encipherment and decipherment and thus familiarize himself with the use
of a tableau; it is possible that in most of his subsequent reading he will find ex-
planations based on the “ columns ” and “ rows ” of a * tableau,” when, as a matter
of fact, no tableau has been used. To understand how this might be, suppose we
take a look now at the Saint-Cyr cipher.

In Fig. 88, we have the principle of the sliding device by means of which this
encipherment is accomplished. The Saint-Cyr slide is very easily prepared of card-
board, or of any other flexible and fairly strong material, but may also be prepared
of wood, or may be set up for any temporary purpose on two strips of paper. Its
details, also, may be varied to suit the operator’s own convenience. As shown, how-
ever, the upper and single alphabet, which is the plaintext one, is written on a card,
and slots will be cut in this card at two points: Just below and to the left of 4; and
just below and to the right of Z. This plaintext alphabet is considered stationary.

Figure 88
THE SAINT-CYR SLIDE

ABCDEFGEIJELMNOPQESTUOUVWIYZ
(.&BCD]EFGHIJKL!.INOPQRSTUVWXYZABCDIEFGHI J.\
B | {To Y.)
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The lower and double alphabet, which is to furnish all of the substitutes, is written
on a long narrow strip, the two ends of which may be inserted into the slots of the
other card. This strip, or slide, may then be moved back and forth at will. How-
ever prepared, the spacing must be uniform throughout both alphabets. The Saint-
Cyr cipher also makes use of a key-word in which each letter is the key to a cipher
alphabet, and which is applied exactly as in Fig. 86 or Fig. 87. To apply the key-letter
B, we adjust the slide in such a way that the B of the sliding alphabet will
stand directly beneath A of the stationary one. This gives us exactly the same set-up
which we used in Chapter 7X for cases of simple substitution; that is, we have a
plaintext alphabet with a cipher alphabet standing just below it; each plaintext letter
is standing directly above its substitute, and each substitute directly beneath its
original. The cipher alphabet just referred to, in which key-letter B, found in the
sliding alphabet, is standing directly below the index-letter, 4, found in the station-
ary alphabet, is identical with the B-alphabet of the Vigenére tableau, and is even
called by the same name. Should we move the sliding alphabet, so as to place key-
letter C directly beneath index-letter A, we reproduce the C-alphabet of the Vigenére
cipher, again called by the same name. In the figure, we have the E-alphabet in
position, with key-letter E standing directly beneath index-letter 4. And since the
sliding alphabet may be placed in 26 different positions, each time reproducing one
of the Vigenére cipher alphabets, having the same key and the same name, it appears
that our Saint-Cyr “ cipher ” is merely a duplication of the Vigenére. The chances
are, then, that even though we call our cipher by its original name, and even make
references to its tableau, our actual work of encipherment and decipherment will
have been accomplished by means of the more convenient and rapid Saint-Cyr slide.
But where a slide is possible, a cipher disk is also possible, and many will prefer to
use the disk.

To prepare one of these, we might proceed as follows: First, cut out from card-
board (or other desired material) a pair of disks, one smaller than the other. Divide
the peripheries of both disks into 26 equal segments, and write the 26 letters of the
alphabet in a circle around both of the peripheries, causing both alphabets to run
in the same direction. Place the smaller disk on top of the larger; and, finally, stick
a drawing pin through the exact center of both disks, to serve as a pivot. The
smaller disk may now be rotated to 26 different positions, so that any desired key-
letter can be caused to stand beside index-letter 4 of the outer disk, and will place
in position the cipher alphabet of which it is the key. The use of this revolving
alphabet in place of a sliding one does away with the necessity for doubling its
length.

Now let us examine carefully Fig. 89, with its two examples of decipherment.
At (a) of this figure, a short cryptogram fragment, beginning 7" 7 Q. . . . , is being
deciphered with the original key-word, BED, and is bringing out the message, SEND
SUPPLIES. . ... This, of course, is to be expected of any cipher. But at (b),
it is this message fragment, SEND SUPPLIES, which is acting as a #rial key; ex-
actly the same process is being used as if applying the true key, and this decipher-
ment is bringing out the original key, repeating over and over. The Vigenére cipher,
then, works equally well in reverse, and in this respect it differs from some of its
kindred ciphers. To understand this peculiarity, we have merely to consider the
tableau. Concerning this we have said that the horizontal alphabet which stands
across the top is the plaintext alphabet, and that the vertical one at the left is merely
a list of keys. Suppose we decide to look at it the other way round, and say that the
vertical alphabet at the left is the plaintext one, and that all 26 of the cipher alpha-
bets are standing on end with their key-letters at the top, so that the horizontal
alphabet, written across the top, is merely a list of these keys. Will there be any
difference in the encipherment? Might the slide, also, be prepared in a vertical
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position? Does it make any difference in the results whether we encipher plaintext
SEN by key BED, or encipher plaintext BED by key SEN?

One road to decryptment, then, is clearly indicated. If we have a probable word,
we may use this word exactly as if it were the key, and, if it is actually present, it
will bring out the true key. Or, if we have no probable word, we may try probable
sequences, or make use of the trigram list. Here, however, we have two separate
cases: The simplest, in which the probable word is long enough to bring out the key-
word repeating; and the most difficult, in which the sequence, or probable word, is
very short, and will bring out only a short fragment of the key-word.

The simpler case is readily explained. We have, say, a cryptogram beginning
USZHLWDBPBGGFS. .., inwhich we suspect the presence of the word
SUPPLIES. We decipher the first eight letters, using this probable word as a trial
key, and obtain a jumbled series of letters C ¥ K S 4 O Z J, which is not satisfac-

Figure 89
(a) Deciphering with the EEY:
Eey: B EDU BEUDU BEUDUBE Dieunsns .
CRYPTOGRAM: T I Q E W X Q T 0 J I Vieiaers
Pleintext: S E ND S UPUPUILTIE Sieevens
(b) Deciphering with the MESSAGE:
Triel Key: S ENDSUPPILTIE Sccunss
CRYPTOGRAM: T I Q EW X QT 0 J I Viiuavsns
True Key: B BE D BEDBEUDBE Dicivses

tory. We leave off the first cryptogram-letter, U, and decipher the next eight, ob-
taining another jumbled series of letters A FS W L V X X. We start again at the
third letter, then at the fourth letter, and still there is no information. But at the
fifth trial, beginning at the fifth cryptogram-letter, we obtain a series T C O M E
T C 0, and this is satisfactory, not necessarily because we have recognized the word
COMET, though this, of course, is a very desirable happening, but because the last
three letters, T C O, are repeating the first three. The series is beginning over.
The student should practice doing this, using both the tableau and the slide (or
disk), until he is sure that he understands the process. The exact details of his work
are immaterial; if he is sure that his key will be a recognizable word, it will be
satisfactory to make decipherments directly on the cryptogram, erasing as he goes.
Sometimes, however, the key is incoherent, or apparently so, and a jumbled series
like C¥Y K S A0 Z J might actually be the correct key; for this reason, it is well
to follow a routine of some kind which will preserve all of the decipherments. One
such plan is illustrated in Fig. go.

Here, the cryptogram, or a substantjal portion of it, would be written across a
sheet of quadrille paper, and the probable word would be written at one side, where
each of its letters will govern one row of decipherments. The first letter, S in the
figure, has been used to decipher the whole row of cryptogram-letters, giving every
possible key-letter which can produce S. The second letter, U, has been used to
decipher them all again (except the very first letter; we do not expect a word
UPPLIES). The third letter, P, has been used to decipher them all a third time;
and so on. The resulting rows of decipherment include all key-letters which could
have produced S, then U, then P, and so on. To read them consecutively, beginning
at any cryptogram letter, start immediately below that letter, and read diagonally
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downward to the right. The first diagonal gives key C¥K. . . , the second gives
AFS. . . , and so on to the fifth diagonal, showing the keyas TCO M E T C 0.
(If it is desired that these possible keys should come out standing in a horizontal
position, then the decipherments may be made diagonally.) F. R. Carter, the
originator of this scheme, does not necessarily make all of the decipherments which
are included in the figure. He begins with the assumption that his key will be a
recognizable word; having deciphered in full the first three rows, he abandons all
of those diagonals which cannot develop into words. If, in the end, he is forced to
conclude that his key was incoherent, no decipherments have been erased; he may
still go back and develop the rest of his diagonals, in the hope that one will begin
repeating.

The more difficult of our two cases, that in which we have no probable words
other than the, and, which, that, have, but, etc., can follow exactly the routine out-

Figure 90
Decirhering with the Probeble Word SUPPLIES - Routine of F.R.CARTER

Cryptogrem fregment: «ee0 U 8 Z H L W D B P B G G F S5 ,iveeersn
Probable word: S C AHPIETLUJIXJI OO N A civesenns
U YFNTRC/JHVHMUULY .ierens .
P E S WHOMAMPERR QD wernrrnns
P S W HO MAMERRGQD ..evvenen
L az.se%/qvvun .........
1 0OV T %//YYIK .........
E Z X L C//C B O .iveiinns
s o//
(Eey: COMET)

lined in Fig. go; but in this case there must be two separate work-sheets. Here, it
is usually better to forget words and start at once with the list of normally frequent
trigrams, THE, AND, THA, ENT, ION, TIO, etc. The key-fragments which are
deciphered by these will be very short, and very numerous; a great many of them
will be very good usable sequences, and perhaps the correct key-sequence will not
look quite so inviting as others which are incorrect. It becomes necessary, then,
to have a second work-sheet on which we may take these fragments one by one
and try them as keys. If any one of them is a fragment of the original key, it must
bring out fragments of plaintext, and must bring them out at some regular interval.
If the scheme of Fig. go is the one preferred, the second work-sheet may be pre-
pared exactly like the first, and used in the same way. The only difference is as
follows: On the first work-sheet, where the figure shows the word SUPPLIES, a
supposed trigram (THE, AND, etc.) will have been used to bring out supposed key-
fragments; on the second work-sheet, one of these supposed key-fragments will have
been used. These new rows of decipherment may then be examined to find out
whether any of the new diagonals contain apparent plaintext fragments, and, if so,
whether these occur at a regular interval.

For this kind of work, however, Ohaver has offered us another routine which
requires somewhat more preparation than Carter’s but which is well worth the
extra trouble, especially if it be remembered that a trigram-search is never neces-
sary except with the shortest of cryptograms. For the longer cryptograms, we have
easier methods. Ohaver’s plan can be examined in Fig. or1.

The cryptogram, shown at the top of this figure, contains 26 letters; therefore,
remembering that each letter, except the final two, may begin a cipher-trigram, it
contains 24 trigrams. The preparation of the two work-sheets requires that these
24 cipher-trigrams be written out in full on both sheets. This work should be done
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in ink, or on the typewriter. Then, too, for a reason which will be explained in a
moment, it is well that the first of these work-sheets be prepared with a great deal
of space, say seven or eight lines, between its rows of trigrams. Now, considering
the first work-sheet, shown at (a) of the figure: The upper row shows the 24 cipher-
trigrams as originally written out. We have been working down the trigram list,
using every normally frequent trigram as a trial key, and have failed to find THE,
AND, THA, or ENT, which means that we have done quite a lot of tedious work.
We have now reached the normally frequent trigram /ON, and this we have ap-

Figurs 91

LNFVE OLNVM RNGQF HHRNH IRVFE B,

(a) Trial Sheet No., 1

ION

T LNF KFV FVE VEO EOL OLN LNV NVM VMR MRN RNG NGQ
AZS FRI XHR NQB WAY GXA D2I FHZ NYE EDA J2T FSD
GQF QFH FHH HHR HRN RNH NHI HIR IRV RVF VFE FEB
YCS IR0 XTU 2TE 2ZDA JZU IV ZUE ADI JHS NRR XQ0

(b) Trial Sheet No, 2

EDA

LNF NFV FVE VEO EOL OLN LNV NVM VMR MRN RNG NGQ

EKF JCV BSBE RBO ALL KI¥ HEV JSM RJR ION ©NEG JDQ

GQF QFE FHH HHR HRN RNE NHI HIR IRV RVF VFE FEB
CNF MCH BEE DER DON NEH JEI DFR EQV NSF BRCE BBB

(¢) Testing out the Period 5

Da EDA ED4A EDA EDA ED

LNFVEOLNVMRNGQFHERNHIRVFESB

IN..ALL..ION..BEH..DFR. .AY
(TI0N?) (FRIDAY?)

plied as a trial key, assuming one by one that each of the 24 trigrams represents JON.
We have, then, 24 decipherments on the second row, and any one of these 24 de-
ciphered trigrams might be a fragment of the original key. However, it is natural
to assume that a trigram FRI or WAY is more likely than one such as XHR or NQB,
and those fragments which look like usable sequences have been underscored in the
figure. These are to be tested first. At (b), we have the other work-sheet, the
upper row, as before, showing the 24 possible cipher-trigrams. Here, we have al-
ready failed in our tests for key-fragments FRI, WAY, DZI, NYE, which means
that we have done some more tedious work, and we have now arrived at the pos-
sible key-fragment EDA. If this sequence, EDA, is actually a portion of the orig-
inal key, it must not only bring out fragments of a plaintext message, but must
bring them out at some constant distance apart. The point at which we found this
is the tenth trigram, and here it may be advisable to remind that this begins at the
tenth cryptogram letter; that is, every trigram presents only one new letter, so that
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to find a completely different trigram in either direction, we must count backward
or forward a distance of three trigrams.

Beginning, then, at the tenth trigram, and examining every third trigram in both
directions, we find that our key-fragment has-given us the following decipherments:
HKF, RBO, HKV, ION, CNF, DER, JEI, NSF. These are largely incoherent;
but, in addition, it must not be overlooked that on the continuously-written crypto-
gram, these would be consecutive, giving us a message H K F R B 0. . . Applied
at interval 3, then, our key-fragment EDA, will not decipher us a message; there-
fore, the period of this cryptogram, using this key, cannot be 3.

To examine for the possibility of a period 4, we start again with our tenth
trigram, and examine every fourth decipherment in both directions; our series, this
time, is JCV, KIN, ION, MCH, NKH, NSF. Most of these are usable, and the
first one might be due to nulls, initials, and so on; but here again we have the re-
minder that with each trigram representing only one new letter, these are almost
consecutive, starting at the second cryptogram letter, so that our message, with each
fourth letter missing, will be as follows: * JCV*KIN*ION. . .. Unless we
can think of some letters which would fill these gaps and provide plaintext, our
period is not 4.

Trying again, however, beginning at the tenth trigram and examining each fifth
decipherment, we find something more satisfactory: ALL, ION, BEH, DFR. 1f
these are correct, the period is 5. At (c), we have gone back to the continuously-
written cryptogram in order to try these in their places; and since a period 5 would
mean that each of the letters E D A is used regularly to encipher each fifth letter,
we are able to include two shorter decipherments at the two ends of the crypto-
gram. The next step in logical order is to try deciphering T in front of JON, since
the trigram T70 would have been the next one on our trigram list. This brings out
key-letter C, which, if correct, will decipher correctly at each interval 5, and which
extends our key-letters to C E D 4. We can see, too, that this is not the beginning
of the word; the sequence we have is D A * C E. In the given example, it is not
difficult, also, to guess a probable word, FRIDAY. Now, having twice called atten-
tion to the fact that the trigram-search can grow quite tedious, we hasten to point
out that it need not be made more so by deciphering each trigram individually. If
your trial key is THE, set your slide at the T-alphabet (or point this out on the
tableau), and decipher every first letter on the sheet. Then set the H-alphabet in
position, and decipher every second letter on the sheet. Finally, set the E-alphabet
in position and decipher all of the remaining letters.

The foregoing few paragraphs have illustrated the worst case in almost its worst
form, but will show the principle. Now let us consider this work in a much more
usual case. As mentioned earlier, the first of the two work-sheets will be prepared
with a great deal of space between the rows of trigrams. The full number of
decipherments will be made for the first trigram THE, but not erased. Just below
these, a second row of decipherments will be made for AND, and these, too, will
be left standing. (THA can be omitted.) A third row of decipherments is made
for ENT, a fourth row for JON, and so on down the list, until there are six or eight
rows of possible key-fragments. These are all examined and compared with one
another, in the hope of finding duplications. Perhaps THE and AND have both
brought out a key-fragment EDA, or one has brought out CED and the other EDA,
having ED in common. It is far from unusual, in some of these cases, to find a
whole series of these overlapping key-fragments, for instance, CON, ONS, NST.
This will explain why many persons consider the trigram-search the simplest and
most direct way of attacking a Vigenére cryptogram.

For the benefit of the novice, we end the chapter at this point in order that he
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may have some practice. Example 104 comprises a thrilling serial with all the
trimmings, gripping and original title, smashing climax, and a brave hero, John
Miller. The key to the title is STRANGE. Part I repeats a word found in the
title; part /7 repeats a word of part /,; and somewhere are the trigrams NOT, CON,
YET,ING, TEN, THE. We have heard, too, that an amateur encipherer will oc-
casionally encipher the nulls which he adds in his final group. Example 105 is
easily investigated through short common words. As to the remaining examples,
while it is true that they can be attacked by the trigram method, the student will
probably prefer to leave them until he has seen the methods outlined in Chapters
X1V and XV.

104, By PICCOLA. (For trigram practice. A new key for each fragment).

Title of Serial: SLKRN TEKWWZ SNVTW TIAAI IXXXX

Part 1: RIGZV ZKIUO MHJLB WFPKS RZTRH EJTWI
0SWIO SGQII. PartIl: HHTXT NEOLV RNTUL CLPPX
TYRXEK UKBUW UOJZH XMZEKH  PartlIll: SYZYR TNFUR
KCUSI IRQUX WUFEC JNRLQ NFOKV XMPUO NHJAX
JEVOP Part IV: XBVPY S§XCJJ YURXO TSPIN YILUP
AVMXM MFCIB STITO OTBRO,

105. By PICCOLA. (For investigation of short words. - Still \’igen%rol)

VYl DJGIEJS NVRJHJ FJ DB GEEKOWUY ARFF I W
VOKU XR PG R JUOQOEEKMRB UYSUH QW JLJG CIWHGIW,

106. By NEON. (Any repeated trigrem is worth watching!)

FPQXEJ FVEGY MNYNY IUFRD SGVRI LPSGZ TMESI
RENYI GPERW GRRND LOJNT YIDXO TYCIP CREVC
ESGOI RLISI RZQEU CGLTC IXHYI XHELE KYJEE
PXIEY RRSLH DLIFY GPRJG SDICE.

107. By THE ADMIRAL. (Numbers are always possible!)

LVPRYVY SFPTY JSPHL FRCEU SBOSZ PHJFZ NSOAP
ETTVV ZCFRJ XCCTP WWRHK EWYUK WGLNU XCCTP
XWGER FRZNV ZOWFJ WQZNU EWYOE WMPAI

108, By NEON. (This cryptogrem, circulated in April, 1935, caused preat
consternation emong solvers. Do you see any reason why?

TWGJC NIUJX CSLSEKE KBNVG WIPSU QIUJA ULJUZ
HBEVJ VMAOH GGLTP DGLEY SSLAF IMJSW QIUMO
NNFLV HIUIZ DQEKEVY RTWHI MRFEU KPNOV YTEKEF
NVYQNO T.

109, By PICCOLA.

AXSEH GOIWW FOIAL GEMQW EENBW REIKL SHZ2ZQ

XLGAHR VPZEKL DLGGD WTCMH QDJNW EEHMV VABNA



CHAPTER XIII

THE GRONSFELD, PorRTA, AND BEAUFORT CIPHERS

Now let us have a brief look at other classic ciphers of the multiple-alphabet
type, and see to what extent these will differ from the Vigenére. The Gronsfeld
cipher, as may be seen from the specimen encipherment of Fig. g2, uses a number-
key. Its ten alphabets are governed by the ten digits. To encipher S, using key-
digit 2, simply begin at S and count forward 2 in the normal alphabet; the substitute
is U. To encipher E with key 8, begin at E and count forward 8 in the normal
alphabet; the substitute is M. For decipherment, count backward in the alphabet.
A very superficial investigation will show that the Gronsfeld key of the figure, 28105,
and the Vigenére key CIBAF will produce identically the same cryptograms. The
key-digit zero governs the A-alphabet of the Vigenére, the key-digit 1 governs the
B-alphabet, and so on to the J-alphabet. If it is found convenient to use a tableau
(as it may be for the decipherment), the first ten cipher alphabets of the Vigenére

Figure 92
GRONSFELD Encipherment

Key: 28105 28105 2 8.
Pleintext: SENDS UPPLI ES...
Cryptogrem: UMODX WXQLN G 4.,

tableau can be ruled off from the rest, and the key-digits, in the order o to g, can be
added beside the key-letters 4 to J. Or, if the slide is the preferred method, these
digits can be written beneath the first ten letters of the sliding alphabet; it is then
possible to slide them into position below the index (the stationary A), in the same
way as the letter-keys. The Gronsfeld cipher, then, is no more than a minor varia-
tion of the Vigenére, and requires no separate discussion other than a simple re-
minder that its possibilities are far more limited than those of the Vigenére proper.
That is, it covers a range of only ten cipher alphabets where the Vigenére covers 26,
and this limitation more than compensates for the fact that its key is not a plaintext
word (presuming, that is, that we know what cipher has been used. Otherwise, the
difficulties are about the same for both). To understand how this limitation may
modify the case, let us examine the work-sheet shown in Fig. 93.

Here, we have exactly the routine of Fig. go, except that our search must be made
for probable trigrams, and not for a probable word. We have begun with the most
likely trigram, THE. But here we do not find it possible to do as we did in Fig. go;
that is, decipher every letter, first as T, then as H, then as E. Of the twelve
cryptogram-letters present, only seven can be deciphered as T'; the rest are too far
away from it in the normal alphabet, and would require keys larger than 9. Of the
six letters which immediately follow the possible T”s (the seventh is not shown),
only three can be deciphered as H. And of the three letters which immediately
follow a possible TH, only two can be deciphered as E or as A. 1t is often pos-
sible, in these cnphers to investigate simultaneously the trigrams THE and THA.
So far as the cryptogram is shown, then, there are only two points at which a trigram
THE can be present, while a Vigenére cryptogram of the same length would have
presented ten possibilities. Thus, we have no real need for a second work-sheet;
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Figure 93
Deorypting a Known Gronsfeld

Cryptogrem Fragment: X U I I A QE T U Y J Weeenease
Trigram tried: T 4 1/ 7/ 115/ 3

1/ 9o/ 2/
4/ o/

The sequences U I I and A Q E are the only points at which the trigram
T H E could possibly be present, so that only the key-sequences 1 1 4
and 7 9 O are to be tried. The digram T H alone may be present at Y J.

=

the only possible key-fragments, 114 and 790, can be tested by any hit-or-miss
method which happens to be quickest.

This cipher is often decrypted in much the same way as a * Caesar ” simple sub-
stitution (shown in Fig. 61). The cryptogram, or a convenient portion of it, is
copied on a single line of writing; then, with each letter as a point of beginning, a
series of alphabets is extended (written in reverse order), but only for a distance
which includes ten letters. That is, the ten possible decipherments for each
cryptogram-letter are written in the form of a ten-letter column. The decryptor
may then inspect the ten rows of decipherment to see what he can find. At any
point where it is possible to find T, H, and E in three consecutive columns, the
correctness of this possible THE can be checked by finding out whether or not it
has a series of companion-trigrams standing at some regular interval on exactly the
same three rows.

In Fig. 94, we have the tableau of Giovanni Battista della Porta, adjusted to
suit the modern 26-letter alphabet. Here we have only thirteen cipher alpha-
Figure 94 bets, each of which may be governed by either

=== of two key-letters; these pairs of keys may be
The PORTA Tableeu seen at the left of their respective alphabets. In
all thirteen of these cipher alphabets, the en-
cipherment is reciprocal. In the AB-alphabet,
for instance, which is the first one on the chart,
the substitute for 4 is N, and the substitute for
N is A. The Porta cipher, the oldest known of
its kind, employs a key-word, applied as in Vi-
genére. If the key-letter in use is either 4 or
B, the topmost alphabet is the one to be used;

O )= |62 e
wqoxzzwg

|

O =0 =l O s e e sl e mal e b

ABCDEFGHIJ

NOPQRSTUVW

ABCDEFGHIJ

OPQRSTUVWX

ABCDEFGHIJ

PQRSTUVWXY

EBCDEFGEHIJ

QRSTUVWXYZ

ABCDEFGHIJKLH| . .
I RSsSTUVWXYZNOP Q. if the key-letter is either C or D, the second al-
i |ABCDEFGHI JKLM| phabet must be used; and so on. Where this

i TUVWXYZNOPQR| encipherment is illustrated in Fig. 93, it may be
[l 3 g ‘]:. i i g g (Ij g ]1; : of some interest to observe that it is not totally
P ABCDEFGEIJKLEN impos§ible _for two different key-words to pro-

UVWXYZNOPQRST duce identical cryptograms. As to decipher-
R #g i 2 E ; g E é g ls{ ; g ment, we have already mentioned the fact of

AP CDEFGCET TR reciprocal substitution. Whenever the alpha-
STlwxyzNoPQRSTUV| bets are reciprocal (in any cipher), the de-
uv|ABCDEFGHT JKLM| cipherment is identically the same process as

XYZNOPQRSTUVW| encinherment

ABCDEFGHIJKLE : .
"lYzNOPQRSTUVWX The Porta tableau, being smaller than the
yz| "\BCDEFGHIJKLN Vigenére, is not at all inconvenient to prepare

ZNOPQRSTUVWXY| anduseasitstands. It can be made still more
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compact: The upper half being alike for all thirteen cipher alphabets, this half can
be written once only, at the top of the chart. The lower halves can be written below
this on thirteen parallel lines, with their pairs of keys at the left. A ruler may then
be used, as suggested for Vigenére, to point out any given lower half. But when it is
noticed that these lower halves are identically the same series of letters, with its

Figure 95
Porta Encipherment

Keyword: EA
Plaintext: S E
Cipher: DR

[ -]
N oA
(=N ]
ma e
Qww
QR
-
.
.

(Compare:)

Keyword: FA
Plaintext: SE
Cipher: DR

M=
~No W
owm
ma b
Qo3
© oW

point of beginning shifted one letter at a time, it is promptly seen that a slide is pos-
sible, on which the N-to-Z half of the normal alphabet, if written twice in succession,
could be placed in 13 different positions with reference to the A-to-M half; and a
slide is more convenient still. The slide shown in Fig. g6 is another of Ohaver’s de-
vices. The only new feature in connection with the Porta slide lies in the handling
of the key-letters, which, in this cipher, are no longer the first letters of their cipher
alphabets. Mr. Ohaver has added them on the sliding portion of the device, each
pair of keys being placed directly below the letter which must stand beneath the
index (A) whenever one or the other of the pair is the key-letter in use.

The Porta cipher, aside from its purely historical interest, provides a most inter-
esting decryptment study in the formation of its alphabets. Notice that because of
the encipherment scheme itself, it becomes totally impossible that the substitute for
any letter, in any cipher alphabet, can ever be taken from its own half of the normal
alphabet. This limitation is far more visible than that of the Gronsfeld. We have,
say, a cryptogram sequence H E P. Can this represent the trigram THE? No, be-
cause E cannot represent H; for the same reason, it cannot represent THA. Can it
represent AND? No, because H cannot represent 4. Can it represent ENT? No,
because H cannot represent E. Can it represent JON? TI0? FOR? NDE? HAS?
It is not until we reach STH that we find a normally frequent trigram which could
have the substitutes HEP. But to gather the full significance of this Porta limita-
tion, and also a suggestion concerning the detail work when taking advantage of it,
let us picture the case of a probable word: INFANTRY.

Using digits 1 and 2 to mean, respectively, the first and the second half of the

Figure 96
A Slide for PORTA - Devised by OHAVER

ABCDEFGHI JEKELM

NOP2Q TUVWXYZNOPQRS VWXY
(Keys)

ACEG MOQSUWY

BDFH NPRTVXZ
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normal alphabet, this probable word INFANTRY has the alphabetical pattern
12112222 And, since every substitute must have been taken from the other
half of the normal alphabet, it will certainly be represented in any Porta cryptogram
by eight letters having the opposite alphabetical pattern: 2 1 2 2 1 1 1 1. Moreover,
a pattern as long as this is not going to be found very often in any one cryptogram.
The decryptor, then, may proceed as in Fig. 97. Each cryptogram letter is marked
1 or 2, or imagined to be so marked, and this series of digits is examined in the hope
of finding a sequence 21 2 2 1 1 1 1. If it cannot be found, the word is not present;
if it is found, it can be assumed to represent the word INFANTRY. Here, we
meet with a slight difference between the procedure for Vigenére and the procedure
for Porta.

Figure 97
THE PROBABLE WORD METHOD IN PORTA
Pattern of word INFANTRY; 12112222
Pattern of substitute: 21221111

The cryptogram, witn pattern:

FJIDT
11112

~n o
" =<
[l o

FFITXMSTMEDL
111221221111

e w

s
2

Determining the FKEYWORD:

cieesX M S T M E D Li..us
1 NF ANTRY
ECANGCETCA
FDBNDFDEB
D ANCE

In Vigenére, we found it possible to discover the key by simply taking the
probable word and deciphering with it. In Porta, we cannot do this. We must first
pair the two letters, that is, a supposed substitute with its supposed original, and
then find out what key would cause this. In the figure, for instance, we have a
sequence X M S T, assumed to represent I N F A. The first corresponding pair
is X = I. If we are using the tableau of Fig. 94, one of these letters, 7, is never
found anywhere except in the gth column. We find the 7-column, and trace down
until we find X ; the key, in this case, must be E or F. The next corresponding pair
of letters (M representing N) demands that we find the M-column and trace down
to N; key C or D. The third pair (S representing F) demands that we find the
F-column, and trace down to S; key 4 or B. The fourth pair (T representing A)
demands that we find the A-column, and trace down to T'; key M or N.

Using the slide of Fig. g6: Place X and 7 together, and note that the key-letters
standing below the index (stationary 4) are EF. Place M and N together, and note
key-letters CD. Place S and F together, and note key-letters AB. Place T and 4
together, and note key-letters MN. From the recovered pairs of key-letters, we are
to select one each in order to recover the key-word, using somewhat the logic we
might apply in dealing with a key-phrase cryptogram. In the given case, where we
need the two vowels to form any word at all, it is not difficult to surmise that the
key-word was DANCE. It might not be so easy to decide as between EAST and
FATS; but key-words, as a rule, are seldom so short as those we have been using,
and the longer the word, the fewer the possibilities. Concerning keys, however,
there is one contingency which may have to be considered: The various modernized
versions of this tableau are not always duplicates. The cipher alphabets will be the
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same as those given here; but where we have caused these to shift in the normal
direction, another tableau may show them shifting in reverse. The first alphabet
will be the same as here, but the second, still showing key-letters CD, will show its
lower half beginning Z N O P. . . ; the third, still showing key-letters EF, will show
its lower half beginning ¥ ZN O P. . . ; and so on. The recovery of the key-word,
of course, is not vital.

Coming now to the two ciphers which are called Beaufort, we return to a tableau
so closely resembling Vigenére’s tableau that the two can be used interchangeably.
Fig. 98 shows only enough of the Beaufort tableau to bring out the difference in
form. Here, we find no separate plaintext alphabet and no separate key-alphabet.
Those which form the square have been lengthened by repeating their first letters;

Figure 98
Upper Portion of the BEAUFORT Tableau

There are no external alphabets.

ABCDEFGHIJKLMNOPQRSTUVWXYZA
BCDEFGHIJELMNOPQRSTUVWXYZAB
CDEFGHIJKLMNOPQRSTUVWIYZABC
DEFGHIJKLMNOPQRSTUVWXYZABCD
EFGHIJKLM... (Bte.) +...WXYZABCDE

The four outer alphabets of the

square are exaotly alike, with A in each of the four corners.

TRUE BEAUFORT Encipherment

VARIANT BEAUFORT Encipherment

Key: COMETCOMETCO Rey: COMETCOMETCO
Plaintext: SENDSUPPLIES Plaintext: SENDSUPPLIES
Cipher: KEZBBIZXTLTYW Cipher: QQB2ZZSBDHPCE

and a 27th alphabet, added at the bottom of the tableau, repeats the alphabet shown
at the top. In this way, we have a 27 x 27 alphabet square in which all four of the
outside alphabets are exactly alike. These ciphers, also, make use of a key-word,
applied as in Vigenére and in Porta. As Sir Francis Beaufort himself is said to have
used the tableau, the encipherment of a given plaintext-letter, using a given key-
letter, was accomplished as follows: To encipher plaintext S with key C, find the
letter S in any one of the four outside alphabets, trace into the square along the
S-column (or row) as far as the key-letter C; at that point, turn a right angle, in
either direction, and trace outward along that row (or column), emerging from the
square at the substitute, which, in the given case, is K. Or: To decipher K with key
C, begin with K, and follow identically the encipherment process, emerging this time
at the plaintext letter, S. This process we have called the true Beaufort cipher.
Notice that we have reciprocal encipherment; encipherment and decipherment are
identically the same thing,

As to the companion cipher, the student will promptly have guessed this for him-
self: Instead of starting with the plaintext-letter, S, and tracing inward to the key-
letter, it is entirely feasible to begin with key-letter C and trace inward to the plain-
text-letter S, emerging at Q instead of at K. This cipher, ton, is called Beaufort,
since its method of accomplishment is Beaufort’s method. But there is a difference
in the two resulting ciphers; notice here that the encipherment is no longer recipro-
cal; should we start at key-letter C, trace inward to the new cipher-letter, Q, and
then trace outward, we do not emerge from the square at the plaintext letter S, but
at O, an entirely new letter. In order to distinguish the two ciphers, we have re-
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ferred to this second process as the variant Beaufort, or sometimes, more briefly, as
“the variant.” There is some justification, also, for calling it the “ Vigenére-Beau-
fort.” To see why, the student may turn back to his Vigenére tableau, and actually
perform the encipherment, using only the two sides of this tableau in which the al-
phabets run from A4 to Z.

In applying the variant encipherment, in which key-letters are found first, he
need find a given key-letter but once, then lay a ruler along the row (or column)
indicated by that key-letter, and encipher at a single writing all plaintext letters
which are going to have that particular key. But if, as previously recommended, he
has familiarized himself with the use of the Vigenére tableau, he will see instantly
that the operation which, in the variant Beaufort he is calling encipherment, is iden-
tical, in every particular, with the operation which, in Vigenére, he would have
called decipherment, and that, in order to decipher the variant, he must perform the
operation which, in Vigenére, is called encipherment. Neither of these operations

Figure 99
How to find the C-alphabet of each Beaufort

TRUE BEAUFORT VARIANT BEAUFORT
Key: ccccccece Key: cccccccce
Plaintext: ABCDETFG H.. Plaintext: ABCDEFG H.
Cipher ALPHABET: CBAZ YXWV,.. Cipher ALPHABET: Y Z ABC DE F..

provides a reciprocal substitution; instead, they are reciprocal to each other. Once
it is seen that this is true, it becomes equally plain that the Saint-Cyr slide serves
just as well for the variant as for the Vigenére. To make use of it in applying the
variant encipherment, set key-letters below index-letter A, exactly as if making
ready to encipher in Vigenére, but reverse the functions of the two alphabets; that
is, find all plaintext letters in the lower one, and take their substitutes from the up-
per one.

Now, consider the true Beaufort cipher: Here, plaintext letters are found first,
and keys are found by tracing into the square, so that encipherment is more or
less a letter-by-letter process, and hardly so convenient as in the other two ciphers.
It is true that every ascending diagonal in the tableau is made up of only one key-
letier, so that a ruler, laid diagonally across this tableau, will point out a whole
line of C’s, or O’s, or M’s. But practically every one of these diagonals is broken
into two portions, so that in attempting to encipher by one key-letter at a time, we
find it rather confusing to make the necessary adjustments. Is there not, then, a
more convenient method for applying the Beaufort? Every cipher of this family,
remember, provides a certain number of individual simple substitution cipher-alpha-
bets. For every key (whether it is a letter or a number) there is some kind of
cipher alphabet showing a substitute for A, a substitute for B, a substitute for C,
and so on. To isolate one of these cipher alphabets, and find out what it is like, we
have merely to take some one key-letter (or some one key-number) and discover
what these substitutes are, and what their order is; that is, we need merely encipher
the normal alphabet, using this one key. This is true of every cipher of the multiple-
alphabet type. The process can be seen in Fig. 99, where the C-alphabet (that is, the
alphabet governed by key-letter C) is being isolated for each of the Beaufort ciphers.

In the Beaufort proper, we find that the C-alphabet will begin with C and come

outintheorder CBAZ Y X. . . ., which is merely the normal alphabet reversed.
Should we investigate the D-alphabet, we should find that this begins at D and comes
out in the order D CBAZ Y. . . ., again the normal alphabet reversed; or, in-

vestigating the E-alphabet, we should find ED CB A Z. . . . , always the normal
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alphabet written backward, and always beginning with whatever letter is called the
key. This being the case, it becomes quite evident that a slide is possible, and the
formation of this slide is clearly indicated in the left-hand tabulation of the figure:
Its upper alphabet must run in one direction and its lower alphabet in the other;
if one of the two is made of double length, it becomes possible to place any one of
the 26 key-letters in juxtaposition with index A, thus bringing into position any one
of the 26 cipher-alphabets which are governed by these keys. Nor does it make a
particle of difference which of the two A’s, the upper or the lower, is regarded as
the index-letter; when C is standing below A4, then 4 is also standing below C. We
saw, in the tableau itself, that the true Beaufort encipherment gives reciprocal sub-
stitution. This, however, was not our first meeting with one of the Beaufort alpha-
bets; in Chapter /X, we met the Z-alphabet. We saw there that whenever a cipher
alphabet is merely the plaintext alphabet written backward, it makes no difference
which of the two is called a cipher alphabet; we may see here that this fact is not

Figure 100
A Pair of COMPLEMENTARY Alphabets:
ABCDEFGHIJELMNOPQRSTUVWXYZ
AZYXWVUTSRQPONMLEKJIHGFEDCTEB

By doubling the length of one or the other of these
two alphabets, we may use them to form a slide which

will encipher and decipher the true BEAUFORT,

altered by shifting one of the alphabets. Since a slide is possible, it follows that a
disk is also possible. This particular cipher disk, on which one alphabet runs for-
ward and the other backward, was used long ago in our own army, and is widely
known in this country as “ The United States Army Cipher Disk.” Most persons,
apparently, prefer the slides, on which the letters are always right-side up, and the
preparation of ‘which does not involve the division of a circle into 26 equal arcs. Of
those who prefer the disks, practically all will make the smaller disk reversible, with
the normal alphabet on one side and the reversed alphabet on the other.

Now, returning to our Fig. 99, and examining its right-hand tabulation: We find
that, in isolating the C-alphabet of the variant Beaufort, we have merely repro-
duced the V-alphabet of the Vigenére. Should we now isolate its ¥-alphabet, we
should find that we have obtained the C-alphabet of the Vigenére. Further investi-
gation will show that the D-alphabet of one is the X-alphabet of the other, that the
E-alphabet of one is the W-alphabet of the other; and so on. Only their A-alpha-
bets and their N-alphabets are keyed alike. Thus we seem to have here a case of
“ reciprocal ” key-letters. These particular pairs of corresponding letters, B and
Z,Cand ¥, D and X, and so on, are called complements, one letter of each pair be-
ing complementary to the other. Since the letters 4 and NV have no complements
(or serve as their own complements), the normal alphabet will furnish only twelve
such pairs, and these are shown complete in Fig. 100. In this same set-up, it can be
seen that the A-alphabet of the Beaufort cipher is the complement of the normal
alphabet. Thus, having provided ourselves with a Beaufort slide (or disk), we have
always at hand a means for finding out the complements of letters. Once it is clearly
understood that the chief difference between a Vigenére cryptogram and a variant
cryptogram lies in the names of their respective cipher alphabets, it becomes evident
that we might decrypt a variant, believing it to be a Vigenére, and have no trouble
whatever in reading its message, though finding that it has an incoherent key. Vi-
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geneére keys, of course, can be incoherent; occasionally they are based in some way
on numbers, following the Gronsfeld scheme. But usually, this is not true; the in-
coherency is only apparent, and a little investigation will discover what the trouble
is. In the case just mentioned, the variant key-word COMET will come out in Vi-
genére as ¥ M O W H, or vice versa; all that is necessary, in order to discover the
original key-word, is to set the Beaufort slide at the A-alphabet, and perform a bit
of simple substitution. Another cause for the apparently incoherent key lies in the

Figure 101
Applying a PROBABLE WORD to BEAUFORT

(a)

Cryptogram, TRUE BEAUFORT: K K2 B BI Z X TULTYWTAQ
Probable word.s..esevee S C CRTTAWAIZRUPULDAGQOULTI
U E TV V CTIRNTFS Q QN K
P 0 Q QX 0O M I ANULTITF
P Q « . + M I AN . I .
L E
1 T
E c
S 0

Use the word SUPPLIES as a trial key, exactly as in Vigendre, but make

use of the VARIANT method, and not the TRUE BEAUFORT,

LR ]
L L]

(v)
Cryptogram, VARIANT BEAUFORT: Q Q B 2 Z S B D H P C E H K
Probable Word.sssssesessss S Y YJ HHAUJLPIXEKIUMTPS
- U W HPFFYHJNUVIKNNAQ
P M K EDMOS ANEPS SV
P « + . . 0SS . N . P,
L W
1 —H
E B ¢
S M

This was deciphered as a Vigen‘ers, and showed the repeating of a sorambled
key: Y MO WH., Had it been deciphered with the BEAUFORT SLIDE, suzgested
in Figure 100, it would have reproduced the plaintext keyword, C O NME T.

use of some other index-letter than the stationary 4. Say, for instance, that the
encipherer has used the key-word COMET, but has placed his key-letters beneath
index D. The key recovered by the decryptor is Z L J B Q; to find the original key-
word, he need merely “ run it down the alphabet.”

Of the ciphers we have seen, then, those three which are complete, that is,
which employ a full 26 alphabets, are curiously interrelated to one another. In the
matter of substitution (encipherment and decipherment), the Beaufort stands alone,
in that it is reciprocal, while the other two ciphers are reciprocal to each other in
this respect. But in the matter of keys, it is the Vigenére which stands alone, in
that it can be deciphered indifferently by key-letter or message-letter, where this is
not true of either Beaufort. In this respect, these two ciphers are reciprocal. To see
this plainly, we may examine our three encipherments, each one showing a different
cryptogram obtained from the plaintext fragment SEND SUPPLIES, using key
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COMET. The Vigenére version was seen in Fig. go. If this be deciphered with its
message, SEND SUPPLIES, the result is a repeating key-word COMET COMET
CO. The other two cryptograms were those of Fig. 98. Here, the Beaufort crypto-
gram, beginning K K Z B B, if deciphered with the key COMET, gives the message-
letters S EN D S. But when we attempt to decipher it using S E N D § as our key,
we obtain: 7 U O C R. It becomes necessary, in order to find out our key-letters,
that we proceed as we did for Porta: Assuming that the slide is being used, place
message S beside cipher K, and find out what key-letter is standing beside the index
A. Place E and K together, and find the next key, and so on. That is, change the
position of the slide for every decipherment.

In this same figure, the variant cryptogram begins Q Q B Z Z. If it be deci-
phered with the correct key-word COMET, we obtain the correct message-letters,
SEN DS. Butif we attempt to decipher it with a key S E N D S, we obtain the
same series as in the other case: 7 U O C R. To decipher it as a variant, we must
again proceed letter by letter. How, then, are we going to apply a probable word
as we did with the Vigenére in Fig. go? How are we going to decipher a whole
row of letters, first as S, then as U, then as P, and so on? Must we do this letter by
letter, shifting the slide for every letter on every row? And suppose it is a page of
trigrams, where we wish to decipher every trigram on the page as THE? Is there
no way in which we can decipher all first-letters as T, all second letters as H, and
all third letters as E, with only three settings of a slide? The answer is simple.
Switch the slides. We have said (and shown) that in this respect the two Beauforts
are reciprocal. Where the cryptogram is true Beaufort, and you desire to use your
probable word as a trial key, do this with your Saint-Cyr slide (used in reverse, that
is, as if enciphering in Vigenére). If your cryptogram is variant Beaufort, use the
Beaufort slide (or treat it as a Vigenére, and obtain the key later). Both cases can
be looked at in Fig. 101. The cryptogram at (a) is our same Beaufort cryptogram;
that at (b) is our same variant. In another chapter, we shall look a little more
closely into this odd triangle of Vigenére-variant-Beaufort. Meanwhile, the inter-
ested student might like to investigate for himself a few of the curious angles:

Would it be possible to prepare a tableau for the true Beaufort, and use it in
exactly the manner described for Vigenére? Recalling the appearance of the Vi-
genére tableau (Fig. 85): Suppose we should add to this another vertical alphabet,
this time on the right-hand side, causing this new alphabet to begin at A and run
backward, A Z ¥ X. ... Could this new alphabet be made to serve any useful
purpose? More than one? What about the reversible cipher-disk? Is there any
way at all in which it would be possible to encipher and decipher Vigenére crypto-
grams with a Beaufort slide, or Beaufort cryptograms with a Vigenére slide? Could
you make a cipher disk for the Porta?

110. By NEON. (Gronsfeld).

JQQYP LRSFQ YJNEU RUVEF VWPEB QFGTE MKUKG
RWETZ IDVIQ QSZIH KWMCE KBFJQ QXTRF VRJKDO
ATEEN JUMSN GLPIB SOASR YSAXR UOJGW MVRUS
VDQQR DPPKP LIC

111. By B. NATURAL. (Gronsfeld).

LNPLG SYRUA IRIQX RENDI UUNHD

YMSUU O0OQNST ITUGL WRERV BZDUQ
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SICTU QBTFX JFEHJ WNIKU N
IEPRG XKWMP UKULF NGQFR B
TEUUW TRXJF NHJYO JUVSP N
S0QCJ NWKGE BXZRI PUNXB N
112, By B. NATURAL. (Porta).
IOCUVUEY GFYSM QSXEW WDPEKM MJESP Y
XTVLV OGQES LWWQS EUDEKEW JIAMG W
VZFUQ ESOXD SELEE PFPFPTIOT ULULW W
113. By KRIS KROST. (Beaufort. Probable word: AMERICA).
NDLHT IEYRE FMFHL CSZQA HBHTY H
XPZEX NEWQR MSABE QXGRE HAUBG D
WGTIL SAPDV BAQWE WZIMIM YYQOB F
VHWZY BGPWV EHBRZV UOONB KXFOZL J
PRVIT.
114, By WHOSIT. (Varient Beaufort.
EOASY BBSGP ARYAT FRFDU LWHJA R
JEVMC UPSTQ WMBYS IWYIF HBAAF 1
JOCZE ENNRU ASRUI EJNOE PSGCG W
YBNSR GHBARBH
115, By PICCOLA. (Short Simple Substitution., - No keyword).
OF TDAF FBEBZEHWU WFOHM, MFWR JDE
WFDYFMZ QEKKZT,

HAYH
XZRE
WO0ZG

AWO -

WYLSB
ZCWF

PEQEK

AFPI1
S00aA
EKCHM

A21Q

GHSG
ANYH

VUME

DNVFP

XBVUD
OUI MM
SZEDU.

vipcs
GXUGD
MTFNE
NZTTO

UWDBC
JLSBT

AEKEWRL

Z K



CHAPTER XIV

TrE Kasisgr METHOD FOorR PERiopic CIPHERS

Prior to the 1860’s, the ciphers of the past two chapters had been regarded as
entirely safe. A radical change of opinion took place in 1863, when Major F. W.
Kasiski, a German cryptanalyst, was so indiscreet as to publish certain of his ob-
servations. The student will surely have noticed, among the examples of Chapters
XII and X111, the happening which is suggested in Fig. 102. Some sequence, usu-
ally a digram, is repeated in the plaintext, and happens to be enciphered more than
once by exactly the same few key-letters; the result is a repeated sequence in the
cryptogram. What he may have failed to notice is the periodicity of such repeated
sequences. In order that the same few key-letters be used again, the key-word must
have been repeated an exact number of times, so that, in these cases of repeated
cryptogram-sequences, the distance from first-letter to first-letter is evenly divisi-
ble by the key-length — or period (in the figure, the distance from V to V is 10,

Figure 102
A common happeninz in ell PERIODIC ciphers:

Vigendre key: COMETCOMETCOMETCONM
Plaintext: THEREISANOTHERQUES
REPEATED SEQUENCE: VVQV.,. .. .. .VVQV,...

which is twice the key-length, 5). This does not mean that all repeated sequences
found in Vigenére cryptograms are periodic. Often, they are purely accidental;
oftener still, they will be due to the repetition of alphabets in the key itself, espe-
cially if it is such a word as CORCORAN or DESDEMONA. But a distinct ma-
jority of them, according to Kasiski, are caused by periodicity; and if all of the
repeated sequences found in a given cryptogram be examined to find what the sepa-
rating interval is in each case, and if all of these intervals be factored, the factor
which predominates will betray the period of the cryptogram.

In order to have a look at the Kasiski method, we will consider the cryptogram
shown in Fig. 103; and, to approximate a more troublesome case, we will assume
that no repeated sequences can be found except those few which have been under-
scored in the figure. With the cryptogram-letters serially numbered, in the manner
shown, the distance apart of any two of them is readily learned by subtraction. The
digram CH is found beginning at the 1st letter and again at the 46th letter; 46
minus 1 equals 45, their distance apart. Thus, if CH is one of the periodic repeti-
tions, the period could be 15, g, 5, or even 3. The trigram UBF, 8th and 63d letters.
shows an interval 55; here, the period could be 11 or 5. Notice that a period 5 has
been indicated by both. '

Now let us look at Fig. 104, where the method of presentation is once more a debt
to M. E. Ohaver. In this figure, the repeated sequences have been listed, and each
one is accompanied by the two serial numbers of its two first letters, together with
the interval which was obtained by subtraction. Ohaver’s process provides a col-
umn for each possible factor, beginning with 2 and carried as far as desired. Oppo-
site each interval, its various possible factors may then be noted in their correct
columns. In the average case, the correct period will be pointed out by tke column
showing the largest number of entries. But in this connection, it must be taken
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Figure 103
5 10 15 20 25 30
CEGSL FAUBF XUPHES JDAGY XMNZU WWJPD
45 40 45 §0 56 60
JSUPL GCGFE RNIMF CHEKOA QAVXO NNUIL
65 70 75 80 85 90

NSUBF NDVPK AIPLS NMQOH MEUIL BLEKQW

|

95 100 105 110 116 120
NDVIY XUIIA QEUUY JWCOE OENMP WWJJJ

125 130 135 140 146 150
QIUOV CMWDO XFCOL FSEKUL VBWUN RVGTEB

155 160 165 170
BSQNEL UEPHA QTQXV AEQOE

into consideration that small factors like 2 and 3, and even factors 4 and s, are
usually present in considerable numbers, partly as accidentals, but also because they
are factors of the period itself; that is, if the period is 6, there will surely be fac-
tors 2 and 3 for every factor 6, and there will usually be a few extra appearances due
to accidental repetition.

Now, considering our tabulation, and ignoring the fact that short periods like
2 and 3 are seldom encountered, we find that factors 3 and 5 are present in equal
numbers. Often, we are faced with exactly this problem. Here are two factors
which have appeared in approximately equal numbers. Which one of these actu-
ally represents the period? Ohaver’'s recommendations include these: Where two
factors seem almost equally prominent, select the larger if it is a multiple of the
smaller. If one factor is not a multiple of the other, try to select a period which is
a multiple of both (as 15 here, includes both 3 and 5). He points out also that
the factor which is the correct key-length will usually be accompanied, in the tabu-
lation, by quite a number of its own multiples, growing gradually fewer and fewer
as their size increases. In this respect, our factors 3 and 5 are both disappointing.
If we consider factor 5, we find factors 10 and 15, but not growing fewer; instead
the number increases. We find no factor 20, but we do find a factor 25; another
increase. Or, if we consider factor 3, we find factors 6 and g, but no factor 12, and
then a sudden increase in the number of factors 15. This is a case in which the
decryptor would play safe by selecting the period 15.

The student who cares to examine this matter more closely may do so by pre-

Figure 104
Tabulation for Finding Period M.E.OBAVER
Repeated Positions -
Sequence  Intarvals POSSIBLE FACTORS of INTERVALS
CH 46 = 1= 45 3 5 9 15
UBF 63 - 8= 55 5 11
uP 33 =12 = 21 3 T 21
SU 62 = 32 = 30 2 3 6 6 10 15
PL 73 - 34 = 39 3 13
WWJ 116 - 26 = 90 2 3 5 6 9 10 15 18
NDV 91 - 66 = 25 5 25

The factors found in the largest number of DIFFERENT intervals are 3§ and 5.
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paring for himself a less haphazard listing of the cryptogram’s repeated sequences.
Perhaps the most satisfactory way of doing this is to begin by making a general
frequency count. Then, in order to have the more reliable information at once,
start the tabulations by examining those letters whose frequency is only 2; follow
this with an examination of those having a frequency of 3, and so on. The theory
is that letters of these frequencies are much more likely to belong to only one alpha-
bet, while the letters of higher frequency have probably been enciphered in several
different alphabets, so that their repeated sequences are not so sure to be periodic.

Figure 105
Individual Frequency Counts - PERIOD 5

Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5

A 11 11 1 111
B 11 1 11 1
c 111 1 11

D 111 1 1
E 1111 1
F 11 1 1 111
G 1 111 1

H 11 11 1
1 11 11 1111

J 111 11 1 1
K 1 111 111
L 1 1l 11111 11
M 1 111 11

N 11111 11 11 1 1
o] 1 11111 1 11
P 111 111 1
) 1111 1111 1

R 11

S 1111 1 11
T 1 1

U 1 11 11111 11 111 1
v 1 1 111 11
W 11 111 11 1
X 1111 11

T 111
Z 1

For other cases in which there may be some doubt, the writer’s advice is to select
large factors in preference to small factors. Or, if the decision must be made be-
tween two factors such as 6 and 7, where a period of 42 would be necessary in order
to include both, simply select the handiest and give it a trial. With the longer
cryptograms, as we shall see in a2 moment, an error in the choice is very speedily dis-
covered; as to the shorter cryptograms, there is one rule which invariably holds
good: If you meet with any resistance at all in dealing with the kind of ciphers
which were shown in the past two chapters, you have probably selected the wrong
period.

Often, however, where one clue is missing, there will be another present to take
its place. Repeated frigrams are less likely than repeated digrams to be. accidental,
and longer repeated sequences are still less likely to be so. In the present tabula-
tion, we find that three of the repetitions are trigrams; in all three cases the period
5 is suggested, while only one suggests also a period 3. That is, if we use a period of
15, two of these trigrams will have to be considered accidental.

If the period here is 5, then we are dealing with five simple substitution alphabets.
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These five alphabets have been used over and over again, always in a given rotation;
therefore, if the cryptogram be rewritten into five columns (it is already conveniently
grouped), the letters in each column will belong to one same alphabet, and it becomes
possible to take a separate frequency count on each one of these five alphabets. These
individual frequency counts may be seen in Fig. 105. Originally, we had a length of
170 letters, and, if the student desires to take a frequency count on the complete cryp-
togram, he will find that he has no truly predominant letters which could represent
some of the letters ET A O N I R § H. Instead, he has a series of frequencies
which are all fairly close to 4% of the text (6 or 7), and which, should he rearrange
them in decreasing order, would have somewhat the following appearance: 10-10-
10-9-9-9-8-8-8-7-7-7-7. . . . . . 3-2-2-1. He will probably find, also, that every let-
ter of the alphabet has been used at least once, something which would be very rare
indeed in any normal English text of 170 letters. But in these five individual fre-
quency counts, each belonging to a separate alphabet, matters are different. Here,
the alphabets represented have a length of only 34 letters each, and yet, in the third,
fourth, and fifth alphabets, there is one predominant letter, which could represent E,
or some other letter which has taken the place of E, while, in the first and second
alphabets, there are some few letters distinctly more prominent than others. Also,
cach alphabet has shown some gaps in sequence, where letters of the class J K Q X Z,
and possibly also some letters like B P V W, would surely be missing in a normal
text of only 34 letters.

A frequency count made on columns is not, of course, normal. We saw this in
dealing with transpositions, when we considered vowel-distribution. Yet, as length
increases, we find that the letters present in columns begin to approach more and
more the proportions found in normal text; here, with only 34 letters, it would
be possible, in any one of these frequency counts, to assign the letters to groups of
high, moderate, and low frequencies. Whenever our frequency counts do not have
this general aspect, the period cannot be correct. (There are, of course, the very
short cryptograms, in which the actual frequencies are not apparent.) So far, we are
dealing with any cipher whatever of the periodic type, and many of these ciphers
do not make use of simple shifted alphabets, or even of alphabets which are in any
way related to one another.

Now let us consider the one case in which the alphabets are all “ Caesars.” In
this case, whether the cipher is Vigenére, Beaufort, or Porta, we have only to iden-
tify one letter in order to identify a whole alphabet. Suppose we examine, first,
alphabet s, in which the one outstanding letter, L, has appeared 7 times. Does
this letter represent e? If L of alphabet 5 represents e, then, counting backward
(that is, upward), we find that the letter ¢ will have to be represented by H; this
alphabet, then, will be the H-alphabet if the cipher is Vigenére. The letter H
has a frequency of only 1, which, in normal text, is not particularly satisfactory
as the frequency of g, but this frequency count has not been taken from normal
continuous text; suppose we examine the rest of the alphabet, and find out what
the frequencies would be for other letters. Beginning at H, and calling letters in the
order a, b, ¢, we find that this fifth alphabet, provided it is the H-alphabet, will
contain: 3 d’s, 7 €’s, 2 ks, 2 I's, 2 0’s, 3 7’s, 3 t's, and 3 y’s. That is, each letter
present which shows a frequency greater than 1 will represent some plaintext
original which, normally, is of some frequency, the only exception being ¥, which
is a vowel. This is the best we can expect of any columnar frequency count made
on only 34 letters; but more convincing still, and more reliable, is the fact that out of
the entire group j £ ¢ * z we find only x, represented once. Alphabet s, then, is
entirely acceptable as the H-alphabet of the Vigenére cipher.

Let us see what we can find out about alphabet 3. Here, the strongly predomi-
nant letter is U. But when we attempt to identify this as ¢, we find that we should
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have to accept an alphabet containing 3 g¢’s, 2 #’s, and 3 2z’s, all occurring in only
thirty-odd letters of text. We meet with similar trouble when we attempt to iden-
tify U as ¢, as g, as 0, and so on. It is not until we try it as s that we have good
luck, finding only a series of blanks to represent the letters b, j, &, g, v, w, x, and 2.
And if U represents s, this alphabet begins at C. Alphabet 3, then, is entirely ac-
ceptable as the C-alphabet of the Vigenére cipher, and we have two of the key-
letters: * * C * H.

In alphabet 1, the leading letter, N, is not so strongly predominant, and yet,
when we assume it as the substitute for e, we find that the rest of the count is sat-
isfactory. Alphabet 1, then, is acceptable as the J-alphabet of the Vigenére cipher
and we have three of the key-letters: J * C * H.

In alphabet 2, we find no one leading letter, but the two most prominent fre-
quencies are standing opposite E and S, as if this count might represent the normal
alphabet itself. The absence of O and the presence of only one T is hardly signifi-
cant in a columnar count; but further examination shows an excess of M’s and W’s,
and this is more disturbing. However, a single K has appeared as the only repre-
sentative of the group J K Q X Z; the low-frequency letters B and V have appeared
but once each; and there is an absence of ¥’s to counterbalance those which were
too numerous in one of our other alphabets. So that a detailed examination, and the
failure to identify this as any other alphabet, will lead to its tentative acceptance
as the A-alphabet of the Vigenére cipher. (We can know definitely when we attempt
to decipher with it.) With alphabet 2 accepted as the A-alphabet, we now have
four of the key-letters: J A C * H. We shall return in a moment to consider the
one which is still missing; but according to those present, it does not look as if our
key is going to develop into a recognizable word.

Alphabets of the kind we saw in No. 2 can be much more satisfactorily identified
by means of a graph. This graph, when the cipher is Vigenére, is no more than a
picture of the normal frequency table. Ordinarily, it will be a strip of paper on
which the normal alphabet has been written twice in succession, with a straight line
standing at right angles to each letter, this line being long or short according to the
normal frequency of its accompanying letter.

A description of one such graph, suggested by L. H. Patty, will serve to explain
them all: Assuming that the several frequency counts are standing in a vertical
position, as we see them in Fig. 105, and that the work has been done on quadrille
paper, the graph will also be prepared vertically, and the strip of paper will be
quadrille paper with squares of the same size, so that the spacing, vertically, will be
the same for graph and frequency counts. The graph, however, will be twice the
length of the frequency counts, and will carry the normal alphabet written twice in
succession (except that the final Z can be omitted). The basis for frequencies can
be 200, 100, or any other basis desired. If the basis is zoo, each small square might
represent a frequency of s, so that a horizontal line placed beside £ (frequency 24),
would have a length of nearly five of the small squares. Or, if the basis is 100, each
small square might represent a frequency of 2, and the horizontal line placed beside
E (frequency 12), would have a length of six of the small squares. Or, if this same
graph is being made on a typewriter, we might dispense with the horizontal lines
and use a series of diagonals (or I’s, or asterisks), after the manner of tally-marks,
using whatever number of these is the actual frequency of the letter per 200, or per
100; this will give a good clear picture of the normal frequency count. It is under-
stood that the upper and lower halves of the graph are to be prepared exactly alike,
and that there is to be no skipping of extra spaces between them. Thus the graph,
being twice the length of the frequency counts, and spaced to match them, can be
moved up and down beside each one of these until some point is found at which the
pattern of the given frequency count bears some resemblance to a pattern found
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somewhere on the graph. If no such pattern can be found, the conclusion is that
the frequency count was not made on one of the simple shifted alphabets; however,
due allowance must be made, as in the case of our alphabet 2, for the difference in
length and for the fact that frequency counts of this kind have been made on col-
umns. Patty’s graph, so far, is representing only the shifted normal alphabet; that
is, the cipher alphabets belonging to Vigenére, variant, and Gronsfeld ciphers. If
its horizontal lines be made very heavy, and retraced on the opposite side of the
strip, and if the letters be written on that side, opposite exactly the same horizon-
tal lines as before, the reverse side of the strip will furnish another graph for iden-
tifying the reversed alphabets of the Beaufort cipher. Other graphs can be pre-
pared for other kinds of alphabets. For instance, a graph suitable for examining a
series of Porta frequency counts could be made in two halves, each of double length;

Figure 106
Another Tabulation for Finding the Period EDWIN LINDQUIST

Bepeated Interval List of all PRINME Factors.....

Sequence 2 3 5 7 11....(Etc.)
JCV 24 111 1
cvVv 13
DDV 36 11 11
DS 12 11 1
S S 8 111
DTJ 60 11 1 1
TJ 48 1111 1

This was based on a cryptogram whose period was 12, The PRIME
FACTCR 2 is obviously included twice, end the PRIME FACTOR 3 once.

the A-to-M half would serve for comparison with the N-to-Z halves of the fre-
quency counts, and vice versa.

The Vigenére cipher, and, in particular, the Kasiski method of solution, have
given rise to much research among members of the American Cryptogram Associa-
tion. We doubt that any of this research has ever resulted in any new or valuable
discovery. Yet it is interesting in that it shows a body of amateurs arriving at de-
vices which are fully as efiective or convenient as those proposed by seasoned crypt-
analysts. Carter’s “ discovery,” for instance, which we saw in Fig. 9o, was purely
his own device; at that time, he had never heard of the * probable word method ”
proposed by Commandant Bazeries, one of the greatest of modern cryptanalysts. A
great many of the first suggestions were directed at methods for making the trigram-
search less tedious; these were largely duplications of a same idea, involving the
use either of a tableau or of a slide; one example will be shown in the next chapter.
The use of graphs, also, was a sort of simultaneous * inventicn.” As to Kasiski
processes, while Qhaver’s tabulation had been published, it had been out of print and
was not available for several vears. The only information to be had was the fact
that a period could be discovered by factoring intervals between repetitions, and
Edwin Lindquist, finding this rather vague, devised for his own use the tabulation
which is shown as Fig. 106. This tabulation was raade from a cryptogram in which
the period was r2. Lindquist, instead of preparing columns for all possible factors,
prepared them only for prime factors, the repeated sequences and their separating
intervals being listed in about the same way as in Ohaver’s tabulation. Now, tak-
ing one of the intervals, as z4: Tally in column 2, and the interval is reduced to 12.
Tally again in column 2, and the interval is reduced to 6. Tally again in column 2,
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and the interval is reduced to 3, which is itself a prime factor. Tally a final time in
column 3, and the interval 24 has been reduced to its prime factors. This process is
almost entirely mental, and very rapid. Examining the results: Columns 2 and 3
are very full, indicating that prime factors 2 and 3 are both included in the period.
But in column 3, the tallies are largely single, indicating that this factor is included
only once in the period; while, in column 2, the tallies are largely in pairs, indicating
that this factor is probably included twice in the period; had it been included three
times, it would have shown up oftener in three’s. Conclusion: The period is 2 x 2 x
3, which is 12. This tabulation will be found fully as convenient as Ohaver’s, and
its results fully as accurate.

Mr. Lindquist also developed his own method for identifying alphabets. This
method, which, in theory, is graphic, is not particularly applicable to the kind of

Figure 107
The "SHIFT" Method for Identifying Alphabet 4 EDWIN LINDQUIST

Letters apparently of the high-frequency class: I 0 P U
Their possible originals....eesvevvevs..E T A © N I R § &E
Amount of SHIFT if I represents.. 4 15 8 20 21 0 17 18 1=
non "ro " .- 10 21 14 O 1» 6 23 22 7
no" R 4 " - 11 22 15 1= 2 7 24 23 8
" Ty " .« 16 1*20 6 7 12 3 2 13

A SHIFT of 1 (the B-alphabet) makes all four of these letters the
substitutes for high-frequency originels. It is almost certainly

the shift which was made.

alphabets we bave been considering; that is, it would not be needed when there is
so much material. But for shorter examples, where alphabets contain only ten or
fifteen letters each, it comes close to being that magical thing referred to by Lamb,
a “ mechanical crypt-solver.” This method can be examined in Fig. 107, where it is
being applied to our so-far unidentified alphabet 4. An examination of this alpha-
bet 4 (of Fig. 105) shows that it has four letters of more prominence than the rest:
I,0, P, U. These letters, or most of them, should represent high-frequency origi-
nals; and cur method consists in examining them collectively in order to find out
what amount of “ shift " must have taken place in order that some four of the let-
teris ET AO NI R S H would have resulted in these four particular substitutes.
The word “ shift ” is best understood by picturing the movement of the lower alpha-
bet on a Saint-Cyr slide. If the two A’s are together, this is the starting position,
and the “ amount of shift " is zero. If the B-alphabet be moved into position, we
have a shift of 1, if the C-alphabet be moved into position, we have a shift of 2;
and so on. These “ shift-numbers,” o to 25, can be written below the letters of the
sliding alphabet.

Now, considering only one of our letters, /: If this is the substitute for e, the
normal alphabet was shifted 4 positions; if it is the substitute for #, the amount of
shift was 15; if it is the substitute for @, the amount of shift was 8; and so on
through the rest of the nine letters belonging to the high-frequency group. Finally,
having considered our letter 7 as the substitute for all nine of these possibilities, we
arrive at a series of nine shift-numbers: 4-15-8-20-21-0-17-16-1. And unless one of
these is the correct shift, the cryptogram-letter / does not represent a high-fre-
quency letter at all. In the figure, this examination has been made for all four of
the letters 7, O, P, and U, and opposite each of these we have the resulting series of
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nine shift-numbers. A comparison of the four series of numbers will show that
each one includes a shift of 1. A shift of 1, then, that is, the B-alphabet, would
have caused all four of our cryptogram-letters to become substitutes for high-fre-
quency originals. This is almost certainly the shift which was made; but should
the assumption prove incorrect, then a shift of 7 has appeared in three of the lines,
and the H-alphabet would be the next choice. Lindquist’s method was found so
effective for cases of scant material, that two members of the Association, M. R.

Figure 108
Tableau Showing SHIFTS for Each Letter of the Alphabet - (MORRIS R. COLLINS)
For VIGENIRE For BEAUFORT
E T A O NT1IUR S H E T A ONTIUZ RS H
22 7 0121318 9 819 A 419 01413 81718 7
23 8 113141910 9 20 B §20 11514 91819 8
24 9 2141520111021 c 621 216151019 20 9
25 10 31516 21 12 11 22 D 722 317 16 11 20 21 10
011 4 16 17 22 13 12 23 E 823 41817 12 21 22 11
112 517 18 23 14 13 24 F 924 519 18 13 22 23 12
213 61819 2415 14 25 G 10 25 6 20 19 14 23 24 13
3514 71920251615 O H 11 0 721 20 15 24 25 14
415 82021 01716 1 I 12 1 822211625 015
516 92122 11817 2 J 13 2 9232217 0 116
617 10 22 23 21918 3 K 14 310242318 1 217
718112324 32015 4 L 15 411252419 2 318
813 12 2425 42120 5 M 16 512 02520 3 419
9201325 0 52221 6 N 17 613 1 021 4 520
102114 0 1 62322 7 0 18 714 2 122 5 621
112215 1 2 72423 8 P 19 815 3 223 6 7T 22
12 2316 2 3 82524 9 Q 20 916 4 324 7 823
132417 3 4 9 02510 R 211017 5 425 8 9 24
142518 4 510 1 011 s 221118 6 5§ 0 910 25
15 019 5 611 2 112 T 231219 7 6 11011 O
16 120 6 712 3 213 U 241320 8 7 21112 1
17 221 7 813 4 3 14 v 251421 9 8 31213 2
18 322 8 914 5 415 W 0152210 9 41314 3
19 423 91015 6 516 X 116231110 51415 4
20 524101116 7 617 Y 217241211 61516 5
21 625111217 8 718 z 318251312 71617 6

Collins and Helen S. Pearson, decided, independently of each other, to set it up in
permanent form, so as to avoid fresh computations for each new cryptogram.
Collins’ device took the form of a tableau, as shown in Fig. 108. In this figure,
the vertical alphabet running through the center is a list of possible cryptogram-
letters. On the side marked “ Vigenére,” the four lines of numbers standing be-
side the letters I, O, P, and U, are the same as those included in Fig. 107. It will
be noticed that only the first line of numbers (opposite 4) need be found from the
slide; after that, each column is a series o to 25. The same is true with reference to
the Beaufort shifts. These, incidentally, were computed on the assumption that the
Beaufort keys, 4, B, C, D. . . . . .. are passing in their normal alphabetical or-
der beneath the stationary 4 (as most of us prepare the Beaufort slide, this is
backward). Fig. 109 shows a similar tableau prepared for the Porta shifts. The
zero-position here is the AB-alphabet, a shift of 1 is the CD-alphabet, and so on.
Collins, however, did not use the shift-numbers. He increased these by 1, using
numbers 1 to 26, which represent the 26 positions of the slide, or, better, the serial



THE KASISKI METHOD FOR PERIODIC CIPHERS 135

positions in the normal alphabet of the 26 key-letters. Others who have since pre-
pared similar tableaux have dispensed altogether with numbers, and have used the
key-letters themselves. Doing this, the first row of the Vigenére portion will show
the nine key-letters W H A M N S J I T, the second row will show key-letters,
XIBNOTKIJU, and so on. If the letters appearing on the slide have been
numbered, one method is fully as convenient as the other, though in dealing with a
plaintext key one would probably prefer the letters. In any case, where some four
letters, such as our 7/ O P U of the foregoing alphabet, have been found more than
once in a given frequency count, it is merely necessary to find these four letters one
by one in the vertical alphabet and copy their accompanying numbers. It is even
possible, having these three tableaux, to decide whether the frequency counts taken

Figure 109
Tebleau Showing SHIFTS for PORTA

t
.
-
=

T O N R 8

9 0 5 6 N 6 1 0 4 5 A
10 1 6 7 0 5 0 12 3 4 B
11 2 7 8 P 4 12 11 2 3 c
l2 3 8 9 Q 3 11 10 1 2 D

0 4 9 10 R 2 10 9 o0 1 E

1 5 10 1 S 1 9 8 12 o F

2 6 11 12 T o 8 7 1. 12 G

3 7 12 0 U 12 7 6 10 11 H

4 8 0 1 v 11 6 5 9 10 I

5 9 1 2 W 1c 5 4 8 9 J

6 10 2 3 X 9 4 3 7 8 K

7 1 3 4 Y 8 3 2 6 17 L

8 12 4 5 A 7 2 1 5 6 M

from a periodic cryptogram represent the alphabets of the Vigenére, the Beaufort,
or the Porta.

Miss Pearson’s device took the form of sérips, a set of 26 for each of the three
ciphers. Fig. 110 shows the first five of her Vigenére set as she originally prepared
them, using the “ position-numbers,” which are all larger by 1 than those of the
tableau. Aside from this, each strip represents one row from the Vigenére half of
Collins’ tableau. But where Collins had arranged his numbers according to the fre-
quencies of the nine possible originals (so that possibilities found on the left might
have more significance than others found on the right), Miss Pearson arranged hers
in straight numerical order, and spaced them in such a way that No. 1 is always in
the first column, No. 2 is always in the second column, and so on. Had she used
key-letters, all A’s would have been in the first column, all B’s in the second column,
and so on. As to the use of these strips: Presuming that the four leading crypto-
gram-letters are the same as before, simply pick out the four strips which are
headed by the letters 7, O, P, and U, and set them together. If any of the numbers
are duplicated, you will find them standing in the same column. These, remember,
are the devices of amateurs, and both will be found very effective. It will be no-
ticed that the basis is the finding of key-letters (or numbers) and not the identifica-
tion of cipher alphabets.

Now compare these devices with a method proposed by an expert, in which the
basis is the identification of cipher alphabets, and not their keys: With this method,
a tableau is prepared (which could be arranged like the one of Fig. 85) in which the
only letters shown on any one line are the substitutes for the nine high-frequency
letters. If, for instance, the tableau is intended for the Vigenére cipher, the top
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row will contain only the letters A EH I N O R S T, and the other 17 positions will
be left blank. The second row will contain only the letters BFIJO P S T U, the
third will contain only the letters CGJ K PQ T U V, and so on. Or, if the tableau
is intended for the Beaufort cipher, the top row will contain only the letters A W T' §
N M J I H, the second row only the letters BX UT O N K J I, and so on. Thus,
after having taken a series of frequency counts, we may find out, in each of these
frequency counts, which are its leading letters, then consult the prepared tableau to
find out which of its alphabets will show these same leading letters. An added sug-
gestion is as follows: Prepare the tableau, as described, using black ink. Then, us-
ing red ink, add to each alphabet the substitutes for J K Q X Z (perhaps, also, for

Figure 110

Strips for Determining SHIFTS HELEN S. PEARSON
SET FOR VIGENEEE
EI_ - - C-8Ew 13 - 130 7 T3 2T
B_Z - - - ZCZ8wil - "waas _ T Te0el T T T
C_ -3 __ - _ __wiz _ 1518 _ T T T2z T T2
| S b U £ A -1 AN - 2 - S
[ - 121312 - T1718 - T T Te3ea T T

NOTE: The numbers here are POSITION-numbers, instead of SHIFT-numbers. A
shift of zero is "position 1" of & slide, This is also the numeriecal, or
serial, position of A in the normal alphabet. Most members of the American
Cryptogrem Associstion prefer to dispense with numbers, and use key-lestters.

B PV W); that is, the substitutes for those letters which ought to be largely absent.
This makes it much easier to decide between two alphabets in which the more fre-
quent letters have made it seem that one is as likely as the other. It will be found
that letters of low or moderate frequency are ordinarily as helpful in these ciphers
as those of high-frequency; an instance has been pointed out in which those of the
cryptogram can be more so: Where the question is one of deciding between two
possible periods, a new tabulation can be made using only the sequences found in
connection with those letters which are less frequent in the cryptogram than others,
and thus not so sure to belong to more than one alphabet.

We have seen, then, what can be done in place of the trigram-search in the case
of those longer cryptograms. Having one of only 170 letters, we first found out
its period, and then (presuming that we accepted the B-alphabet in the case of al-
phabet 4), found out all five of its key-letters J 4 C B H, and even the type of en-
cipherment (obviously Gronsfeld), without having deciphered a single letter of its
message. We are now in a position to go back and investigate any which are still
unsolved. With Vigenére methods and principles thoroughly understood, the stu-
dent is fully in possession of methods for dealing with any periodic cipher whatever
in which he knows what the cipher alphabets are. All that remains, then, is to pick
up a few loose ends, and observe a few variations from the strictly periodic enci-
pherment, after which we may consider the case of the unknown cipher alphabets.
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116. By NEMO. (A Vigenkre? Or a snere and a delusion?)

WLPCV MOGEKEE EIFMU RWWFH VMFFW EYXAV UB1lcC2Z
OJMLC HVIYF KSCUS XILMG BQIDB WIFGB 1Q2cG2
HFJYP MKIGV PTWYK WZEWM ZHWIF APSDN WFHED
SCXAV OEBYY OKCOY UIHUJ LEUDX PPWVV HPFWY
LGFBYVY EJMAA GBPIE BAVUV QLZNL PWAUJNW,

117, By NEON. (U.S.Army Cipher Disk. Surely not an advertisement?)

DJTXJ MHLMK OMFDT FNEUI GDDNA AUSNS ACFGY
MZYAQ ANMWU WSRBR FJJQS EKAYBA NBLTO JEREKS
NWXAG TJLZY STVAR BXLEN RLVDU UFOFA EZLWY TEETW,

118, By TITOGI. (What! Another Vigendre? Some collusion here!)

DWPWZ TCGHHEH Z2BBVW FBHIF WQBLL JDZIRG UMMES
WBDWL JEXIF YZDGE YIOIE DWPMF HCMSF QGCEL
JITHEW AMIWL JZIWS WEKVWE.

119, By TEE ADMIRAL. (Vigenere).

NSRVEKE DKSIW JWYCE CEGEC EBDEKN QYSJU LXZOL
XPSUV UTFBS OQOINPC RREUY ONUFK HKZIDD O0OJPQ2
CKJIE NAFJD WBUSJ URCLC JCEPC OXTVF AFPYX
GKKYZ TV,

120. By THE ADMIPAL, (Besufort).

ZNJLN YHCZD AUDDZ INHRC ZYZEKEE GBPEC LMLWY
R0OI1JQ DTLQO ZHQSN DVESE PEJOY LSZ0J UPGTEK
JFECU WNSHG WFDTM GEEKEDW EHLZR NSBGV ESERAU
KKUMJ ZMTXKN KFQLG KECUPZ USDLW DEZUB DYFOD,

121. By DOR, (Another "Aristocrat.” - Not hard, No keyword).

ABCDEFGC HGIJA EKGFDJFBLM EDMMIMGBA HNFLC
LOGJPNF DRFCLH OGPIM SDAN TDLIFLU FCBG

NBPJ EGJFCLEF, ECGAIED VBF.



CHAPTER XV

MISCELLANEOUS PHASES OF VIGENERE DECRYPTMENT

When a Vigenére cryptogram is very short, its alphabets are no longer readily
identified by their graphic appearance. But its period, in the majority of cases, can
still be determined, and it still remains true that the identification of one letter iden-
tifies a whole alphabet. The example of Fig. 111 contains only 30 letters. With
this cryptogram in the form shown at (a), we are still dependent upon the search
for trigrams and short words, but the case is modified by the presence of a repeated
trigram. Unless this repetition, Z/L, is accidental, it indicates a maximum period
of 12, and the cryptogram is long enough to provide another interval 12, with an-
other trigram, EUK, upon which any key-fragment brought out at ZIL can be
tested in order to see whether or not it will bring out another good sequence. When
it finally does, the intermediate trigrams (those at intervals 6 or 4) can be tried,
in the hope of finding a shorter period.

FiEurolll
(a) (b)

ZILTF RUIYT JRZIL !‘.iiigﬁ
x x x Z I LTV FR

U I YT JR

KAROI EAOAE____P_!_{'L‘NK. Z 1 L K A R

x 0 I E A O A

E U EL W EKE

But assuming a case in which we have no repeated sequences at all, we almost
never meet with a Vigenére cryptogram in which there are no repeated single letters
belonging to a same cipher alphabet. These repeated single letters can be tabu-
lated with their separating intervals, and these intervals factored in exactly the same
way as intervals between repeated sequences. The evidence, perhaps, will be less
clear, and less reliable, than that obtained through repeated sequences; as with se-
quences, the less frequent letters will usually be more informative than those which
are leaders. To illustrate, with our given example, the single letter 7 has shown the
interval 6 three times, the single letter R has shown it twice, and the single letters
L and Z have shown its multiple. In the average case, the period will not be so
clearly evident as here; however, the example was not in any way manipulated in
order to produce this evidence.

Once the cryptogram of (a) can be rearranged as at (b), we no longer have before
us the piecemeal decipherments and piecemeal tests which are necessary where a pe-
riod is likely to be anything at all. Whatever key-fragments can be brought out at
ZIL, or on another trigram, need be tested only on the three columns which contain
the trigram. Even presuming that the evidence has been inconclusive between two
or more periods, the cryptogram, necessarily a short one, can be written into each
of these probable periods, and the two or more resulting blocks, standing side by
side, can be considered more or less simultaneously. Here, with our period deter-
mined as 6, the columns of (b) are very short, and the number of trials and erasures
should not be many.

For this kind of case, however, many solvers have a preference for the purely
mechanical method which is detailed in Fig. 112. Skeet 1 of this figure has been
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prepared from the first column of our cryptogram, which included the letters Z U Z
O E. Sheet 2 has been prepared from the second column, which included the letters
I'II11U;and sheet 3 has been prepared from the third column, which included the
letters L ¥ L E K. 1In each case, the column of cryptogram letters, as it first stands,
is also the A-decipherment. With each letter used as a point of beginning, a se-
ries of normal alphabets may be laid out, as in the figure, and the resulting 25 new
columns on every sheet will show the other 25 possible decipherments. But if these
decipherments have been caused to progress in the normal alphabetical direction,

Figure 112
Sheet No. 1 (For Column 1 of b, preceding figure)

KEYS: ea:zyxwvutsrgponmlkjihgfedebd
ZABCDEFGHIJELMNOPQRSTUVWIY
UVWXYZABCDEFGHIJEKELMNOPQRST
ZABCDEFGHIJKLMNOPQRSTUVWXY
OPQESTUVWXYZABCDEFGHIJKLMN
EFGHIJKLMNOPQRSTUVWXYZABCD

Sheet No, 2 (For Column 2 of b, preceding figure)

KEYS: ls§x!1ut1rszgaml£1££5£gdcb
TIJKLTENOPQRSTUVWXYZAECDEFGE
IJKELMNOPQRSTUVWXYZABCDEFGH
IJKLMNOPQRSTUVWXYZABCDEFGH
IJKLMNOPQRSTUVWXYZABCDEFGEH
UVWXYZABCDEFGHIJKLMNOPQRST

Sheet No. 3 (For Column 3 of b, preceding figure)

KEYS: azyxwvutsrgponmlkjihgfoedgebd
LENOPQRSTUVWXYZEBCDEFGEITJK
YZABCDEFGHIJELMNOPQRSTUVWX
LMNOPQRSTUVWXYZABCDEFGEHEIUJK
EFGHIJELMNOPQRSTUVWIYZABCD
ELMNOPQRSTUVWXYZABCDEFGHIUJ

and if the cipher is Vigenére, the key-letters which produce these deciphered col-
umns will have to run backward in the alphabet. These can be added at the tops or
bottoms of their columns, and can, if desired, be written in red ink, or otherwise
distinguished.

Fig. 113 shows what modifications would be necessary if the sheets were being
prepared for one of the Beauforts. For the variant Beaufort, the only difference lies
in the fact that key-letters must progress in the same alphabetical direction as their
decipherments. With the true Beaufort, however, the making of an 4-decipherment
does not mean a simple copying of cryptogram letters, as in the other two ciphers;
this A-decipherment must first be made; after that, the series of normal alphabets
can be extended as before, and the key-letters will progress in the same alphabetical
direction as their deciphered cnlumns.

Now, assuming that these sheets have actually been prepared, say on quadrille
paper, the various columns of decipherment may be examined, and a check-mark
placed beside each column in which the series of letters appears to represent a
‘“ good "’ decipherment. With longer columns, those may be checked which contain
the largest percentages of letters ET A O N I R S H, without too many of the letters
J K Q X Z; with shorter columns, perhaps those are “ best ” in which any repeated
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letters are chiefly vowels, it being remembered that when the cryptogram contains
repeated sequences, as well as repeated single letters, the possible identity of these
repeated diagrams or trigrams must also be taken into consideration. With all of
the apparently good columns checked for attention, skeet 1 may be creased vertically
so as to place any desired column on the extreme right, and this column may then
be laid directly against any desired column of skeet 2 for an observation of the re-
sulting digrams. If these appear to be satisfactory, then sheet 2 may also be
creased vertically, and the series of apparently good digrams may be laid directly
against any desired column of skeet 3 for an observation of the resulting trigrams.
And so on, if desired, to a possible sheet 4, or 5, or 6, though, as a rule, the first
three sheets will be found sufficient. While the method, as indicated, is intended to
be mechanical, that is, largely visual, it would be possible, where uncertainty exists
between two given combinations, to copy these and subject them to a digram test.
But this should not be necessary in a case where key-letters, as well as their de-

Figure 113
If column Z U Z 0 E were VARIANT If column Z U Z O E were BEAUFORT:
EEYS: lh_ﬁ_gg{%.a--- EEYS: ‘EGE!£E¢.--¢
~— ZKXBCTDEF..... Z-BCDEFGEH.....
UVWIYZA..... U‘GHIJELH.--.«
ZABCDEF... Z~-BCDEFGH. .cvuu
OPQRSTU...-. o-uNOPQRS.-...
EFG.HIJK..... B"'IYZABC.-.--

ciphered columns, are expected to set up good combinations in order to form a
plaintext key-word.

An interesting version of this method, as shown by Admiral Elliott Snow, in-
cluded the following variations: To begin with, in extending the alphabets, the
decryptor omits altogether the letters J K Q X Z, and perhaps one or two others
of extremely low frequency, simply leaving the blank spaces which indicate their
alphabetical positions. This makes the work more rapid, and, in addition, the pres-
ence of these blank spaces in any column of decipherment, advertises at once that
the column is probably not a very good one. But Admiral Snow’s columns were not
columns; they were rows. A given series of letters, as Z U Z O E of our foregoing
sheet 1, is laid out horizontally, and its decipherments are extended vertically. The
spacing on each row is arranged to correspond with the period; that is, the letters
Z U Z 0 E, instead of being continuous, are spaced six columns apart if the period
is 6, and their decipherments, of course, are spaced in the same way. The sheets
may now be creased horizontally between rows, and one sheet placed against another
in such a way that the resulting digrams are all standing on diagonals, but have
appeared at exactly their cryptogram distance apart. The student should experi-
ment with both arrangements and decide which one he likes.

It has been pointed out by C. A. Castle, another of our members, that the fore-
going method will find its chief application, not on a single cryptogram, but as
applied to a case which, so far, we have not considered in connection with the substi-
tution ciphers: One in which the decryptor has in his possession five or six crypto-
grams, all very brief, but all enciphered with the same key. Here, we have the
common practical case, to be handled in somewhat the same way as the last of our
transposition examples; the cryptograms can be written one below another, thus
forming a series of columns in which every column has been enciphered with the
same cipher alphabet. If this case happens to involve also a comparatively short
period, it is possible to take intervals between repeated sequences found in two
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different cryptograms, using the intervals indicated by the number of columns be-
tween the first letter of one sequence and the first letter of its repetition. Castle’s
example, however, was not based on a short key, but upon an extremely long one,
and his five or six messages were merely fragments, each one of which was known
to be the beginning of an English sentence. In the English language, about half of
all initial letters used are found in the group T' A O S H I and more than another
one-fourth are found in the group W C B P F D M. Thus, having a series of be-
ginnings in which the first column will include only initial letters, the number of
truly acceptable decipherments on any skeet r will usually be quite limited. In ad-
dition, with vowels known to have a fondness for second and third positions in
words, there should be little difficulty in selecting decipherments from skeets 2 and 3.

While we have described this device as having been written out on sheets of
paper, there are many persons who prefer to have at hand a series of cardboard
strips which will set up the “ sheets ”” mechanically. If each of the strips carries

Figure 114
One Form of "DECRYPTING SLIDE" C. STANLEY LAMB

For V'IGEN%RE, the "Decrypting Alphabet" runs beckward:

}azyxwvutsrqponmlkjihgfedcb—l
{ ABCDEFGHIJKLHNOPQRSTUVWIYZ&BCDEFG_H...
A D I K MNOPQHSTUVWXYZABCDE ...
(ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHTI ...
*:Kxuan;s.tbdcuut:[[.';qﬂJapaqu]

As this 1s shown, it has been set for the deciphsrment of a trigram H D G, and
every possible decipherment cen be read from the slide without changing its
present adjustment. The entire list of frequent trigrems cen be used as trial keys:

Triel Keys:
Fracment of True Key:

O me3

HE AND THA ENT IOK TIO FOR (Etc.)
DG
WC HQD OWG DQN ZPT OVS CPP (Etc.)

the normal alphabet written twice in succession, it is possible to adjust five of the
strips so as to place the letters Z U/ Z O E one below another in the form of a
column and automatically set up the other 25 columns. The strips can be loose,
or may form part of a slide. Slides, in fact, may be used for many purposes, and
are well worth preparing for any kind of cipher which the decryptor expects to
encounter a great many times. The members of the American Cryptogram As-
sociation, who solve a great many Vigeneres, Beauforts, and so on, as a matter of
recreation, have practically all “ invented ” slides (or tableaux) which will, to some
extent, do away with the irksome task of carrying out a trigram-search. These
are prepared in various ways, and variously used, though the principle for all is
about the same as that indicated in Fig. 114. They are usually referred to as de-
crypting slides, and the single stationary alphabet, sometimes a list of key-letters
and sometimes not, will be called “ the decrypting alphabet.” C. Stanley Lamb,
who is by no means the only “ inventor ” of the device illustrated, has this in several
different forms, according to the purpese for which he intends to use it. Notice
that the card, as we have placed it, shows the stationary single alphabet running
contrary to the others, for use on the Vigenére cipher, and that this card need
merely be reversed in order to have a single stationary alphabet running parallel to
the others, for use on the two Beauforts. As to the sliding double alphabets, there
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may be as many of these as the operator feels like setting up; if the device is being
used to assist in the trigram search, three will be needed.

To explain its use: The decryptor here is dealing with a sheet of trigrams.
Each one of these trigrams is to be deciphered as THE, AND, THA, and so on,
following the list of normally frequent trigrams, and the resulting key-fragments
are to be written down for comparison with one another, in the hope that some two
or more will be duplicates, or will contain overlapping letters. The first of these
cipher trigrams is HDG. These three cipher-letters, found on the three slides, are
placed, in order, below 4. Now, on the first of the slides, every possible decipher-
ment for H is standing opposite its key-letter, found in the “ decrypting alphabet ;
on the second slide, every possible decipherment for D is standing opposite the
the proper key-letter; and on the third slide, every possible decipherment for G.
To know, then, what key-letters will be deciphered by THE, find T on the first slide
and note key-letter O; find H on the second slide and note key-letter W; find E on
the third slide and note key-letter C; the complete key-fragment is OWC. This
may be written down. Then, without changing the adjustment of the device: For
AND, key-fragment HQD, and so on down the list.

Where the cipher is Vigenére, the text-letters may be found in the “ decrypting
alphabet ”’ and their keys on the slides, without changing results. But with either
of the Beauforts, a key is specifically a key and not a text-letter. Thus, when the
card is reversed, and the same process applied for one of the Beauforts, the student
must be careful as to where he finds his letters T H E in each of the two ciphers.
This peculiar relationship of Vigenére-variant-Beaufort is not hard to untangle if
all three of the encipherments are considered to be purely mathematical opera-
tions of addition and subtraction. If we must add two numbers, as § and 10, it
makes no difference whether we call it the sum of 5 plus 10 or the sum of 10 plus 5.
But where we must perform a subtraction, there are two separate cases.

In straight Vigenére encipherment, the process is addition, in which text-letters
may be considered to have the values 1 to 26 (their serial positions in the normal
alphabet), while key-letters may be considered to have the values o to 25 (the
amount of alphabetical shift represented by each one). Thus, the encipherment of
J by P (10 plus 15) will not result differently from the encipherment of P by J
(16 plus 9); in both cases, we obtain ¥, alphabetical value 25.

In variant Beaufort, we have one of the subtractions: Message minus key, with
the occasional necessity for * borrowing ” 26 in order to make a subtraction possible.
Thus, J enciphered by P (10 minus 15) does not give the same result as P enciphered
by J (16 minus 9). In the first case (after “ borrowing ” 26), we obtain U, or 21,
while in the other case we obtain G, or 7.

In the true Beaufort, we have the other subtraction: Key minus message. This
time, we value the key-letters 1 to 26, and the text-letters o to 25. Thus, J en-
ciphered by P (g taken from 16) results in G, or 7, while P enciphered by J (16
taken from g) results in U, or 21. Our results, then, are exactly the reverse of those
obtained in the other subtraction.

If these mathematical comparisons be understood, or simply kept in mind, it
will always be possible, whenever a decryptment process has been explained in
connection with only one of the encipherments, to examine its * mathematical ”
details and learn from these in just what respects it would have to be modified in
order that it may be applied with equal success to the other two encipherments.
There is another interesting possibility which may have escaped the student’s notice.
If he will turn back to Fig. 98, in which the same message, using the same key, was
enciphered in both of the Beauforts, one encipherment coming out as K X Z B
BIZ..... and the otherasQQ BZZSB. . ... , he will notice that these two
cryptograms are complementary from beginning to end. If we saw any reason for
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doing so, we might convert either one of the Beaufort cryptograms to the other
form, and apply its probable word with its own slide.

Now, having seen the great vulnerability of the famous “ indecipherable cipher,”
suppose we glance at some of the devices which have been used for doing away with
its periodicity. One such device, that of auto-encipherment (cutokey, autoclave),
has been given its own separate chapter (the one immediately following), not be-
cause of its value as a cipher, but because of the very interesting decryptment
problem it presents. A second device, the details of which may be examined in
Fig. 115, consists in the use of a very long nonrepeating key, the popular name for
which is “ running key.” The value of such a key, for practical purposes, we have
already seen; it was a key of this kind which Castle had used on his five or six
cryptogram-beginnings. In single examples, however, it gives more trouble. Unless
there is a probable word, its message and key must be dug out bit by bit, and if the
encipherment is Vigenére, any recovered fragments can belong equally well to the

Figure 115
Vigenére with a "Running Key"

Key-letters: MYCOUNTRYTIS...
Plaintext letters: SENDSUPPLIES...
Cryptogram: ECPRMHIGJBMEK...

message or to the key. However, with its key known to be purely plaintext, no
fragments need be considered except those which are usable combinations, and
since the “ running key cipher ¥ makes a fascinating puzzle, a specimen has been
included among the practice cryptograms. The original of this, apparently, was the
Hermann cipher. This employed a slide which was identical with the Saint-Cyr
slide except that the stationary alphabet carried an extra cell (position) marked
“index ” to be used instead of the Saint-Cyr index 4. As the writer saw this, the
index-cell was standing just ahead of A4, so that the resulting encipherment would
have been that of a Saint-Cyr slide on which the letter Z was serving as index-letter.

Of other devices aimed at destroying periodicity, quite a few have been based in
some way on key-interruption. A key-word is selected, as INDEPENDENCE, but
the encipherer breaks off before completely using his rotation, so that the com-
pleted cryptogram will be enciphered very irregularly by such a key as INDEP
INDEPEND I IN INDEPENDENC IND INDEPEN. . .. .. Sometimes this is
found as a word-spacing device, the key beginning over with each new word, though
naturally not with word-separations showing in the cryptograms. But in the average
case, the key-interruption takes place at the discretion of the encipherer; some-
times the agreement with his correspondent allows him to break off as he pleases
without any sort of signal, leaving the decipherer to discover the interruptions
through the fact that he can no longer decipher; again, he may use an indicator, as
J. In the latter case, he must encipher any J’s which may happen to occur in his
message by using the J-substitute; then, whenever he decides to break the key, he
first enciphers a J. Thus, whenever the decipherer brings out the letter J, he knows
that his key is to begin over with the encipherment of the next letter. It will be
noticed that in all of these cases, the decipherer will have to do his work one letter
at a time.

There is another of these devices which apparently destroys periodicity and is
aimed at throwing all of this onerous work upon the shoulders of the decryptor
without at the same time punishing the legitimate decipherer. This consists in
shortening the two alphabets of the key, so as to leave some extra letter, which will
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never be used in any cryptogram. Encipherment, in this case, is accomplished in
the regular way, producing a periodic cryptogram. The extra letter may then be
inserted at points throughout the cryptogram wherever it can do the most harm.
The decipherer, knowing that this one letter is always null, need merely erase it.
But if this device is to be really useful, the omitted letter must not be always the
same, and this trouble can be overcome as follows: In the shortening of the plaintext
alphabet, we omit always the unwanted letter, as J. But in shortening the cipher
alphabet, we omit first one letter and then another, according to agreement, and
insert J in its place. The decipherer, knowing what letter is null, erases it; but the
decryptor, granting that he knows what the process is, will still have to experiment
with various letters before he learns which one (or more) of the 26 is the null of
the moment.

Shortened alphabets are not uncommon in ordinary use. We meet with 25-letter
alphabets in European examples, the letter W having been omitted for telegraphic
reasons. This case can usually be distinguished from the one which precedes by
the fact that the letter W is never found in a frequency count, and it presents only
the minor trouble that the ordinary 26-letter slide will not make the decipherments,
so that it becomes necessary to prepare another on which the letter W is not present.
This case can, of course, be simulated by making use of a 24-letter alphabet.

These devices, taken as a whole, have added little, if at all, to the security of
the straight-alphabet ciphers, though, for the most part, they have succeeded ad-
mirably in rendering their ciphers totally unfit for general purposes. Considered
as single examples, they can, of course, prove troublesome. We trust that this will
not be the case with some one or two of the appended practice cryptograms, but if
so, we recommend that the student postpone them for a later investigation. Con-
cerning example No. 122, he may find that some of the material presented in Chap-
ter XVI applies also to the “ running key ” encipherment; with others, a trigram-
search may assist in developing the interrupted key-word; and in one case, a clever
decryptor should find a way for applying his Kasiski method.
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122, By SABIO, (Vigenbre with Running Key. SENT, AGENT, STOP, IMPREGNATED).

ARUNN INGEE YSOQM AVQXE LUERS ZS8SSRF AHAIV
XWETN KZQNV RAGWY ETFWN LEATA IBSZU HPEXU
BWWAS PNFFC, (These gre a trif}e tedious, bup ng} ighuppn).
123, By NEON. (Porta, with key-interruption. Plenty of trigrams!)

APVEW TPEKEPV YGQPG AEKEJZW JNIZXJ UQOUK PVWFU
RFXNK CEPRK QEWFU RGJOV ZO0EKEGX JVQSW TFEDL
LYQLX ZEFLY UJVZIC XGQLJ MTXWE EPVTV BYKIXIP
FJZQX BVCOV VHXZE JZIUY,

124, By WHOSIT, (Beaufort, with key-interruption. THEY, WHEN, IN, ON, UP, eto).
MXYFU HPMJB CXOCE ALQED BQAEP RBZLG LWMUJB
ZZCSA ALAOE EKEECWL LJBPE UWBLF QORBZ LAOEM
ALOKF PVHYU YHYJL XO0OLXZ,

125, By B. NATURAL. (Gronsfeld, with key-interruption).

SOWHZ GHOCV VWLFF FXOFH HXQSI HSOYP PHETAQ
HZFYJ QGQHO BXVIO FLRJL FWEAE FHOGG VOFET
YMUX0 FTHSN FBUAO BWHEVC VVHVA OFQMA GVNHS
SCFUX OFVHE LOAOJ OECVV EYFAV SNIPL EOUPW
TAGPQ KET.

126, By TRYIT. (Gromsfeld, with Anterruptors. MY, TO, THE, OF, IS, EE, WHICH).
REHXGA PASRE CZTRT WIZIAJZ SGQAZ MTPEA UXGEY
ZFWZS GQYOE YFCTP WBGEO DPWXYND XZAWF OWHTZ
BMOHK QPKVK SQNDJ ZSLZX LCRTT NHSHNW

127. By B. NATURAL. (Vigenbre. One letter reserved as interruptor. Look out!)
PNBYC ANDVN PNFYZ GVNWE JNSIT TTZIBL NOSLN
XRNIL ZHENHM DXDXB ZNBIK WZHND JNBMD TNOTIEK
NEIIH TWQMF ATNEPQ UNTJW DCXNG ICXPZ BLNOS
LNOIJ NOSLG NHSCE TQDNX WNRII ILMJT RNUMD T



CHAPTER XVI

AvuT0-ENCIPHERMENT

The term autokey (autoclave; * the autokey cipher ”’), as commonly used, refers
to the kind of encipherment shown in Fig. 116, in which a message becomes its own
key for applying some one of the multiple-alphabet ciphers — usually the Vigenére.
It will be noticed from the figure that the auto-encipherment must be “ primed ”
with a conventional key; and whenever the words key-length, period, and so on, are
used in connection with auto-enciphered cryptograms, their actual reference is to
the short initial key. A more accurate term would seem to be group-length. But
that a term is needed for referring to something akin to the period of the ordinary
Vigenére cryptogram can be seen when we consider the mechanics of decipherment:

Our present initial key, COMET, key-length 5, serves to decipher only one
group of that length. The five key-letters obtained from this first decipherment
will serve to decipher only one more group; from this, another five key-letters are
obtained, and will decipher a third group, and so on. But our group-length, some-

Figure 116
Vigendre Autokey: COMET/SENDSUPPLIESTOMORLEYS
Plaintext: SENDSUPPLIESTOMORLEYSSTATI
CRYPTOGRAM: USZHLHTCOAYHIZUSJESKGJEERA

times referred to as “ period,” includes five individual series of letters, any one of
which can be enciphered and deciphered independently of the rest. That is, be-
ginning with C, or O, or M, or E, or T, and taking each fifth letter, it is possible to
proceed straight through to the end, enciphering or deciphering only this one series,
or “column.” It will be noticed from the foregoing that the decipherer gets the
short end of the bargain. The encipherer knows in advance what the key is, and, to
some extent, can apply one cipher alphabet at a time; the decipherer knows only
the key to the first group; the rest he must ferret out for himself.

There is, however, a second form of autokey encipherment in which the respec-
tive difficulties of encipherer and decipherer would be reversed. This form of auto-
encipherment, which can be seen in Fig. 117, makes use of a preliminary key, as in
the regular form, but follows this with the enciphered text instead of with the plain-
text. Such an encipherment results, occasionally, from the mechanical construction
of a cipher machine, and in this case, where the 26 cipher alphabets are in mixed
order, and unknown to the decryptor, may present an interesting decryptment prob-
lem. But where the cipher is Vigenére (or any other in which the decrypror pos-
sesses the full set of cipher alphabets), it can hardly be argued that there is any
great problem about a cryptogram which carries its key in full view. We will con-
fine ourselves, then, to the usual form of autokey, as first explained, beginning our
studies with a brief glance at the two common practical cases, that of accumulated
cryptograms, and that of probable words. Procedure, in the former case, is self-
evident. Possessing several cryptograms all initiated with the same preliminary
key, we may write their beginnings one below another to form columns, and the
first few of these columns will constitute an ordinary case of Vigenére in which every
message is known to be the beginning of a sentence. With beginnings discovered,
a little industry accomplishes the rest.
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The case of probable words, on the other hand, presents some interesting pos-
sibilities inherent in the auto-encipherment itself. When the probable word is
short (or if a search is to be made for normally frequent trigrams), the task of
bringing out and testing the possible key-fragments is made much less onerous by
the fact of the purely plaintext key. Being sure of an abundance of excellent se-
quences, we need consider none but the very best of the deciphered fragments; and
for any one considered, the trials need be made only within a very short range of
the spot at which it was found. All of this work may be done directly on the
cryptogram. A correct sequence, correctly applied, can be followed out in both
directions, and will yield, in full, several of the “ columns,” and several consecutive
letters of the initial key. But if it so happens that the probable word is longer
than the initial key, its first few letters must become the keys for enciphering its
last few. Consider, for instance, the word SIMPLICITY, which has a length of
ten letters. If the preliminary key contains only five letters, then, beginning at
-ICITY, the keys SIMPL- will begin to encipher, causing a certain long cryptogram-
sequence which, for Vigenére, will always be A K U I J. If the preliminary key has

Figure 117
Key: !EET/ USZHL OHOST PPN
NDsS UPPLI ESTOM .....
L

U S H OHOST ....

Note that the eryptogram itself is the key, except that ths
first five letters are missing. To decrypt, with any known
alphabet, wo need merely find where to begin using it!

six letters, the same word causes a sequence U Q F N when the cipher is Vigenére;
if it has seven letters, the cryptogram-sequence will be A B K; and even an eight-
letter key brings out one certain digram, L G. Thus, knowing what the cipher is,
and having at our disposal any comparatively long probable words, we may write
out these sequences in advance and be ready to look for them in the cryptograms.
In addition to whatever words we consider probable, it is obvious that any other
long word may encipher itself in the same way, and, if it is one important to the
subject matter, is likely to be repeated, causing the cryptogram to show a long re-
peated sequence. Thus, if we find a long repeated sequence in a cryptogram, we
are able to try this as a common suffix, T/ON, MENT, ENCE, AELE, etc., in the
expectation of bringing out some common prefix, CON, PRE, etc.

More fascinating, by far, than its practical aspects, however, are the possibilities
presented by the autokeyed cryptogram for analytical attack. The devices im-
mediately to follow are described by General Givierge in his Cours de cryptograplhie,
and are credited by him to Commandant Bassiéres.

First, it is possible to discover the length of the short preliminary key, or, at any
rate, to confine this to certain definite probabilities. This key, as we have seen,
governs a definite group-length, or ““ period.” If this group-length, say, is 5, then,
barring the first and final groups, every plaintext letter will be enciphered by the
letter standing five positions to its left, and will, in its own turn, serve to encipher
the one standing five positions to its right. Since all plaintexts are filled with re-
peated letters, roughly half of them separated by even intervals, it stands to reason
that there will be many occasions on which the letter standing five positions to the
left and the one standing five positions to the right will be the same letter. That is,
we must often find the encipherment pattern of Fig. 118. Some one letter, as S,
is repeated at an interval of exactly twice the group-length, with some other letter,
as R, standing at exactly the group-length interval from both of the S’s. The first
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S enciphers R, and R enciphers the second S. Or, if the repeated letter is T and the
intermediate one is L, then T enciphers L, and L afterward enciphers T. Where
the cipher is Vigenére, the result, in the cryptogram, is a repeated letter standing at
exactly the group-length interval. If the cipher is one of the Beauforts, the same
pattern produces a pair of complementary letters separated by exactly the group-
length interval.

Figure 118
s'..'n r...lL
5S4 ReosoeaoS T S
J. J E‘I..E

Now, in order to consider the value of this observation, let us examine the
cryptogram of Fig. 119, an autokeyed Vigenére, which, for convenience, is pre-
sented in groups of the correct length, 7. According to Bassiéres, should we inspect
this cryptogram for repeated single letters, noting, in each case, the interval of
separation, the correct group-length, 7, will be present among those intervals which
are noted oftenest, and, in many cases, will be the one which predominates. For
making such an examination, perhaps the simplest plan would be that of listing the
possible group-lengths at the tops of a series of columns, beginning with group-
length 1 and carrying them as far as desired. The counts could then be made by
placing a tally mark in the proper column for each time that a given interval is
noted. The results of this examination, as compared with the Kasiski examination
for a period, may be studied in Fig. 120 At (a), where the leading intervals of our
cryptogram have been listed with their frequencies, it is noticeable that the correct
group-length, 7, is not represented by the predominating interval or even by the
one which is second in frequency; it is merely present among the five leaders. But
we find other cryptograms, not necessarily of great length, in which some one letter,
as V, will be repeated five or six times in succession at exactly the group-length
interval, and its evidence amply confirmed in other repetitions. Then, as at (b),

Figure 119
LCNDMEE LCNOYGT BGXVNDG SSHWAWJ QEVLHOW

YIJWLEX APVECLB HDQEEKUW WGRHXJF BDYPIPK
QDWARGU WRLGNIQ SLVLESP HEUTXBO NDHVXDC

OUDSJTF JNUQNQL AAILMZU XIEWOBY IWEHPDAQ

we may find some fairly good clue, leading us to give the first trial to the correct
group-length; and again we are left, clueless, to try out five or six different group-
lengths before striking the correct one. Results, then, are variable, and the only
certainty, at any rate in a short cryptogram, is that of being able to limit the
group-length to a given few. With the group-length determined, or with one
selected for trial, we may take our choice of two processes.

Process 1 (Bassiéres). With group-length 7, as we have seen, our cryptogram
includes seven independent series, or “ columns,” of letters. By beginning at the
1st letter, and taking the 1st, 8th, 1sth, 22d, etc., letters, we may decipher series 1
independently of the others; or, by beginning at the 2d letter, and taking the 2d,
oth, 16th, etc., letters, we may decipher series z; and so with the other five series.
Many persons, before doing this, will rewrite this cryptogram into seven columns,
which permits that the decipherment of a series be done straight down its column,
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and for that reason the word “ column ” is sometimes used to describe what we
have called here a “series.” In order to understand the first of the Bassiéres
processes, we need consider only series 1, it being understood that whatever applies
to any one of the seven series applies equally well to the other six.

Figure 120
(a) (v)
Interval 8, found 8 times Poesible Reason for L C N
n 15, n a L
n 4, n g n THEorem/GETH% 1.,
n 5, " 6 " TtingTHED a.,
" 7, " 6" ZLY. oo e2LY..

Now, considering Fig. 121: If the unknown first key-letter was A4, then the first
plaintext letter, found by deciphering with key 4, was L, and this became the key
for enciphering the eighth letter. If the key which enciphered the eighth letter was
L, then the eighth letter, found by deciphering with key L, was A, and this became
the key for enciphering the fifteenth letter. Following out this decipherment to the
end of series 1, we find that the plaintext letters must have been L A BR Z Z B,
etc., as given in full in the figure. A glance at the complete series will show that
this decipherment is not a particularly good one. If another decipherment be car-
ried out, on the hypothesis that the original first key-letter was B, we obtain the
series K BA S YV A A, etc., which starts out fairly well, but which, when completed,
will contain two K's, one Z, two B’s, and one P. If a third decipherment be car-
ried out, on the hypothesis that the original first key-letter was C, we obtain the
series J C Z T X B Z, etc., which is a poor decipherment from the beginning. A
trial and error method might consist in making these decipherments one at a time
directly on the cryptogram, erasing one when it is obviously poor, and trying to
add the next series whenever one proves acceptable.

Figure 121
Keys: A L A B

LCNDMEEK LCNOYGT BGXVNDG SSHWAWUJ iesnse
Plaintext: L A B R

Series 1, (Key A): LABRZZBGQLFRBGHHCYZJ.

The Bassiéres process, however, consists in setting up the entire 26 possible
decipherments as these are shown in Fig. 122. In this figure, the original crypto-
gram-letters of series r are standing in a column at the extreme left. The 26 pos-
sible decipherments are also standing in the form of columns, each decipherment
headed by the key with which it was initiated. If the group-length 7 is correct,
then one of these 26 columns shows the original plaintext letters.

Now let us examine, not the columns, but the rows, of this tableau, and find out
just how troublesome it is going to be to prepare tableaux of the same kind for
series 2, series 3, and possibly others. The key-letters, across the top, constitute a
normal alphabet, and below this each row contains the 26 decipherments for some
one letter of series 1. On the odd-numbered rows, the decipherments for the odd-
numbered letters are alphabetically arranged, but progressing in a direction contrary
to that of their keys, as if these odd letters represented Vigenére encipherment. On
the even-numbered rows, the decipherments for the even-numbered letters are also
alphabetically arranged, but are progressing parallel to their keys, as if these even-
numbered letters might represent variant Beaufort encipherment. Evidently, then,
the A-decipherment is the only one which must actually be carried out; afterward,
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the preparation of the tableau is a matter of extending alphabets. With similar
tableaux prepared for the remaining six series, we have seven sheets, and on each
one of these there is one column showing the correct decipherment of the series,
headed by the correct key-letter. Thus, our solution is to be the mechanical one
of the preceding chapter. On each one of the tableaux, the apparently “ good”
decipherments may be checked for attention; the sheets may be creased between
columns, and the “ good " decipherments of one tableau may be placed directly in
contact with those of another.

Figure 122
SERIES No. 1, Prepared as a Tableau. (Corresponds to SHEET No. 1 of Figure 112).

THE
CIPHER The 26 Deoipherments, with Keys
LETTERS
- ABCDEFGHIJKLMNOPQRSTUVWXYZ (Keys)
L LKJIHGFEDCBAZYXWVUTSRQPONM €—
L ABCDEFGHIJKLMNOPQRSTUVWXYZ —>
B BAZYXWVUTSRQPONMLKJIHGFEDC < —
s RSTUVWXYZABCDEFGHIJKLUNOPQ —
Q ZYXWVUTSRQPONMLKJIHGFEDCEBA
Y ZABCDEFGHIJKLMNOPQRSTUVWXY
A BAZYXWVUTSRQPONMLKJIHGFEDC
H GHIJKELUNOPQRSTUVWXYZABCDEF
W QPONMLEKEJIHGFEDCBAZYXWVUTSR
B LYNOPQRSTUVWXYZABCDEFGHIJK
Q FEDCBAZYXWVUTSRQPONMLKJIHG
W RSTUVWXYZABCDEFGHIJELUNOPQ
s BAZYXWVUTSRQPONMLEJIHGFEDC
H GHI JKLMNOPQRSTUVWXYZABCDEF
N HGFEDCBAZYXWVUTSRQPONMNMLKJI
0 HIJKLMNOPQRSTUVWXYZABCDEFG
J CBAZYXWVUTSRQPONMLKJIHGFED
A YZABCDEFGHIJKLMNOPQRSTUVWX
X ZYXWVUTSRQPONMLKJIHGFEDCBA
1 JELYNOPQRSTUVWXYZABCDEFGHI

Process 2 (Bassiéres). Fig. 123 shows the second of the Bassiéres processes.
With 7 decided upon as the group-length, we make up a frial key having the right
number of A’s, and decipher the cryptogram. The new cryptogram, produced in
this way, is periodic, and its period, for Vigenére, will be twice the group-length, in
the present case 14. In Fig. 124, where this new cryptogram has been repeated,
written into its period, it is possible to check its periodicity: It has two repeated
sequences, C J B and W G, at suitable intervals, and while these are very few, their
evidence is amply supported by the fact of repeated single letters in every column.
When the periodicity is not confirmed in this way, it can be assumed that the chosen
group-length was not correct.

The make-up of this new cryptogram is not hard to understand if it is noticed
that what we have done is to carry out simultaneously the seven A-decipherments
of seven tableaux like that of Fig. 122. We saw there that the odd-numbered letters
of a series react as Vigenére encipherment and the even-numbered letters as variant
Beaufort. With seven A-decipherments made at once, the same will apply to odd-
numbered and even-numbered groups. Thus, our new cryptogram has seven columns
enciphered in Vigenére and another seven enciphered in variant Beaufort. The
original seven-letter initial key-word will decipher both sets of columns; for the first
seven, it must be applied in the Vigenére manner, and, for the other seven, in the
variant Beaufort manner.
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Figure 123

aaaaaaa LCNDMEEK AAALMCJ BGXEKEBBX ERMEMNZVY

NDMEK LCNOYGT BGXVNDG SSHWAWJ QEVLHOW
LCNDMEEK AAALMCJ BGXKBBX RMEMZVM ZSLZITEK
ZSLZITK ZQYXDLN BZXHZAO GETXLUI QCYEKMPX
YIJWLEX APVECLB HDQEEKUW WGRHEXJF BDYPIPXK
ZQYXDLN BZXHZAO GETXLUI QCYEKMPX LBAFWAN
LBAFWAN FCWVVGH RPPLSCJ BWGAMQG GIOTLLI
QDWARGU WRLGNIQ SLVLESP HEUTXBO NDHVXIDC
FCWVVGH RPPLSCJ BWGAMMQG GIOTLLI HVTCMSU
HVTCHMSU HZEQXBL COEAQPA YMYLWEU ZWGLSRE
OUDSJTF JNUQNQL AAILMZU XIEWOBY IWEHPDQ
HZEQXBL COKAQPA YMYLWKU ZWGLSRE JAYWXNMM
New Cryptogrem: LCNDMEEKAAALMCJI -BGXKBBIXisaarsnonas(Bte,)

As to why this encipherment reduces to alternate Vigenére and variant Beaufort
groups, this is best understood by resorting once more to the ““ mathematical ” as-
pects of the Vigenére cipher. In a previous discussion, we have said that Vigenére
encipherment consists in the “ addition ” of key to message, and that variant Beau-
fort encipherment (which, in Vigenére, would be decipherment), consists in the
“ subtraction ” of key from message. In the beginning, our plaintext is a series of
groups, as 4, B, C, D, E, etc. and the first encipherment operation consists in the
addition of a key, as X, but only to the first group, 4. To encipher group B, we
add A4; to encipher group C, we add B, and so on, so that when the auto-encipher-
ment is complete, we have a cryptogram in which the groups are made up as follows:

1st: 2d: 3d: qth: 5th:
A plus X B plus A C plus B D plus C E plus D. . . ... (etc.)
Figure 124
The New Cryptogram from Figure 123
LCNDMEEKEAAALMCUY
BGXEKEBBXRMKEMZVM
ZSLZITEZQYXDLN
BZXHZAOGETZXLUI
QCYKMPXLBAFWAN
FCWVVGHRPPLSCUJ
BWGAMQGGIOTLLI
HVTCMSUHZEKQXBL
COKAQPAYMYLWETD
ZWGLSREJAYWX MM
1234567)234567
(Vigendre) (Variant Beaufort)

Now, remembering what the mathematical values were for key-letters, the trial
key, made up entirely of A4’s, is made up entirely of zeros. When we subtract zero
from the first group, we leave it unchanged, that is, the first cryptogram group is
still A plus X (plaintext plus key, or Vigenére). When we subtract 4 plus X from
the second group, this cancels the 4 of both, and leaves B minus X (plaintext minus
key, or variant). When we subtract this from the third group, we cancel the two B’s,
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leaving C plus X, again Vigenére. When we subtract this from the fourth group,
we cancel the two C’s, leaving D minus X, again variant Beaufort. And so to the
end. Always we come out with the original plaintext group plus or minus X, the
key. Those groups which are plus X are Vigenére, and those which are minus X
are variant. And X, in all, is the same: the original preliminary key. A comparison

Figure 125
Tebles of High-Frequency Co-Efficients PHILLIP D, HURST

VIGENERE (Cipher Letters)
ABCDEFGHIJELMNOPQRSTUVWIYZ
(E a ) hli n/o rls{t
T hii njo ris|t & []
E ||A |a e hii njo rislt
°J° nlo risit [ e hl|i
vy N [nle ris(t a a hii
] I st [} e hii n|o r
s i nlo rjs|t [ ] h
H [t a L) hl|i nlo ris
\R njo ris/t [ ) hii
641-4444423432321442264224
BEAUFORT (Cipher Letters)
True Beaufort: ABCDEFGHIJELMNOPQRSTUVWIYZ
»so VARIANT, .. AZYXWVUTSRQPONMLKJIHGFEDCEB
‘E [e a t[s[r o[n ilh
T |[t|s|r oln ilh o [
E [|A [a tis|r oln ilh L)
e |0 [oln ilh o a tls|r
y €¥ [n ilh ° a t/s|r o
g ||[I ilh o a tlsr o|ln
S |sir oln ilh ® a t
H|h ) a tis|r o|n i
\EB | ojn ilh L] a tis
94124333233334333352333321
PORTA (Cipher Letters)
ABCDEFGHIJELMNOPQRSTUVWXY2Z
(E ris|t nlo a L] h|i
T njo risjt [] hii [
E ||A [n]lo rijs|t a ] h|i
[ 4] nlo ris|t hii a e
yﬂﬂ t njo ris h|i a L]
] I rislt njo ML) e hli
s nlo rls|t e hii a
H rlis/t n| o a ® h|i
\R njo rislt hji a )

33324432346b5342344-2333338¢2

of the same kind applied to the two Beauforts (or a few trials made on actual
groups, if the student is not mathematically disposed) will show whether or not the
auto-enciphered Beauforts can also be reduced to periodic form, and, if so, what
their period is likely to be. In the case of the true Beaufort, it may be necessary
to straighten out a quirk as to the application of the trial key.

While the foregoing methods are intensely interesting as an example of whzft
can be learned by analyzing the structure of a cipher, most members of the Ameri-
can Cryptogram Association, in practical work, prefer methods of their own which
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are quicker in giving results. These methods, for the most part, have subordinated
other considerations to certain original observations concerning the use of the purely
plaintext key. Where message and key, as in the case of the autokey and * running
key  encipherment, are each made up of normal text, with both members including
the normal 70% of high-frequency letters, it becomes inevitable that high-frequency
letters in the key and high-frequency letters in the message will be paired again and
again as the co-efficients of cryptogram-letters, so that cryptograms enciphered with
this kind of key must contain a great many letters caused by this kind of co-inci-
dence. For convenience in making use of this fact, each member has his own ideas.
Phillip D. Hurst, for instance, prepared a set of tables of about the kind shown in
Fig. 125, one table for each multiple-alphabet cipher with which he expected to

Figure 128
Where the EEY is a Segment of Ordinary PLAINTEXT:

Estimated Rank of the Cryptogrem letters end Their Frequencies Per 10,000

Figured by C. Stanley Lamb From Table of Ohsaver.

VIGENERE

v A I s ERL WHB ZGM FOZ E N T PUJ Y CQOD
344 314 304 296 (Intermediate ) 150 112 84 B84 B4 72 72 64 49 --

BEAUFORT
% VARIANT
A N E W 0 M Z BQK JRT HVF GUDX P L S I Y ¢
480 262 246 246 196 196 191 (Intermediate) 121 121 104 104 57 57
FORTA

E N L E RMF TWP UYQ XGC AVI BJZ D H 0 s

329 300 282 275 (Intermediete) 132 113 97 --

deal. As these are shown, the alphabet across the top of any table is a list of pos-
sible cryptogram-letters, each cryptogram-letter heading its own column; and each
column contains only those letters which are themselves members of the high-
frequency group ET A O N I R S H, and which, if enciphered by another letter
from the same group, would result in the cryptogram-letter standing at the top of
the column. The key, in each case, can be found at the left. Hurst says that he
always attacks a cryptogram at the second letter, on the theory that this particular
letter is likely to have been a frequent one in both the message and the key. He
then attempts to follow out series 2, or, if the group-length has not previously been
determined, to find this series. To explain, without going into too much detail, the
second letter in our foregoing autokeyed Vigenére was C. A glance at the table for
Vigenére shows that this letter can result from only one pair of high-frequency
co-efficients, O enciphered by O. Hurst will make his first trial on series 2, begin-
ning with initial key-letter O, and come out with the correct decipherment at his
very first attempt! With other letters, as V or 4, it might be necessary to make
as many as six trials, but, as we have seen, it is hardly ever necessary to carry a
trial very far in order to see that the decipherment is going to be a poor one. The
second letter, of course, will not necessarily give results; but the cryptogram, re-
member, is filled with these vulnerable letters, and a decipherment may be started
with any letter whatever and carried out in both directions.

Another method, originated by C. Stanley Lamb, differs from Hurst’s chiefly in
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that his observations were made from digrams and not from single letters. Origi-
nally, Lamb had been collaborating with Admiral Snow in establishing frequency
counts for various kinds of ciphers, so that when the system was unknown, it would
be possible to tell one from another. Fig. 126, for instance, gives a rough estimate
as to what the rank and frequency should be for each letter in the kind of cipher
we have under consideration. Finding a reasonably long cryptogram in which the

Figure 127
(a) Preparation of the mixed alphabetssssssssssss C U L P E * = R
A B DVF G HTIUJ
KM N OQS TV
W X Y Z
C A KW U B ¥ XL DNJYUPFOUZETU GO QH STITU RUJIYVY
1 2 3 4 5 6 7 B 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26
(b) ENCIPHERMENT - Auxillary Key X, or 8:
Plaintext: S END S UPPILTIETSTUOMOR
FIRST Substitution: 21 17 11 1021 513 13 922 17212315 T 15 24
AUTOKEY (Addition): 621 1711 1021 51313 92217 21 2315 7 15

CRYPTOGRAM.. 29-38-28-21-31-26-18-26-22-31-39-38-44-38-22-22-39~

L EYTUOMOPU RUOWSTOFP
917 122315 7 15 24 24 15 4 21 23 15 13
24 91712 23 15 7 15 24 24 15 4 21 23 15

33-26-29-35-38-22-22-39-48-39-19-25-44-38-28.

KAX XX EXE XXX XXXXX

(e¢) Detail of DECIPHERMENT:

Cryptogrem Numbers: 29 38 28 21 31 26 18 26 ...
AUTOKEY (Subtraction): 8 21 17 11 10 21 § 13 ...
PRIMARY CRYPTOGRAM, s+ 21 17 11 10 21 5 13 13 ..s
Re-Substitutionssessssss S E N D s U P P...

(d) Vigensre Autokey - What Happens to REPEATED SEQUENCES with a ONE-LETTER KEY:

Key... X/T H E M O N T HE X T
Text... T H E M 0 N T HE X T E
AL AL

letters D and Q have ranked among the last, with letters V, 4, I, and S ranking
among the first, we have a fairly good reason for suspecting that the encipherment
was accomplished with a very long Vigenére plaintext key.

But for short cryptograms, Lamb did not find these characteristic frequency
counts half so convincing as the presence in a cryptogram of certain digrams, which
appeared to be characteristic for each cipher, since he was always able to find from
7 to 10 of them in each 100 letters. By making use of the high-frequency digrams
(th, ke, er, in, an, and so on), he then established lists of cipher digrams which were
very characteristic indeed for each type of encipherment. Thus, in attacking an
autokey, it is possible to make a good beginning with such a digram as VV (er-re)
or XK (th-ed), if the cipher is Vigenére, and work in both directions.

“ Key-Length 1” — Many writers are inclined to make a special case of the
autokey in which the “ priming ” is done with a single letter, not that this actually
constitutes a different cipher, but because of the decryptment curiosities which can
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be brought to light in connection with it. For instance: Having a cryptogram
fragment . ... ... WSYQLAHTGB. .... known to be Vigenére autokey,
initiated with a single letter, can you find instantly the trigrams SAY and HAT?
Would you have any reason for trying the word WAS? Of the many interesting
observations which have come the writer’s way with reference to the one-letter
initial key, only one has seemed to present the germ of an additional decryptment
method. This observation was one made by Ohaver in connection with a cipher in
which the substitutes were numbers. The cipher itself can be examined in Fig. 127.

The first step, (a), consists in the preparation of a simple substitution key in
which the plaintext alphabet is in mixed order and the cipher alphabet is made up
of the numbers 1 to 26. The encipherment, shown at (b), involves two steps.
First, there must be a simple substitution, using the key of (a), and this results in
a primary cryptogram. Afterward, this primary cryptogram, preceded by an in-

Figure 128
A TRIAL-Decipherment (¥. E. OHAVER)

The Cryptogram: 29 38 28 21 31 26 18 26 22 31 39 38 44 38 22 22 39
92018101120 61214 62315222216 615

20 18 10 11 20 6 12 14 8 23 16 22 22 15 & 16 23

33 26 29 35 38 22 22 39 48 39 19 25 44 38 23
23 10 16 13 22 16 6 16 23 25 14 5 20 24 14

10 16 13 22 16 6 16 23 25 14 5 20 24 14 12

itial key-number, is added to itself. In the discussion to follow, our objective will
be that of recovering the primary cryptogram (and not the plaintext, which would
have to be found later by simple substitution methods). Decipherment, indicated
at (c), consists in reversing the two steps of the encipherment: A series of subtrac-
tions restores the primary cryptogram, and is followed by the resubstitution of
letters. At (d) we have a Vigenére fragment for comparison. The essential fact
to be noticed in (d) is the behavior of repeated sequences when the group-length
is 1. Any repeated sequence in the plaintext continues to show a repetition in the
cryptogram which is shorter by one letter than the original. Even the repeated
digrams will give repeated single letters.

Now, putting aside the fact of the mixed plaintext alphabet (since we do not
intend to recover the letters) we have here a cipher which, to all intents and pur-
poses, is the Vigenére autokey initiated with a single letter. In place of the letters
A to Z we have numbers 1 to 26, and the encipherment is a series of additions. In
the corresponding Vigenére case, the group-length 1 will usually show up plainly
in the number of doubled letters — * letters repeated at interval 1.” And with the
group-length determined as 1, it is possible to begin with some given initial key, as
A, and either reproduce the plaintext or convert the autokeyed cryptogram to a
periodic one in which the period is 2z (twice the group-length). Considering the
analogy between the two cases, it should be possible to do the same thing here.
That is, it should be possible to take the autokeyed cryptogram of (b), initiate its
decipherment with some number chosen between 1 and 26, and either reproduce the
primary cryptogram or convert the autokeyed cryptogram to a periodic one in which
the alternate numbers will belong to two cipher alphabets. Where this reduction
has been carried out in Fig. 128, the initial decipherment was made with key g in
order to avoid a discussion of negative numbers. Also, the fact of numbers will
usually limit the range of the trial keys: here, the first number, 29, was not en-
ciphered by adding any number smaller than 3.
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Now, looking at Fig. 129, let us compare the new cryptogram of Fig. 128 with
the primary cryptogram of Fig. 127(b), and see whether or not it has the expected
formation. Between the two cryptograms (the supposedly periodic one obtained
from the trial decipherment and the one we hope to recover), there is a constant
numerical difference in the pairs of corresponding substitutes, and this difference,
throughout, is alternately plus and minus. Further comparisons can be made, if
the student so desires, by initiating other partial decipherments with trial-keys 10,
11, 12, etc. Always, the constant numerical difference persists, and always it is
alternately plus and minus. Moreover, for every time that the initial key-number
increases in size, there is a corresponding decrease in all numbers occupying the
odd serial positions and a corresponding increase in all numbers occupying the even
positions.

Figure 129
Comparison of TRIAL DECIPEERMENT with TRUE DECIPHERMENT

frue deoipherment - (Bee Figure 127): 21 17 11 10 21 5 13 13 9 22...
Trial decipherment of Figure 128: 20 18 10 11 20 6 12 14 8 23...
CONSTANT DIFFERENCE: 1 -1 1 -1 1 -1 1 -1 1 -1

We have, then, a periodic cryptogram whose period is 2, and two cipher alpha-
bets, consisting of numbers, in which the only difference is one of size. But these
substitutes, unlike those of the Vigenére, will not be placed in normal alphabetical
order; to complete the solution by one of the general methods, it may become
necessary to take a number of frequency counts. For instance, considering the first
of the two Bassiéres processes, it would be possible to set up the same tableau (Fig.
122), causing numbers to run alternately backward and forward (and beginning
again at 1 whenever the number 26 is reached). In this way, one of the columns
would contain the primary cryptogram, and a frequency count taken on the numbers
of that column should resemble a simple substitution frequency count.

Considering the second of the Bassiéres processes, the autokeyed cryptogram is
already reduced to a period of 2; the subsequent solution of the periodic cryptogram
belongs to the general case of the next chapter; that is, a case in which the cipher
alphabets are in mixed order but parallel. But we have, here, a special method,
and a short-cut. The only difference between our two cipher alphabets is a matter
of size in all corresponding substitutes. If we can find out what this numerical
difference is, we have only to increase or decrease the size of the numbers in one of
the cipher alphabets and bring it to the level of the other. Our short-cut, as pointed
out by Ohaver, lies in repeated sequences (or even repeated single letters) in the
autokeyed cryptogram. A glance back at the plaintext of the foregoing example
will show that two repetitions were pointed out: STO and TOMOR, and that these
were still present in the primary cryptogram as 21-23-15 and 23-15-7-15-24. In
the autokeyed version, they were still repeated sequences, but shorter in length:
44-38 and 38-22-22-309.

Had we initiated our trial decipherment with the correct number, 8, these two
repetitions would, of course, have worked back to their original length. But where
this trial decipherment was made with a different initial key-number (Fig. 128) we
find that only one of the sequences, TOMOR, has done this; the other, STO, has
disappeared. The explanation for this has been summed up in Fig. 130. One se-
quence was repeated at interval 8, which is even. When the autokeyed crypto-
gram is converted to one having period 2, any interval which is divisible by 2 will
contain a certain number of periods; thus, any repeated sequence at interval 8,
will appear in the periodic cryptogram as one of the ordinary periodic repetitions.
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The other sequence, STO, was repeated at interval 17, which is odd, and thus can-
not show up as a repetition in any cryptogram whose period is 2.

It is this repeated sequence found at the odd interval which is to give us our
short-cut. We have only two cipher alphabets, each one having a substitute for S,
a substitute for T, and a substitute for 0. When the repetition occurs at the odd
interval, we obtain both substitutes for S, both substitutes for T, and botk substi-
tutes for 0. By subtracting one sequence from the other, we may learn the nu-
merical difference between the two cipher alphabets. Notice that the difference is
constant, is alternately plus and minus, and is divisible by 2. (One alphabet is larger
than the original, and the other is smaller by the same amount.) Our special

Figure 130
Besprnokive Eshavior of the Cryptogrem's Two Repeated Sequences
Sequence §8-22-22-39 Sequence 44-38
Bepeated at interval 8 Repeated at interval 17

Trial Deocipherments:

1lst occurrence: 22-16- 6-16-28 1st occurrence: 22-22-16
2d occurrence: 22-16- 6-16-23 2d _occurrence: 20-24-14

2 -2 2
(This interval wagc EVEN) (This interval wms ODD)

method, then, for a cryptogram known to have been enciphered in this way, is as
follows: First, underscore all repeated sequences which occur at odd intervals, or,
in their absence, the repeated single letters. Those which are long will almost
surely represent repetitions in the plaintext. Then, selecting a suitable number,
make a trial decipherment and examine the resulting sequences. If, by any chance,
those repetitions found at the odd intervals have worked back to longer repeated
sequences, then the trial key and the original initial key must have been the same.
If not, try subtracting one result from the other. If both have represented the
same plaintext sequence, the result of the subtraction will be a constant difference,
alternately plus and minus, and divisible by 2. To restore the primary crypto-
gram, split this uniform difference, adding half of it to the numbers of one alphabet,
and subtracting half of it from the numbers of the other alphabet. This, as men-
tioned in the beginning, will leave a simple substitution cryptogram still to be in-
vestigated.

Our explanation, perhaps, has been a little rapid, but the student who has read
carefully will be able to discover the “ germ ” originally referred to, and to make
his own laboratory tests. Also, there may be an interesting answer to the follow-
ing question: When the cipher is one of the Beauforts (using letters), and the auto-
encipherment is initiated with a single letter, does a trial decipherment, initiated
with some other single letter, result in a period of 2?
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128, By ELIA, JR.  (Variant, Autokeyed).

00UJV JMENC BUQLP FULAS AZFTG MPBVA YVSQJ
LFAWS PCHAE IUNRS MFVWS SO0O0HM EBEAM KFAAX
REHKZR JQAOJ AVMEI BTOPD JGPRJ NFRXT IIGXF
KDHXA FTHJQ HLARK TGDLP SBMVY EEVAO ACSMU
VOWCV CTSKS MWLON PAOOH MWWPY POHIL GAZQB
QUZBQ PKMBO VEWJH PJAGD CHXGW QBEKOG YAKSI
WNWEX QNUSG CVOEY HYJJC BTBVJ QMNSP ARVPX
OAGTA VLVCZ BDIXN FMWUE ZLNNN WBMOX GTCPEK

129. By ELIA, JR.  (Beaufort, Autokeyed).

OANCQ ROQNY ZGEKEPL VGPAI ABVHU OLZFA CFMAV

ZJHTI LLXV

o

CZMMT OWZWA OQVPM MQDLQ KOHKF
GOBTL RAUXY TYSFN OCYGR PMUUH THEWP OOSRG
RZZSL YGEIA NEKEMMT OWZWA OQVAB EUXWT CTJIO
GLPHT EFUFB RXMUZ VLDBP ENSYA QBIVM OHPVL
GZYFC CWCOM CAWNA AAEVA WMPEB QXO0DO VPXAT
EMAJA TPMJE AZZMD SBBNA AAFGL IDNXA MEHKP
DBBPQ Y.

130, By ELIA, JR. (St. Cyr, Autokeyed),

TBFNQ XEFDG FWEAF XSQUN IGAHE UNBBJ LOBQP
HFAKA SNXGB PEEJW WLZJO MLLAP RVYTN MXHYV
OSESQ VOAQM OGVPA JKPYI UZFQG YJYTL DFELRQ
ZLWYY UYZNE PPFWB RWMEE FBWXJ WEPRV YBUMP
Z2ZMTs BUKKB ALKZI LQALZ EKEFSX 2ZUSTG JTHAR
GSBXI WVLZB ZMPIEK YIURH RVWCV AUFVL WFQZU
DIGFW HTZMS FBETZ UTREKI VFZXIW LCAUJ PANVS
EOZUX GIXDS XMGQE LQTVB LEIDI ALLAI NOENL

VJIOI SWQTD ECTM



CHAPTER XVII

SoME PErioDIC NUMBER-CIPHERS

The use of numbers in a periodic cipher does not, in itself, create a problem es-
sentially different from that of the letter-ciphers. Numbers may, in themselves,
cause weakness; we saw such a case in the last of our autokey examples, where a
complete disarrangement in their order did nothing to conceal their size. But of-
tener than not, the weakness lies in the construction of the cipher or in the manner
of its application, and while this is fully as true of letter ciphers, the numbers, for
some reason, appear to be more inviting for certain kinds of misuse.

In order to observe a weakness which need not have existed, let us consider the
slide partially shown in Fig. 131. The use of two-digit numbers will furnish a hun-
dred substitutes; but a strip of that length is awkward to handle, and the con-
structor of the present slide has confined its length to forty numbers. Then, since

Figure 131
A Slide Carrying a NUMBER-Alphabet(and Eeys)
( Pleintext Alphabst - Stationary
(
(A BCDEFGEHETI JELM¥....
( 10 20 30 40 50 60 70 BO 90 00 11 21 31 41 51 61 71 weess
Sliding Cipher-Alphebet:
Key-letters may be sdded: A B C D E F G B I J K L 4 § 0)
# P Q R » S T U = VW X Y Z =)

The addition of key-letters makss it possible to szploy a keyword. For the presont
forty-number slide, it was necessary to double thom up as in Porta. A slids having
fifty-cne numbers would havs eccommodeted ell trenty-gix of the key-letters,

he has only fifteen different cipher alphabets, and wishes to make use of word-
keys, he has adjusted his 26 key-letters to fit the number of alphabets. Now if
the alphabet of the slide (that is, the cipher alphabet, or series of numbers) is writ-
ten in straight 1-2-3 order, and if it is considered that letters may have two or
more values, so that A has the values 1, 27, 53, etc., B the values 2, 28, etc., C the
values 3, 29, and so on, a slide of this kind is exactly the equivalent of the Saint-
Cyr slide, since any cryptogram accomplished with it could be promptly converted
to a Vigenére cryptogram by substituting letters for numbers. The keys, of course.
might differ. The constructor of the slide has desired something more difficult.
But instead of carrying his forty numbers through a transposition block, and really
mixing them, he has been content to group them, in regular order, by their tens.
We shall see in a moment what happens to his cryptograms. But he neglects also
an opportunity: Presuming that his circumstances are such as to make the use of
numbers practical at all, why waste the opportunity to use the full one hundred
substitutes? The remaining sixty numbers might have been placed on the next two
rows, and thus, in every position of the slide, he could have had two or three op-
tional substitutes for every letter —a much more difficult case than the simple
periodic.
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The cryptogram of Fig. 132 was enciphered with the slide of the preceding fig-
ure, using the key-word CABLO (equivalent to the numerical key 30-10-20-21-51),
and its period, 5, can be determined in the usual way. However, we have already
seen the Kasiski method; suppose, here, we look at another, originated by Ohaver;
and, since Ohaver himself, explaining his method in connection with a number-cipher
of much the kind we have here, illustrated with single numbers instead of with se-
quences, it seems fitting that it be illustrated again in the same way.

As pointed out more thar once, those characters having the highest frequencies
in periodic cryptograms will nearly always have derived these high frequencies
because of their occurrence in more than one of the cipher alphabets; while

Figure 132
Cryptogram Enciphered with the Slide of Figure 133

32 41 31 61 33 12 32 €0 91 91 30 B1 7O 92 92 51 52 61 23 43 71 01 90 61 71
71 41 12 92 51 01 52 12 91 91 80 50 30 92 53 30 81 62 72 62 30 41 00 0Z 43
71 20 60 41 51 01 81 00 61 81 71 12 12 31 93 61 60 00 32 33 70 41 00 52 33
22 50 20 51 52 80 31 61 92 23 11 91 01 13 92 81 51 12 91 91 01 30 90 21 82
90 50 01 21 23 70 20 60 C1 82 90 31 20 651 91 22 51 12 91 32 12 50 51 51 33
71 10 01 13 92 40 50 91 €1 51 60 52 42 91 91 61 O1 90 61 43 11 31 60 41 92
51 50 01 02 92 81 21 60 21 33 70 21 6C 13 72 70 80 60 21 23 01 90 80 91 43
20 32 20 6% 32 €0 01 90 61 23 70 90 01 21 B2 72 51 30 12 91 50 01 00 62 82
40 S0 40 21 53 12 50 12 91 32 12 20 01 81 92 11 41 80 13 92 22 10 21 61 42
11 31 60 21 GC 60 32 60 51 92 61 01 42 21 82 22 10 51 63 22 11 01 40 91 51
22 01 90 61 62 30 91 12 4z 32 61 12 12 61 33.

those having the lower frequencies will more often represent repetitions in some
one cipher alphabet. Thus, when we find, in the present cryptogram, that the
numbers o2, 53, and 63, have each a frequency of 2, it seems reasonable to sup-
pose, for each number, that its two occurrences were in a single. cipher alphabet;
that is, that each one is a periodic repetition. Now, considering Fig. 133, and con-
fining our observations, for the moment, to the number oz, we find that this number,
in the cryptogram, occupies serial positions 49 and 154. Having first laid out a se-
ries of columns headed by the various possible periods, 2, 3, 4, 5. . . . . , We use
each possible period in turn as a divisor, first applying them all to the serial num-
ber 49, and then applying them all to the serial number 154, each time setting down,
in the proper column, the remainder from the division. This remainder tells us,
each time, into what cipher alphabet the number oz would fall, should the crypto-
gram be rewritten into the period indicated at the top of a given column. Still
confining our observations to the number o2: It is seen, under possible period 2.
that if this were the period, then the two occurrences of the number o2 would be in
different alphabets. The same can be seen under possible periods 4, 6, 8, 9, 10.
But if the period were 3, both occurrences of our number would fall into alphabet 1;
if it were 5, both occurrences would fall into alphabet 4; if it were 7, both occur-
rences would fall into alphabet 7 (remainder zero indicates the final alphabet of
the given period). Here, then, it would appear that possible periods 3, 5, and 7,



SOME PERIODIC NUMBER-CIPHERS 161

are more likely than the rest, as far as the tabulation goes. When exactly the same
observations are made for the number 53, it appears that the most likely periods are
3and 5. And when these observations are made again for the number 63, only the
period 5 is indicated as a likely one. Since the periocd 5 has been indicated oftener
than any other, this is probably the correct period, as we happen to know that it is.

When the same method is applied to repeated sequences, the serial numbers can
be those of the repeated first number. And it may, of course, be applied to letters,
just as the Kasiski method might have been applied here. As to why Ohaver might
have preferred this method in dealing with numbers, let us examine, in the figure,
the entire column under possible period 5. The Ohaver method, unlike the Kasiski,
not only indicates the period, but, in addition, shows the exact alphabet of that pe-
riod into which a repeated number will fall. The number o2 is shown as belong-
ing to alphabet 4; the number 53 as belonging to alphabet 5; and the number 63 as

Figure 133
An OHAVER Method for Finding Period

POSSIBLE PERIODS

Substitute Serial Position 2 3 4 5 6 7T B 910 .0
02 49 1 11 4101 4 9.,..
154 0 1 2 4 4 0 2 1 4 +se
53 40 01 00 4 5 0 4 0 4.6
205 1 1 1 0 1 2 5 7 5 4se
63 179 1 2 3 45 4 3 8 9 ,..
244 0 1 0 4 4 6 4 1 4 .40

X

X

belonging to alphabet 4. It is thus possible to see that the very small number o2
and the very large number 63 belong to a same cipher alphabet; and since a range
of over sixty numbers cannot correspond to only twenty-six letters, we may con-
clude at once that the numbers on the slide were not in consecutive order. Often,
our information is exactly the opposite.

Returning, now, to our cryptogram: In the beginning, we probably made a
general frequency count; if not, we now have the five individual counts to be taken.
And, as previously mentioned, a frequency count made on numbers is much more
conveniently accomplished on a 10 x 10 chart than by sorting and listing the num-
bers. The moment our five frequency counts are made, in the present case, two
facts become evident: Each count includes only fifteen or twenty different numbers,
with about the frequency-distribution of simple substitution; and, while the tens-
digits have included a full series, the units have never run beyond 3. The cipher,
then, is a simple periodic; had multiple substitutes been used, the frequency counts
would have included more different numbers, and with frequencies more uniformly
distributed. As to the series of numbers, two probabilities are suggested, and these,
in effect, are the same thing: The numbers may have run in straight order into the
thirties, and with each number reversed; or: the numbers may have been grouped
by tens. It is further possible that the whole series runs backward, or that the tens
do, or the units, or sections of a certain length; and some uncertainty*may arise as
to the rank, in the series, of the digit zero; this digit is ordinarily last, but occa-
sionally is ranked first. It is, of course, possible that the series of numbers is well
mixed, but the chances are that it is merely methodized; the person who uses num-
bers in a simple periodic cipher is not usually one who knows the dangers of regu-
larity in a cipher alphabet.
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We may try, then, to restore his original arrangement (or an equivalent one),
placing beside it the five frequency counts in their five columns, as shown in Fig.
134. The probable arrangements are very few, and the placing of tally-marks op-
posite their numbers is very rapid, since this, at each trial, is a mere matter of

Figure 134
£ Series of PARALLEL Frequency Counts Which Can Be LINED UP By PATTERN

10 . .- 111 = -

20 . - 11 RSN . .

30 11111 1 11 . .

40 11 - 11 A - L

50 1 11111 1111 \ . .

60 11 . 11111 1111 . .

70 11111 . 1 \ . .

80 111 1 11 A . .

30 11 111 11111 Vo .

00 . . 11111 Vo .

11 11111 . . ‘e .

2 . 11 1 11111 111\ .

31 . 1111 1 1 .

41 . 11111 11 \e

51 11 111 11 1111 1111

61 1111 . 11 11111 1111

71 11111 . . . 1

81 11 111 . 1 1

91 . 11 1 11111 111 11111 1
0l 1111 11111 11 11111 1 1 .

12 1111 11 11111 111 1 .

22 11111 . . . 1

32 1 111 . 1 1111

42 . . 11 1 .

52 . 111 . 1 y

62 . - . - T - 1 1 11

72 1 - - 1 1

82 - - . N . 11111 1
92 . . s N 1111 11111 1111
02 - . . A 11 .

13 . . . AN 1111 .

23 . . . N 1 1111

33 . . . Moo 11111 1
43 a L . N\ . 11111
53 . . . Ve 11

63 ° L] L] \11 L

73 . . . o T .

83 . . - . =~ ~ - L]

93 . - - - ﬁ‘l

03 L] - - - -

copying them from their charts. Once the correct rearrangement is reached, no-
tice, in the figure, the appearance of the five frequency counts. Insofar as is ever
likely to happen with columnar counts, all five kave followed the same graph. This,
of course, is the simplest case; the finding of the encipherer’s original order, so that
every frequency count has followed the graph of the normal alphabet. Any sub-
stitute can be identified, as in Vigenére, by its serial position in its own alphabet;
and where numbers are used, there is seldom any doubt as to what number comes
first in its alphabet. The shortest road to solution would be as follows: Prepare a



SOME PERIODIC NUMBER-CIPHERS 163

temporary slide exactly like the one which was used (except that we have no way
of knowing what the key-letters were), mark the points at which the five alphabets
begin, and decipher with the slide.

There are many other cases, hardly more difficult, in which our rearrangement
of numbers results, not in the original order, but in an equivalent order. We could,
for instance, arrive at a rearrangement in which we have taken each third number,
or each fifth number, of the original cipher alphabet, so that our rearranged num-

Figure 135

The LINING UP of the Frequency Counts of Figure 136

lst 2d_ 3d_ p 4th, Sth IOTALS
30(11111 10/111 20|111 21111111111 | 51|1111 23 =
40(11 20|11 30{11 311 61 7
50|1 30(1 40|11 41111 71|11 7
6011 40 50 51(1111 81|11 T
70{11111 §0[{111111111f 60§111111111| €1|111111111| 91)111111 88 »
80111 60 70|1 71 01 4
90|11 70 80[11 81[1 12 6
00 80(1 90{11111 91|11111111 | 22|1 15 *
1111111 90{111 00[11111 011 3211111 18 =
21 00 11 12|1 42 =* 1
31 11 211 22 52 ** ]
41 2111 311 32|1 62|11 6
51|11 31{1111 4 42(1 72|1 8
61/1111 41/11111 51/11 5211 82/111111 18 =
71]11111 511111 61]11 62(1 921111111111 20 *
8111 €l 71 72|11 o2 3
91 71 81 82 13 = 0
011111 81/111 91|1 92|1111 231111 16 *
1211111 S1j11 01)111111 02|11 33|111111 20 »
22{11111 011111111 | 1211111111 | 13|1111 4311111 29 =+
32(1 12(11 22 23(1 53|11
42 22 32 33 63 (v} o
52 321111 42(11 43 73 5
62 42 52 53 83 *»* 0
72|1 521111 62|1 63|11 93|11 8
82 62 72 73 03 »_0
265
bers are following plaintext letters in theorder AD G J. .. . or AFKP. ... ;

thus, all of our frequency counts would be following one same graph, though not
the graph of the normal alphabet. The problem here is to make sure that their
graphs are all the same graph, and then subject them to the process called “ lining

up.i!

To show the handling of all such cases (which would include our final autokey
example), let us assume that the five frequency counts of our figure, though still
following a common graph, are not following that of the normal alphabet. In this
case, granting that all fifty-letter frequency counts will vary considerably from the
normal, it is not quite so obvious that their pattern is the same; we shall have to
cut them apart (preferably having copied numbers beside their frequencies) and
place them side by side for a comparison of their graphs. Where this has been
done, in Fig. 135, their similarity is plain in spite of some discrepancies, and the
moving up or down of any one or more of the counts (which could be done so as
to include another position, since the range of the numbers is only 25 per alphabet)
does not result in greater similarity. If the alignment of this figure is correct, then
all numbers found on any one row are substituting for one same original; thus, the
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added frequencies on any one row will be the total frequency of some one letter
in a 263-letter text, and all of these totals, collectively, should resemble a frequency
count taken on a simple substitution cryptogram of that length. To just what ex-
tent this is true may be seen at the right side of the figure. The nine leading let-
ters have totalled 74%, where we normally expect 70%; but any single example
can provide its surprises, and the excess 4% is not on the wrong side of the ledger.
The other end of the count, as would be expected of the group J K Q X Z, is com-
paratively blank.

QOur substitutes, remember, are assumed to be in mixed order. We do not
know what letter is represented by the five numbers of the top row, or by the five
numbers of any other row. To proceed with solution, we shall have to assign ar-

Figure 136
The NIHILIST Number-Substitution

The "Cheokerboard" Alphabet:

12345
1 ABCDE 13 ¢
2 FGEIEK 34 20
3 LMNOF 32 = M
4 QRESTD 15 = E
S VWIYZ 44 = T

Enciphsraent, with XKeyword COMET:

s B Lk D 8 0 F P L 1 E s T 0 cenn
Text..., 43 15 3% le 4% 45 35 56 31 24 15 42 44 34 vene
Roy.... 13 34 32 15 44 13 34 32 15 4t 13 38 32 15 ...
6 49 656 29 B7 5B €9 €7 46 €8 28 77 76 49 vees

This cryptogram is usually seen without grouping: 66-49-65-29-87-68.....

bitrary values, calling the top row 4 (or o1), the second row B (or oz), the third
row C (or 03), and so on; and when all of these substitutions have been made on
the cryptogram, the case has been reduced to one of simple substitution. The me-
chanics by which the substitutions are made can be exactly those of the other case:
Prepare a temporary slide, on which the numbers run in the order decided upon,
and slide this against the normal alphabet (or any other); the result is a simple
substitution cryptogram which can be solved by simple substitution methods. This
case, first in one form and then in another, is encountered again and again; and
however it may seem that its cause, in some one example, is a different one, yet the
fault in all such examples is the same: The basic cipher alphabet (the primary one
from which others are derived), either by its actual construction or by the method
of its application, was not truly a mixed alphabet.

In some of the periodic ciphers, the basic cipher alphabet is a “ checkerboard " of
the kind we saw in Chapter X7, the substitutes being two-digit numbers which will
point out the columns and rows of their originals. This primary alphabet, how-
ever, seldom appears unchanged in the cryptograms, as “ position 1 ” often does
when a slide is used, or as the A-alphabet often does in the Vigenére cipher. In-
stead, we find a series of secondary cipher alphabets all of which have been derived
from the primary one according to a mathematical process.

In view of the fact that any cipher which will necessarily double the lengths of
messages ic of doubtfu! value, it seems inadvisable here to do more than mention
the infinite multiplicity of processes which would be possible; but with checker-
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boards, it is difficult to imagine any usable process which would not result in parallel
frequency counts; that is, counts which all follow the same graph and thus are capa-
ble of being “lined up.” With most of these, in fact, the difference between any
two of the (secondary) cipher alphabets will be a difference in size which is uniform
from 4 to Z. (Often, the same result is produced with slides.) Here, then, we
may content ourselves with a glance at one such cipher which is interesting rather
than important. In Fig. 136, we have another of the Nihilist ciphers. Its primary
alphabet is that most famous of checkerboards, the Polybius square, said to have
been the invention of the ancient Greek historian, and certainly well known in his
era as the basis for a signalling system — a capacity, incidentally, in which it still
serves. We are showing it here in what seems to be the favorite version: The al-
phabet of the square is the normal one, normally arranged, with J the missing let-
ter; and the order of reading for the two digits is row-column. It should be under-
stood, however, that these details, in practice, are quite variable,

For the Nihilist encipherment, the message is first subjected to a simple substi-
tution, using the checkerboard key. A key-word, treated in the same way, is re-
peated often enough to pair one key-number with each message-number, and the
final cryptogram is formed by adding these pairs of numbers. Decipherment, of
course, will be the subtraction of key-numbers from the finished cryptogram and
the resubstitution of letters. We have, then, another periodic cipher, not essen-
tially different from those already seen. Any number in the checkerboard can be-
come a key, to be applied periodically at some given interval, and thus may govern
one of the 25 possible cipher alphabets. It would be possible to lay out any one
of these cipher alphabets, simply by adding a given amount to each number of the
primary one; if all of them were written one below another, and if the primary
alphabet were written across the top and along one side, we should have a tableau
which could be used in identically the manner described for the use of the Vigenére
tableau.

Decryptment, too, can parallel that of the Vigenére: The period of a crypto-
gram can be found through repeated sequences, or, in their absence, through re-
peated single numbers, and individual frequency counts can be taken on the sev-
eral alphabets of the period. If the arrangement of letters in the checkerboard is
that of the figure, or any other strictly alphabetical one to which the order of the
numbers can be adjusted, these frequency counts will all follow the graph of the
normal alphabet, with allowance made for the missing letter. Or, if the arrange-
ment of letters in the checkerboard is not strictly alphabetical, then the several fre-
quency counts, no matter how badly mixed, will still be parallel; they will all follow
one graph, and thus can be “lined up.” Very often, however, given the opportu-
nity to examine and analyze a cipher, it becomes possible to formulate for it a spe-
cial method which is much more rapid than the general one; Ohaver, who first pub-
lished a special method for the Nihilist, has compared this cipher to a leaky boat
in the open ocean.

Notice that its primary alphabet contains only the digits 1-2-3-4-5. The maxi-
mum difference among these is 4; and the addition of any same number to all of
them does not change this fact; the maximum difference between any two of the
sums would still be 4. But the number which is added during encipherment is also
a number containing no digit other than 1-2-3-4-5; thus any number found in a
cryptogram can be considered as carrying two separate additions, one for tens and
one for units. Even when two 5’s are added together, the result is an all-revealing
zero; the “ carried ” digit 1 can be mentally * borrowed ” back, causing the zero to
become 10, and decreasing by 1 the size of the digit which precedes the zero. Spe-
cifically: Finding in a cryptogram the number 40, we may regard this as having only
3 tens, with 10 units; or finding the number 110, we may regard it as having 1o
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tens and 10 units. Thus, there is never a time when it is impossible to see the tens
and units as having been separately added; if we find, in a Nihilist cryptogram, the
two numbers 29 and 87, with a difference greater than 4 in their respective tens-
digits, we may say promptly that they were not enciphered with the same key; no
digit whatever added to any two digits of the original square can produce a differ-
ence greater than 4. But if the two cryptogram numbers are 30 and 77, where the
difference in the tens-digits appears, at first glance, to be only 4, the presence of
the zero must be taken into account; thus, the number 30 has only 2 tens, and the
difference between 2 and 7 is greater than 4; therefore, the numbers 30 and 77 could
not have been enciphered with the same key. It is interesting, also, to note that the

Fiﬁure 137

Cr!Et°Er9m by EDWIN LINDQUIST: Final Investigation of
Supposed Period 4

24-66-35-77-37-77-55-59-55-45-55-88-28-66-46-
24 6 35 77

8E-37-67-33-59-52-65-45-66-67-58-44-55-34-79- 37 77 55 59
55 45 55 88
44-59-55-45-42-87-28-76-43-78-46-86-26-67 -24~ 28 €66 45 88
37 €7 I3 59
B5-26-67-28-76-26-78-465-65-65-86-36-49-54-67- 58 65 45 66
67 58 44 55
28-65-42-88-36-45-44-89-57-58-54-66-47-67-26. 34 79 44 59

55 45 42 87
digit 2, found in a cryptogram, can have been produced in 28 76 43 78
only one way: the addition of 1 and 1; and that the digit 46 86 26 €7
o, found in a cryptogram, can only have been produced :; .?‘2 g: .?;
by the addition of 5 and 5. Either one of these digits 46 65 €5 &8
gives away its key; but, further than this, the cipher 36 49 54 €7
provides four “ give-away ” numbers, 22, 30, 102, and 28 65 42 88
110, the presence of any one of which in a cryptogram g.? ;g ;: g:
will give away the key to a whole cipher alphabet. 47 67 26

Now, to look at Ohaver’s special method, let us con-
sider the cryptogram of Fig. 137, prepared by another (Acceptablo throughout)
‘“inventor ” of exactly the same method. It can be noted,
first, that this cryptogram has not resulted from the addition of a single number
throughout, since it contains pairs of numbers like 24-88, 42-87, and so on, which
have a greater difference than 4 in either their tens or their units. Now, using a
bit of scratch-paper, we may, if we like, scribble down a series of possible periods,
2, 3, 4, 5, 6, and so on, to be crossed off as fast as we eliminate them. Considering
these, one by one:

Period 2: With a thumbnail on the first number, 24, and another on the third
number, 35, we may run quickly through the cryptogram comparing numbers found
at interval 2; that is, the first and third numbers, the second and fourth, the third
and fifth, and so on, until stopped by the two numbers 33 and 38, whose difference,
in the units, is greater than 4, showing that their key was not the same. Period 2,
then, is eliminated.

Period 3: Here we are stopped short at the very first comparison. The num-
bers 24 and 77, found at the first interval 3, have a difference greater than 4 in their
tens, and thus cannot have been enciphered with the same key. Period 3 is also
eliminated.

Period 4: Starting again, and comparing numbers taken at interval 4, we are
able to go all the way to the end of the cryptogram without finding any two numbers
whose difference, either in tens or in units, is greater than 4. The numbers com-
pared, however, included only those which would have been adjacent in their col-
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umns. To make sure that period 4 is possible, we must see numbers collectively in
each of the four columns, and this is best done by recopying the cryptogram into
its apparently possible period 4. Further examination, made individually on each
column, still shows no two numbers in any one column whose difference, either in
tens or in units, is greater than 4. It is possible, then, that each of the four col-
umns was enciphered with a single key; and while this is not absolute proof that
the period 4 is correct, those cases are extremely rare in which a period found in
this manner is not the correct one. With period 4 accepted, and given as much
material as we have, perhaps we can also discover just what key-number was added
to primary numbers in order to produce each of the four alphabets. Considering
alphabets one at a time, and examining separately the tens and the units:

Alphabet 1: The tens-half of the first column contains a digit 2; and since this
can only have been produced by the addition of 1 and 1, the only possible key-digit
hereis 1. (We have already ascertained that all digits in this column could have had
a same key.) The units-half has a range of 4-5-6-7-8, the maximum range possible.
The smallest digit which can result in 8 is 3, and the largest which can result in 4
is 3; that is, the only digit which can result in all of the digits 4-5-6-7-8 is 3, so that
the only possible key-digit here is 3. Conclusion: The key which produced the first
cipher alphabet must have been 13, since it cannot possibly be anything else.

Alphabet 2: The tens-half of the second column ranges over the full five digits
4-5-6-7-8 (key 3), and the units-half ranges over the digits 5-6-7-8-g9 (key 4). The
key which produced the second cipher alphabet is 34.

Alphabet 3: The tens-half of the third column contains the “ giveaway ” digit 2,
and the units-half contains this digit also. The key which produced the third ci-
pher alphabet is 11.

Alphabet 4: The tens-half of the fourth column ranges only over the digits 5-6-
7-8, with nothing to indicate whether the missing one is 4 or 9. Thus, the key to
the tens might have been either 3 or 4, though it could not have been anything else.
The units have the full range of digits, 5-6-7-8-9, key 4. In the fourth cipher alpha-
bet, then, we cannot tell immediately whether the key is 34 or 44. Granting, how-
ever, that the arrangement of letters in Lindquist’s key-square was the same as
that of Fig. 136, the substitution of letters for numbers may suggest which of the
two numbers, 34 or 44, is the correct key. With one of these we obtain letters
C 0 A 0, and, with the other, C O 4 T, a word (The student might find it of inter-
est to decipher this cryptogram and learn what the minister had to say).

Any sufficiently long cryptogram, then, will reveal both its period and its key, and
this regardless of how the letters were arranged in the encipherer’s checkerboard.
It may then be deciphered with its own key, and the case, at worst, becomes one of
simple substitution. With shorter cryptograms, we often find, as here, that some
one or more of the cipher alphabets could have had two or more possible keys. This
happening, presuming that the alphabetical arrangement of the square is a known
one, or one easily reconstructed, presents no real problem; a little experimentation
on the cryptogram will show which keys bring out a message. When the alphabet
of the square is an unknown mixed one, the problem may vary according to length,
and the number of key-combinations which are found to be possible. If, for in-
stance, the case resembles that of our preceding cryptogram, where only one alpha-
bet out of four was in doubt, then, remembering that the Nihilist cipher alphabets
are of a kind whose frequency counts can be “lined up,” we might take frequency
counts on the several alphabets, and supply the missing numbers of the doubtful one
by making its pattern match that of the rest. With several alphabets in doubt,
which could only happen when frequency counts are too scant to betray their graph,
it might become necessary to decipher the periodic cryptogram with each possible
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combination of key-numbers, each time obtaining a new cryptogram, and accept,
among these new cryptograms, the one whose general frequency count seems most
likely to be that of a simple substitution. The correct cryptogram, in this case,
should also contain some fresh repetitions; that is, repetitions which were not pres-
ent in the periodic one. As to the three examples which follow, there should be lit-
tle difficulty in deciding whether or not the Nihilist cipher is represented.

131, By B. NATURAL.

45 €8 48 46 60 78 45 78 24 59 35 67 50 75 38 58 53 60 65 26 54 46 68 55 3B 67 42
69 56 59 24 59 70 54 30 B85 32 90 44 46 45 56 79 54 30 86 22 78 27 26 44 49 78 75
38 54 55 78 47 27 45 49 89 44 49 88 42 59 56 49 42 86 50 52 26 55 42 60 47 36 22
50 78 65 50 76 35 78 28 59 26 50 68 54 60 76 25 87 28 29 55 58 59 73 59 97 54 69
€6 57 26 46 78 65 48 76 45 57 47 29 65 79 77 55 30 57 35 B89 45 49 53 46 ¢6 75 57
S7 56 €8 28 47 22 66 €6.

132, By PICCOLA. (Keyword, CRYPT, Fifth alphebet contains Q. But: Can you
rearrenge the numbers on the strip before teking frequencies?

16 20 23 18 03 15 26 12 26 25 03 30 40 14 20 09 20 25 11 15 17 25 16 02 29
30 25 21 18 03 11 16 27 30 26 10 02 21 17 01 06 25 13 01 25 O3 30 23 265 28
06 27 12 11 20 12 22 16 18 03 29 20 19 01 1% 17 19 12 12 20 02 11 14 18 19
13 20 38 11 23 19 01 19 01 27 30 16 21 01 23 17 24 22 25 03 19 26 21 11 28
11 17 1€ 21 03 13 20 28 05 20 06 26 13 11 26 11 16 27 26 16 02 26 18 C5 25
06 03 16 03 03 30 26 16 27 28 10 02 16 02 29 06 26 27 11 24 15 20 23 13 15
11 25 13 05 24 28 20 40 27 19 19 30 27 19 19 13 02 23 21 28 11 20 14 28 03
18 26.

133, By PICCOLA. (If you recognize this pgem of literature, you are beyond the
draft ege. It got around the cemsor in 1918).

20 08 17 29 15 09 01 05 08 29 24 11 C6 05 10 26 13 22 06 01 18 19 05 03 16 24 13
16 04 08 07 1% 12 18 24 11 17 09 07 27 26 22 01 15 21 21 10 O3 06 22 03 18 04 22
20 06 07 24 12 19 10 1% 10 30 10 19 16 24 13 16 04 08 23 O1 10 10 23 10 09 05 08
17 21 22 09 15 21 21 10 O3 06 06 21 20 12 22 21 08 18 19 23 05 02 O1 11 34 19 27
12 06 02 15 10 22 03 03 02 11 12 1% 10 11 19 27 13 12 1€ 24 19 13 24 15 07 16 16
16 26 20 04 05 11 23 26 20 03 10 19 10 23 11 16 19 13 16 04 08 25 17 05 24 20 20
23 09 1C 25 20 25 02 05 O7 16 26 20 04 05 11.

134, By DAN SURR. (Should you be worried et finding this in Deughter's boudoir?)

ABCD EFG EHDG EFJE KHD LJDG JMMJ DGJIME
EFJE OJELF ACB DG, - PGMG,



CHAPTER XVIII

Perropic CipHERS WITH MIXED ALPHABETS

Periodic cryptograms in which the cipher alphabets are mixed are nearly always
produced by means of slides. Before discussing these ciphers, it may be well to
clarify a few terms which otherwise could leave room for uncertainty. We have,
for instance, two, and sometimes three, key-words. There is a primary one (some-
times two) used in the preparation of the slide, and a secondary one, often called
the “ specific ” key, which is used, as in Vigenére, for the encipherment of crypto-
grams. Since we shall have practically no occasion to mention the primary key-
word (or words), any references which are made here to a key-word, unless clearly
seen to refer to the preparation of a mixed alphabet, can be understood as meaning
the secondary one, that is, the specific key which selects the cipher alphabets. Per-
haps it is also advisable to call attention once more to the existence of a primary
cipher alphabet (the basic one which is written twice in succession on the slide)
and of the 26 secondary cipher alphabets which can be derived from it by placing
it in its 26 possible positions. These are usually referred to simply as “ the alpha-
bets,” while the basic one is more commonly called “the sliding alphabet.” All,
of course, are the same alphabet except for their points of beginning.

To see clearly what is meant by an “ equivalent slide,” the student may make
an experiment: First, form a temporary slide, using any two 26-letter alphabets,
and use the slide to encipher a short message. Now form another temporary slide
on which the two alphabets of the preceding slide (both treated by exactly the same
plan) have been rearranged so that their letters are taken at every interval 3 (or at
every interval 5, or 7, or g — any interval whatever that is not divisible by 2 or 13),
and with care taken always to maintain this constant interval even when the 26th
letter is reached and the 1st reappears. Then, using this new slide in the same way
as before, encipher the same message with the same key, and compare this new cryp-
togram with the first. Finally, an alplabetical interval (or distance) between two
letters will mean their distance apart in the normal alphabet, while a lineal interval
(or distance) will mean their distance apart in any alphabet whatever. That is,
the alphabetical distance from A to B is invariably 1 (position), while their lineal
distance apart on a slide, or in the rows or columns of a tableau, could be anything
from 1 to 25. Where these intervals must be mentioned often, the distance from
A to B will be referred to more briefly as * the distance AB.”

Now let us consider the four slides of Fig. 138, which are being designated (ar-
bitrarily) as belonging to Types I, 11, 111, and IV, in what would seem to be the
order of their potential resistance to decryptment. Their actual resistance, how-
ever, might depend largely upon the manner of their use, and we are assuming
throughout the chapter that the encipherment process is identically that described
for the Saint-Cyr cipher: The upper alphabet, in all cases, is to be the plaintext one;
the index-letter is always the initial one of this plaintext alphabet; and, for the en-
cipherment of cryptograms, the letters of the chosen key-word are to be found in the
lower alphabet and brought one by one to stand below the index-letter in order to
set up their cipher alphabets. Also, for our immediate purposes, we are neglecting
certain precautions the advisability of which will be seen later: First, the mixed
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Figure 138
SLIDE - TYPE I.
Pleintext: CULPERZYXWVTSQONMEJIHGFDBA
CIPEER: ABCDEFGHIJELMNOPQRSTUVWXYZABC C.uaas
abcdelfghi JELBNDOD seeesee
Key A: ZYAXEWVUTSRCQPOD eeusens
Key B: AZBYFXWVUTSDRQPE sevuuns
Koy C: BACZGYXWVUTESRQF vevanns
SLIDE - TYPE II.
Plaintext: ABCDEFGHI JKLMNOPQRSTUVWXY2Z
CIFEER: CULPERZYXWVTISQONMEKJIHGFDBACTUL..sas
abcdafghijklmnop..u.u
Key At ACULPERZYXWVTS QO vunaunns
Koy B: BACULPERZYXWVTSQaeevsans
Key C: CULPERZYXWVTSQON vavvuas
SLIDE - TYPFE III.
Plaintext: CULPERZYXWVTSQONMEKJIHGFDBA
CIPEER: CULPERZYXWVTSQONMEJIHGFDBACULiesss
abcde fghiljklmnopaeesssss
Key A: BDAFPGHI JEMUNOQL suvuuus
Key B: DFBGLHIJEMNCOQSU.suuuans
Key C: ABCDEFGHIJELMNOP oovane
SLIDE = TYPE IV.
Pleintext: DAMSCUBEFGHIJKLNOPQRTVWXYZ
CIPEER: CULPERZYXWVTSQONMEJIHGFDBACTU Lices,
abcdefghijklmnopaessssse
Eey 4: CRPAZYXWVTSQUONM.eonuse
Key B: AELBRZYXWVTSCQON sevuues
Fey C: UZECYXWVTSQOLEME covuens

alphabets have all been left undisturbed with their primary key-words (CUL-
PEPER, DAMASCUS) and their alphabetical sequences in plain view; in practice,
such alphabets ought to be carried through a transposition block, or otherwise made
to appear incoherent. Second, the index-letter should never be A (or any other fre-
quent letter) unless the details of encipherment are varied. (We might, for instance,
consider that the index-letter is in the sliding alphabet and that keys are in the
upper.)

l:,pIn the Type I slide, the cipher alphabet is in normal order, and “ slides against ”
a mixed plaintext alphabet. In Type I/, we find a mixed cipher alphabet “ sliding
against ”’ the normal one; in Type III, we find this mixed cipher alphabet “ sliding
against ” itself; and in Type IV, we find it “ sliding against ” another, and different,
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Figure 139
5 10 15 20 25 30
YVNGEKE YEGDP ZEAYE HSMDQ KEWSJ IQCIO
P EI TE A ¥ ¢ Ic¢c cc v
35 40 45 50 55 60
KEKCFKQ JPMLB JXGEKEC ZDBGN GQBDQ MEONEK
I Tec hd ITH THEP EcE ¢ E
€5 70 75 80 85 90
XTYAD DDGJR XRXFW GDAYT QSGGC GPBY
H HI EHA IPH E E A
95 100 105 110 115 120
CLWEKC BICFE ZDGJW KUFKC BUIZY BEKEKC
TH A THI Ic¢c TH Ac E Ac TH
125 130 135 140 145 150
GETAO QCBYQ UUFZG GZYFN FMJVZI BLQJU
E e Hvy E ¢ c E E v A
155 160 165 170 175 160
VMMJT AEFVS MENKQ JEIZY ALQYR XRXFR
hd WE A4 E T c E E W
185 150 1856 200 205 210
QOUFVS VvVVvyVve KTBKC GOMIK BQVZIN BINAO
c ¥ ex I ETH E A4 AccE A Hy
215 220 225 230 235 240
CEVYVJ FVUZS BEMKC GPMDT KKEYAD DDYZC
EEE E AcvyTH E ¥ Ic¢c H H EH
245 250 255 260 265 270
BTEVS GQWIT ZDAKP GWBIO NDGRC HPBHU
A My Ec THAT E E ¥ HI H E
275 280 285 290 295 300
GETQH GUVZIN YXMLH FSMDQ EEWZQ UDAMT
Eo EcckE A4 ¥y ¢ Ic Eo HA
306 310 315 320 325 330
ZDBJO PEULERE YUGKU ZEUSJ ZDBOD RESIO
THE v E cIT TE THE E ¥
335 340 345
RLABL JRSZQ YQVFL
AL Es c¢

mixed alphabet. Every slide, used in any manner, has an equivalent tableau and
while tableaux are seldom used, it is very important that we carry in mind a clear
picture of their appearance; otherwise we shall find it difficult to understand how
slides can be restored with only partial information. The imaginary tableau which
is to serve this purpose, using any one of the four slides in the manner specified, is
formed as follows: The plaintext alphabet, with letters in exactly the order of the
slide, appears at the top. The 26 cipher alphabets, standing belew and parallel to
the plaintext one, are all seen in exactly the order of the slide, and are shifted, one
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letter at a time, exactly as the normal alphabet is shifted in the Vigenére tableau.
Thus, exactly as in Vigenére, the columns of this imaginary tableau are duplicates of
the rows. Keys, if considered, would repeat the first column of such a tableau.
This tableau, as mentioned, is imaginary. Should the encipherer or the decipherer
actually desire to make use of a tableau in preference to the slide, he would prob-
ably prefer one in which both his plaintext alphabet and his key alphabet are run-
ning in normal order, so that letters are easier to find. To form this tableau, he
would begin by laying out, in normal order, his plaintext alphabet and his key-
alphabet, and then lay out his 26 cipher alphabets in the manner explained in con-
nection with the Beaufort alphabets. Each of the four slides of the figure is ac-
companied by a partial tableau of this kind, and it will be noticed there that we have
only one case in which the (secondary) cipher alphabets bear any resemblance to
the primary one. This tableau, too, should be well understood, since the cipher al-
phabets recovered from cryptograms will be like those of the figure.

Of our four slides, only the Type I is radically different from the rest. Since
its basic cipher alphabet is not a mixed one, it makes little difference what has been
done to its plaintext alphabet. Notice, in the partial tableau which accompanies it,
that the difference between one cipher alphabet and another is purely a matter of
alphabetical shift (or of “ size,” if we wish to replace all of these letters with num-
bers). Properly speaking, this cipher belongs to the case of the preceding chapter;
it is presented here largely as a warning of what could happen through misuse of
the Type 1] slide. In the remaining three cases, the sliding alphabet is a mixed one;
a series of frequency counts taken from cryptograms cannot be “ lined up ” unless
letters can be placed in the right order before these frequency counts are taken.
The “ right ” order may be the original one of the cipher alphabet, or an equivalent
order in which the original letters are taken at a constant interval. In these cases,
as with any other periodic cipher, the period is found in the usual way. Individual
frequency counts are then taken on the several cipher alphabets, and these are ex-
amined in the hope of finding a known alphabetical graph; that is, the graph of some
mixed alphabet recovered from previous decryptments — (but notice also the C-
alphabet under the Type I/ slide!). It can also be ascertained whether or not the
frequency counts have followed one common graph, whether any two or more have
followed one graph, and so on. But when it is found that the frequency counts are
those of unknown mixed alphabets, then each alphabet is to be treated by simple sub-
stitution methods. Here, the principles will still be those of Chapter /X, and we will
examine, as briefly as possible, the mechanical phases of their application.

Our cryptogram, shown in Fig. 139, is already written into its correct period, 3,
with a few substitutions already made, and a few letters noted as vowels or con-
sonants (v-¢). With the period determined as 5, and alphabets found to be in an
unknown mixed order, our next step is the preparation of a contact sheet (contact
chart, contact count) for each one of the five alphabets, the usual form being that
shown in Fig. 140. The necessary number of sheets is prepared in advance by
writing the normal alphabet through the center, and each is numbered to show
what alphabet it represents. It may also carry the numbers of the two contacting
alphabets (those in parentheses in the figure). Then, if the cryptogram is prop-
erly grouped, so that all first letters of groups belong to alphabet 1, all second let-
ters to alphabet 2, and so on, the putting down of contact letters is very rapid.

Illustrating with alphabet 2: Start with its first letter, V; find V in the prepared
alphabet numbered 2; place on its left side the ¥ of alphabet 1; place on its right
side the NV of alphabet 3. Pass on to the next letter, E: contacts are ¥-G. Pass
on to the third letter, another E: contacts are Z-4. And so on to the end of alpha-
bet 2. Each contact chart, of course, will serve also as a frequency count and as a
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Figure 140
(5) 1 (2) (1) 2 (3)
YT A EL A
CSNKZYCC B IUKLQIKT B
00 C LE QK C FB
DD D DD ZZUNZDZGDZ D BGAGYAGABB
E RZPCJMAMZY E GAOFNIVUUS
HIN F MVS F
HUPSCCGCCWN G QDPEZOPQWKU G
CK H SP H
J 1 Q BB I CN
IQBQ J PXER J
QTPWOQ K KCUTKK EGKBGBK K WETMYTW
L RABC L WQQA
SQ M EE VF M M
0O N D N
R OT G 0 M
0 P E HGGJ P MBMB
0T Q SC YGBGI Q VBVWV
oD R EL JXX R XXS
s FQH 5 MGM
T BEX T YBK
QQ U D YGOUBK U FIFFVG
SU Vv MV FVY V NVU
w G W B
RRK X TRR YJ X 6M
QRNK* Y VEXUQ Y
JUTTECP Z EDDDDED G 2 ¥
(2) 3 (4) (3) 4 (5) (4) 5 (1)
LDDDE A YYRMB YNTY A DOOD A
DDPWICPQD B GDYYKIHJO A B L L B J
1 CF c RZEKKKXGK C ZGBBGGGBH
D MMBMG D PQQTQ OAA D DDR
K E K, E F E 2
UEUUC F XKZVV VXYCX F WENRL F
UDDSDXE G DEJGJRK GBN G ENC Z G G
H B ETU 1@ H GF
EU 1 2ZZ SEWMV I OKTOO 1
M JV BMQGG J EWUTO SVs J IFZ
T KV GAMBMEFWGF K QCCCCQCCPU INYG K YHXB
L UMM L BHR FB L J*
SXPKOMPS M DLJIKDLD A M T M
IEV N GEA 0 §N K ZIZFG N GFBY
E O N B 0D IJIAAYI O KCQCNPR
P P KVD P ZKG
LL Q@ JY T Q H ZZDEYDKD Q KEJMUJEUY
R ¢ R C LFYJ R XXOY
RE S 12 UW S JJ VZVV S MVEG
EK T AQ T MIDJY T QAKZZ
EEV U ZILS U EHJ U VGZ
QUEQVQ V IVZVZF KVVFFJ V ZSSPJS v
KQLK W SKIZ W JF W GE
RR X FF X b 4
DKZT Y AFAZ QBBAA Y KTOQR ZZ Y BA
Z SWVYUVIFI Z YGYNSCNQQ vV 2 B

graph. The five graphs should now be compared with one another in the hope that
some two or more may represent the same alphabet. Such a key-word as DENSE,
for instance, makes use twice of the E-alphabet, thus doubling the amount of ma-
terial in one of the alphabets. In our present case, it is found that the five alpha-
bets are all different. Now, just as in simple substitution, we wish to determine,
for each of the five alphabets, what letters are apparently representing vowels, and
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what letters are more likely to be consonants. For this purpose, some of our “ point-
ers " are still available, and are just as valid as in Chapter /X.

In Fig. 141 we may see some data and probable conclusions concerning alpha-
bet 1. By frequency alone, the four letters B, G, K, Z, of this alphabet might all
be vowels. When variety of contact is considered in conjunction with frequency,
it is noted that Z shows no variety on its right. And when contacts with low-fre-

Figure 141
Consideration of Alphabet No, 1

Latter: Frequency: LOW-FREQUENCY CONTACTS VARIETY OF CONTACT

Left Right Total* Left Right Total *
B (v) 7 2 3 5 6 6 12
G (v)(= ET) 11 5 3 8 8 8 16
K (v) 6 2 1 3 5 4 9
Z (e) 7 4 - 4 6 2 8

(*)] These observetions are mot absolute, as in simple substitution.

quency letters are also considered (from information present on sheets 5 and 2; in
the figure, frequencies of 1, 2, or 3 were considered to be low), it is found that in
this respect, too, the letter Z stands apart from the others. These observations,
usually, are mental, and conclusions for any one alphabet must often be modified
by what is seen in other alphabets. It may be found satisfactory to begin by se-
lecting only the most obvious vowel, or vowels, in each alphabet, and to circle these,
or otherwise indicate them, not only on their own sheets, but also on the two adja-
cent sheets where they are found again as contact letters. When this has been done,
the less obvious vowels may be considered again with an additional “ pointer,”
whether or not they show too much contact with the more obvious vowels. Fig.

Figure 142
Conclusions for the Five Alphabets

Alphabet No. Vowels Consonents
1 BGEKS=* Z
2 E DEQU
3 BGMS» \'s
4 ve K
5 0 cQ

(*] When B and G eppear as vowels in two different alphabets,
the grephic eppearsnce of these two alphabets (1 end 3) should
be given ancther inspection. It happens they are not the same,

142 shows, for each alphabet, the probable conclusions which would be reached af-
ter examining the contact sheets of Fig. 140, and before any confirmation is at-
tempted. The next step in order is that of indicating them on the cryptogram itself,
and the examination of long sezments in which no vowels have been marked. At
this stage, too, the total number of spotted vowels may be computed to find out how
much of the expected 40% is still missing. Up to this point we have nothing new,
and nothing particularly difficult. Whether or not the subsequent work is to become
difficult depends chiefly upon the amount of material per alphabet, though grant-
ing that the presence of probable words materially alters the case of the shorter
cryptogram.

If the most frequent of the spotted vowels in each alphabet can be safely as-
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sumed as e, the establishment of other vowel-identities can follow the rules of Chap-
ter /X : The high-frequency vowel which practically never touches ¢ is o; and the
one which follows it is a; vowels of lower frequency may precede or follow e, but
no vowel should touch it very often. And if, in addition, the most frequent of the
spotted consonants in a given alphabet can be safely assumed as ¢, then % of the next
alphabet will seldom be out of reach. A very material aid here is found in those
repeated digrams (and trigrams) whose letters are already labeled as vowels or con-
sonants. We find, for instance, ZD, alphabets 1-2, occurring five times, and with
both letters already spotted as consonants. This is very likely to represent ¢4, es-
pecially when further examination shows it continued as a repeated ZDB, with B
already quite likely to represent the e of alphabet 3. Then the contacts of D, alpha-
bet 2, supposed to represent %, have also pointed out a probable new vowel, 4, in
alphabet 3. Again, we find KC, alphabets 4-5, occurring six times, and with both
letters already spotted as consonants — another probable ¢/ — followed three times
by G, alphabet 1, already likely to represent ¢, and twice by B, which could thus
represent ¢ (the famous English tke, tha). And similarly we might continue with
a long demonstration.

Returning, now, to our mechanical operations: Dealing, as we are, with five
different alphabets, it becomes imperative that we keep track of substitutes; other-
wise, with all of our numerous trials and erasures, it is almost impossible to know
what substitutes have been identified and what substitutes are still available for
identification. Also, totally apart from this matter of convenience, we shall prob-
ably want these five lists of substitutes for use on future cryptograms. This ap-
plies to any series of cipher alphabets, whether or not they are in any way related
to one another. But it is very seldom indeed that a series of cipher alphabets used
in the same cryptogram will be unrelated alphabets. Nearly always, they will have
resulted from the use of a slide, and when this is true, the recovery of alphabets
and parts of alphabets enables us to reconstruct the slide. The usual plan for re-
cording substitutes is to lay out a plaintext alphabet in A B C order and then, di-
rectly below it, to rule off several rows of cells, one row for each cipher alphabet.
Thus, any substitute, identified in any alphabet, may be written directly below its
presumed original and on the row which corresponds to its particular cipher alpha-
bet. We sometimes speak of such a set-up as a “ key-frame ” or “ key-skeleton,”
though a better name, probably, would be * partial tableau.” (Every row, if com-
pleted, will show one cipher alphabet of the kind we saw in the partial tableaux of
Fig. 138.) Such a “key-frame ” for our present cryptogram can be seen in Fig.
143. At (a) of this figure we have the first tentative identifications. The most fre-
quent vowel in each of the first four cipher alphabets has been assumed as e (in
practice, the O of alphabet 5 would also be assumed as ¢). The ZD of alphabets 1-2
and the KC of alphabets 4-5 have both been assumed as tk, and after each th, we
are trying one letter as a. The five rows of this set-up we may now speak of as
“alphabets.” At (b) we are beginning to speculate as to what kind of slide has
been used.

Suppose that the cryptogram has been enciphered with a Type I7 slide. If so,
our plaintext alphabet, in the key-frame, is already arranged like the one on the
slide; and when this is true, as may be seen by glancing back at Fig. 138, the recov-
ered cipher alphabets will also build up with their letters in exactly the same order
as that of the slide, and, in the end, if fully completed, will show a picture of the
original sliding alphabet taking five of its possible positions.

Examining the first cipher alphabet of (a), we note that the lineal distance from
B to G is 4 positions. If our hypothesis is correct, then the lineal distance BG
will have to be 4 positions in all of the other alphabets. The third alphabet con-
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tains a B; measuring 4 positions to the right of this letter, we find that G of the
third alphabet would fall below 7, and thus would be the substitute for i in the
third alphabet. To see whether or not this is likely, we return to the contact sheet,
where we find that G has already been spotted as a vowel (see the list in Fig. 142).
So far, so good. Then, the first cipher alphabet of (a) shows the lineal distance BZ
as 19 positions. Returning to the third alphabet, and measuring 19 positions to
the right of B, we find that Z, in this alphabet, would fall below x. Examination
of the contact chart shows that Z has not been used in the third alphabet, making
it satisfactory as thc substitute for x. Still good. Again, the third alphabet shows
the distance AB as 4 positions. Still pursuing our hypothesis, the first alphabet
must also contain an A4 standing 4 positions to the left of B. If so, it will fall be-
low w, and the frequency of A4, in the first alphabet is found to be 2, which is sat-

Fipure 143

(=)
abcdefghijklmnopgqrstuvwxys
1 - B G Z
2 - E D
3 - A B
4 - Z K
5 - C
(»)
abodefghijklmnopgrstuvwxyse
1l - B G K Z A
2 - E D
3 - A B G K Z
4 - Z A B G K
S = C

isfactory as that of w. With G and Z added to alphabet 3, and with A added to
alphabet 1, we may now turn our attention to alphabet 4, which contains a Z, and,
by making similar observations there, we may add to the 4th cipher alphabet the
letters 4 B G, and, to the 1st and 3d alphabets, the letter K. Thus we arrive at (b)
through what is ordinarily referred to as the “ symmetry of position ” existing among
the several cipher alphabets.

But the second and fifth alphabets cannot yet be combined with the other three,
since neither of these contains any letter in common with them, and thus we have
no point from which to measure lineal distances. We know, however, that if our
hypothesis is correct, the letters A B G K Z, in these alphabets also, will be found
at exactly the same lineal distances as before. It would be possible to prepare a
sort of slide on which these letters, written twice in succession, are spaced as in the
other three alphabets, and use this in experimenting with alphabets 2 and s.

The cryptogram, as we first saw it, showed all substitutions which are possible
from (b) of Fig. 143, together with a few w-¢ notations which were listed in Fig.
142 but not further investigated. In case the student cares to complete solution,
he might refer to certain precautions mentioned at the beginning of the chapter.
Notice, in the last figure, the lineal distance from G to K; what letters would you
feel inclined to try in the three intervening positions? Or notice the distance BG.
What letter is very likely to have been taken here for use in the key-word, and where
is it likely to stand in that word? If the index-letter was A, does it seem possible
that the a-substitutes could all be selected in advance directly from the contact
sheets? Would this be possible if the encipherment process were varied so that an
index, selected in the sliding alphabet, were brought to stand below keys in the
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stationary one? The cryptogram is known to contain the word SUPPOSE, and the
period is 5. Is there any room here for pattern methods?

Our Type II slide, then, unlike the remaining three, builds up automatically in
the key-frame, owing to the simple fact that we are able to set down the plaintext
alphabet in the encipherer’s original order. The method of solution, so far as we
know, was first published (1883) by Auguste Kerckhoffs, who seems to have origi-
nated the term ““ symmetry of position.” The invention of the cipher is credited to
“a member of the (French) Commission on Military Telegraphy.”

If these parallel cipher alphabets are to be avoided in the key-frame, but still
using a Type 11 slide, General Sacco has suggested that the encipherment process
be altered as follows: Let the index-letter and the key-letter both be found in the
upper alphabet. Slide the plaintext letter to stand below the index-letter, and use
the substitute which will then be standing below the key-letter. This, of course,
would have to be letter-by-letter encipherment, and represents one of those rare
cases in which a slide is less convenient and rapid than its equivalent tableau. If
this tableau be laid out in full, as explained for Beaufort alphabets, it shows, on its
26 rows, 26 cipher alphabets not one of which appears to be at all related to the
others. One of these (the one in which index-letter and key-letter are the same)
will be the normal alphabet. We may find the original sliding alphabet, however,
by looking at columns. Such a tableau is exactly equivalent to the Delastelle tab-
leau if the Z-alphabet be made the normal one. Delastelle’s tableau was described
as follows: Using the mixed alphabet, fill in the tableau by columns, beginning each
column with whatever letter, in the mixed alphabet, follows the plaintext letter
shown above the column. This causes the final alphabet to come out in A B C order.
The Delastelle tableau is not nearly so easy to reconstruct as that of the ordi-
nary Type II slide; the method, however, will be plain enough when we have un-
derstood the reconstruction of Types I1I and IV.

The Type I slide, as pointed out in the beginning, is somewhat out of place in
the present chapter; every frequency count will follow the graph of the mixed plain-
text alphabet, so that all can be “ lined up ” by their common pattern. Having let-
ters, and not numbers, the “ top ” of a frequency count may be anywhere; it is
usually best to prepare at least one of the frequency counts of double length in
order to effect the alignment. Granting, however, that for some reason the com-
mon pattern of the frequency counts has not been recognized, then the method of
decryptment would be exactly the same as for any other case of mixzed alphabets.

Fig. 144 shows the development of the key-frame in this case. At (a), some
substitutes have been correctly identified in each of four cipher alphabets. But
long before reaching this stage, the most careless of decryptors must have noticed
that the difference between any two cipher alphabets is purely a matter of alpha-
betical shift. This is particularly visible as between alphabets 3 and 4, where the
alphabetical interval is only 1; examination of alphabets 1 and 2 shows that wher-
ever both substitutes are present, their alphabetical difference is 14; and further
examination shows that the alphabetical distance from alphabet 2 to alphabet 3 is
17. The use, here, of a Saint-Cyr slide enables us to arrive very quickly at (b). The
alphabets of (b) are, of course, secondary cipher alphabets, and the primary one
obviously runs in normal order (or, at worst, in a strictly methodized order which is
easily obtainable from the normal one). What we still lack, in order to recon-
struct the slide, is the mixed plaintext alphabet, and this can be recovered as at
(c). Write out the normal alphabet (known to be the original cipher alphabet),
then, using any one of the secondary alphabets, place originals above their substi-
tutes wherever these are known. In the given example, all missing letters can be
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filled in by alphabetical sequence; and even though the index-letter was one of low
frequency, and thus was not used in the message, the student should have no trou-
ble whatever in discovering the key-word which governs the four cipher alphabets.

In considering the reconstruction of the remaining two slides, we shall have to
keep clearly in mind the imaginary tableau on which the plaintext alphabet has ex-
actly the order of the one on the slide, so that cipher alphabets, also, have exactly
the order of the one on the slide, and are shifted one letter at a time, as in the Vi-
genére tableau. For one thing, we are going to call some of these alphabets by num-
bers, or refer to them as odd-numbered and even-numbered alphabets. Thus, with

Figure 144
The Alphabets from a TYPE I Slide:
(a)
abcdefghi jklmnopgqgrstuvwxyz
1- LOOJQQBGF.lo.BA.URYxQo.oao
2" ZQOQEOQITUQCQQOCUCUIBoalot
5- QP.OVH-.-.I-.GFUO.DG-B&.Y.
4' Rt.PW.-“L-J...G-...D..-...
(v)
aeabodefghi jklmnopgqrsestuvwxys
1l - LE.JQIHEGF.DOCBAP.,.RYXNWV., T,
2 - ZY.XEWVUT.RCQPOD.FMLBKUJ.H.
3 - QP.OVNMLK.ITHGFU.WDCSBA. Y.
4 - RQ.PWONML.JUIHGV.XEDTCB. 2.
(o) Alphabet FRo. 1:
Plaintext: onmk.ihgrdbasulper.y.wvts,
CIPEER (Rearrenged): ABCDEFGHIJKLMNOPQRSTUVWXY?Z2

the alphabet we have been using, the firs¢ alphabet in the imaginary tableau is po-
sition 1 of theslide: CULPERZYVXWVT...... , the second alphabet is
position 2 of theslide: ULPERZ. ...... , the third alphabet is position 3
of theslide: LPERZY..... , and so on to the 26tk alphabet, which is the
final position of the slide: A CUL. . ... But over and above this, it must be re-
membered that the columns of this imaginary tableau are duplicates of the rows,
just as they are in the Vigenére tableau. We do not, of course, recover any of
these alphabets in the order mentioned, since our plaintext alphabet of the key-
frame must necessarily be arranged in its a-b-c order. For instance, the fourth al-
phabet, which, in the imaginary tableau, begins with its key-letter, P, and runs in

theorder PERZYVXWVT..... , comes out in one of our examples (Type
IlIslide)as LUPCYABD. . ... , and in the other (Type IV slide) as EW ¥V
PVTS. ...

The Type 111 slide is, in many respects, the most interesting member of its fam-
ily. With every alphabet taking exactly the same order (that is, the plaintext al-
phabet, the key-alphabet, and all cipher alphabets in the imaginary tableau), it
parallels the Vigenére in every particular except the order of the 26 letters. It has
a corresponding Beaufort form, and a corresponding variant in which comple-
mentary keys are based on the order of the mixed alphabet. Its 14th alphabet, like
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the N-alphabet of the Vigenére, is reciprocal throughout. And its first alphabet,
like the A-alphabet of the Vigenére, is a duplicate of the plaintext alphabet. This
was pointed out in connection with the slide of Fig. 138, where key-letter and index-
letter were both C. There are two ciphers, then (the Type III slide and the Dela-
stelle tableau), in which we are sometimes able to find, among a number of mixed

Flﬁure 145
The Alphebets from a TYFE III Slide:

Behavior of an EVEN-NUMEERED Alphabet

1st Alphebet (Always normel): ABCDEFGHI JKLMNOPQRSTUOVWXYZ
4th Alphebet: LUPCYABDFGHRIJKZUMXNOEQSTVW

For en EQUIVALENT SLIDE, follow the chain AL-LR-RX-XT-TOusess.s

ALRXTOKHDC.
LRXTOKHDCP

(1)eeerenonses =

G QU
B ¥I

h"ﬂ

BU v
UE Q

L]
=

I
l
=

2losssvassvessssiee = =_

To find the OKIGINAL SLIDE from the EQUIVALENT one:

(1) Either take letters constantly at interval 9, which is the interval V-W-X:

RZYXWVTSQONMKJIHGFDBACULPE (R)
XWVTSQONMKJIHGFDBACULPERZY (X)

(2) Or: Spread the letters apart so that the alphabetical sequences K(JI)H, 2(¥X)W,
etc. are standing at the right interval, always maintaining the alphabet-lengzth,
26, and intertwine, Both alphabets are the same in this slide:

A..L..R..X..T7T..0..K..H..D,

S:"&::;:":i: eCvePuoZuoWeoSausNeuodeoGaoB
ey +eUe+E..Y..V..Q..M..I..F..

Behavior of an ODD-NUMEERED Alphabet

1st Alphabet: ABCDEFGHIJELMNOPQRSTUVWXYZ
3d Alphebet: UCLAZBDFGHIEJEMRNYOQPSTVWX

1st HALF-CHAIN: 2d HALF-CHAIN:
AUPRYWTQNEKIGD (a) BCLEZXVSOMJIHF (B)

Spread the letters of each half, trying interval 2, interval 4, intervel 6, end so
on, treating both halves alike, until the intertwining of the two will set up some
alphabetical gequences:

.A.U.P.R.Y.W.T.Q.N.K.I.G.D
B.C.L.E.2.X.7V S.O. ¥.J.H.F.

frequency counts, a single one which follows perfectly the graph of the Vigenére A-
alphabet. Concerning the 14th alphabet, however, we are dealing altogether, here,
with a 26-letter alphabet; and some of what follows is being explained on the the-
ory that the number 26 contains no factors other than 2 and 13. If the student
will give his careful attention to reasons, as well as to methods, he will be able to
adjust these methods to alphabets of other lengths, as, for instance, the very com-
mon 25-letter alphabet met with in foreign texts. The first alphabet, of course,
duplicates the plaintext alphabet regardless of what alphabet-length is being con-
sidered, and thus, whenever a Type 111 slide has been used, we are always in full
possession of one of the cipher alphabets.

Now, granting that we have completed the decryptment of a message, we have
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before us a key-frame in which several cipher alphabets are at least partially re-
covered. With one alphabet fully known in advance, the recovery of another full
alphabet usually enables us very quickly to restore the original slide, or an equiva-
lent slide. The ideal case is that in which we recover one of the even-numbered
alphabets (except No. 14). The recovery of an odd-numbered alphabet will, at
times, leave us with thirteen possibilities; while the recovery of the 14th alphabet
could be useless, provided we have no other information. The method of recon-
struction can be followed in Fig. 145.

First, we have the perfect case, one in which an even-numbered alphabet (the
4th) has been recovered in full. We begin by writing this recovered cipher alpha-
bet letter for letter below (or above) the one which is always known to us; thus the
two substitutes for a are in a same column, the two substitutes for b are in a same
column, the two substitutes for ¢ are in a same column, and so on. The columns
themselves are not in their original order, but the two alphabets, throughout, are
running parallel, just as they would in the imaginary tableau, and thus the colum-
nar distance is uniform which separates each pair of substitutes; that is, the vertical
distances AL, BU, CP, DC, EY, etc., are all equal in the imaginary tableau. If
these be rearranged in such a way that the last letter of each pair is the beginning
letter of the next, we have a chain AL-LR-RX-XT-TO-OK. . . .. made up en-
tirely of equal vertical intervals, from which the repeated letters may be dropped:
ALRXT..... , leaving us a series of 26 letters known to be equally spaced in
the columns of the tableau. Then, remembering that the columns of this tableau
are duplicates of its rows, we have also a series of 26 letters known to be equally
spaced on the rows. That this series of letters, A L R X T. . . . , sliding against
itself, produces exactly the results of the original series, the student may ascertain
for himself; also that a number of other equivalent slides can be formed by taking
letters of this series at any constant interval which is not divisible by 2 or 13. The
total number possible is eleven, of which one was the original. An equivalent slide,
of course, is all that we actually need for enciphering and deciphering cryptograms.
But where alphabetical sequences existed in the original alphabet, two methods are
shown for obtaining it without writing out the entire eleven possibilities: (1) Find,
at some constant interval, the letters of an alphabetical, or nearly alphabetical, se-
quence, as the (reversed) V W X of the figure, standing at interval g; the taking
of all letters at this interval brings back the original order. (2) Find pairs of con-
secutive letters, as the (reversed) HK, WZ, GJ, which, if all spread apart to the
same extent (some odd interval, as 3 of the figure), would then be standing at their
normal alphabetical intervals, or nearly so. Lay out the 26 positions, and spread
the entire alphabet, maintaining the common interval even after the 26th position
is reached. The figure shows this on several rows; in practice, there is only one.

If the recovered alphabet is an odd-numbered one, the same plan is followed,
but results in a chain of only 13 letters; it is necessary to begin with some other
letter, not included among the first 13, and form another 13-letter chain. Having
absolutely no additional information, we cannot combine these two halves with
certainty unless the original alphabet contained some alphabetical, or nearly alpha-
betical sequences. Presuming that it did, the method ordinarily described for com-
bining the two halves is that of the figure. Spread the letters of the two halves
(plan 2 of the preceding case), treating both halves exactly alike, until a point is
found at which the two halves can be intercombined to show alphabetical se-
quences.

For this case, however, George C. Lamb, the author of Chapter X, suggests an-
other plan which would seem to be more direct and less troublesome than the stand-
ard one. Lamb, incidentally, is to be congratulated here for his entirely new ob-
servation: If the two half-chains can be properly adjusted with reference to each
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other, each pair of letters, regardless of the order, will be a digram belonging to the
original mixed alphabet. The reason for this division into halves, of the odd-num-
bered alphabets, is probably self-evident: One half contains only odd letters (1-3-5-
7-9. . . . . . . . .) and the other contains only even letters (2-4-6-8-10. . . . . .

If both halves were recovered in this order, and if one half were written dlrectly
below the other with letters 1-2 standing together, then the other pairs would also
be standing together: 3-4, 5-6, 7-8, and so on. We seldom recover them in straight
order; but whatever rearrangement has taken place in one of the halves has taken
place, also, in the other half; should one be recovered with letters in the order 1-7-

13-19-25-5-I11. . . . (each third letter in a series 1-3-5-7. . ... ), then the other
will be recovered with letters in the order 2-8-14-20. . . . . . (each third letter in a
Fizure 146

Another Method for Combining the two Half-Chains of an Odd-Numbered Alphabet

(Originated by GEORGE C. LAMB)

With a Type III slide, based on the key-word EXCORIATE, the 7th alphabet, as

recovered from e cryptogram would come out as shown: H KB LA MDMNPiiasasss
ABCDEFGHIJKLMNOPQRSTUVWXY2Z
HEBLAMNPGQSUVWDYZFEJXCOTRI

The second half-chein, started with D, must be re-adjusted so as to place in
correspondence the alphabetical sequences PQ, YZ, FG, MN, etec.

1st HALF-CHAIN: AHPYRFMVCBKSE
2d HALF-CHAIN: (d 1ux) TJQZIGNWODLUX

Each corresponding pair of letters was & digram in the original cipher elpheabet,
Teking some two letters, as FG, which form en alphabetical sequence, look for

nnother pair, such as HJ, which mey be its continuation. HJ having been found
et the interval 9, try taking pairs at the interval 9:

F6 HJ KL MN PQ SU W YZ EX CO RI AT BD (FG)

series 2-4-6. . . . . . ), though neither half necessarily begins with the first letter of
its series. If, then, we are able to place together letters 1-2, the other pairs will
also be adjusted, perhaps in the order 1-2, 7-8, 13-14, 19-20, and so on. These
pairs may then be taken at some regular interval and will bring back the original
order 1-2, 3-4, 5-6, and so on.

Lamb’s method, applied to an actual cipher alphabet, can be seen in Fig. 146.
The first half-chain, if started at 4, will include the letters B and C, so that the sec-
ond half-chain would probably have been started at D. But AD will not be a cor-
rectly adjusted digram. It is necessary to look for one which forms an alphabetical
sequence, as FG,; and when the two halves are adjusted so that F and G are together,
other alphabetical, or nearly alphabetical, sequences are also found to be adjusted,
as MN, VW, BD, KL, making it likely that we have found some digrams belong-
ing to the original mixed alphabet. With this adjustment reached, it is found that
pairs can be taken at the constant interval 9, AT-BD-FG-HJ. . . . . , thus bring-
ing back the original cipher alphabet.

Presuming that the original alphabet did not contain these alphabetical sequences,
then there are thirteen possible adjustments for the two half-chains, and any one
of these could be the original alphabet (or its equivalent). But it must not be for-
gotten that in an actual case our key-frame always contains portions of other cipher
alphabets; and if the foregoing principle has been well understood, it may be readily
seen how we could make use of these in order to determine which of the thirteen



182 ELEMENTARY CRYPTANALYSIS

possible adjustments is correct. Even the recovery of the 14th cipher alphabet
(which results in thirteen 2-letter chains), would not be useless with this other in-
formation present always in every key-frame. The Type 111 slide, in fact, can often
be reconstructed without possessing any fully recovered cipher alphabet. This cipher
is very popular with members of the American Cryptogram Association, and is usu-
ally known, for no very good reason, as ‘ the Quagmires cipher.”

In the case of the T'ype IV slide, we do not begin reconstruction with one complete
cipher alphabet already in our possession. It becomes necessary that we recover
two, the perfect case being that in which one is an odd-numbered alphabet and the

Figure 147
The Alphebets from a TYPE IV Slide:

Pleintext letters: abcdefghi jklmnopgqrstuvwxys
(1) 4th Alphabet: EWYPVTSQONMERJIHEHGFZDXBACUL
(2) 7th Alphabet: YSVZQONMEJIHXGFDBAWCTULPER

A CHAIN Started with ab

ab ys vd gx ot Jp gl bl sf du xm tz pw 1lr io fk uh me zoc wa ry ov kq hn ej eg (ab)
EW UZ BP GC JD NH SK WO ZT FX CR DL HA EF OI TM XQ RV LY AE FU IB MG QJ VN YS

HEEARRANGEMENT of this CHAIN:

eb bl io ov vd du uh hn nt tz zc cg gl 1Ir ry ys sf fk kq qx xm me ej jp pw wa
EW WO OI IB BP PX XQ QJ JD DL LY YS SK KF FU UZ ZT TM MG GC CR RV VN NH HA AE

A Reconstructed EQUIVALENT Slide:

Pleintext: ebiovduhntzeglrysfkgqxme jpw
CIPEER: EWOIBPXQJDLYSEKEFUZTMGCRVNEHA

ORIGINAL Slide, Found by Teking Letters at the Interval 5:

bucemadzyxwv®tieenes
WXYZREPLUCABD aseaneas

other an even-numbered one. We will follow this case in Fig. 147, where the two
recovered alphabets are Nos. 4 and 7. This tableau, like the preceding one, has
columns which are duplicates of its rows, and to see our preceding case again (with
its one modification), let us begin by looking only at the three alphabets immedi-
ately below the heading. One of these, the plaintext alphabet, shown in lower-case
letters, we will disregard for a moment, giving our attention only to the two ci-
pher alphabets.

These two alphabets, like the two from the Type III slide, are running parallel
in the imaginary tableau, so that we have, as before, a series of 26 vertical distances,
EY,WS, ¥V, and so on, all known to be equal in the columnar direction and there-
fore known to be equal distances on any row. A chain may be started, exactly as
in the other case, EV, YV, VQ, QM, MI. . . . . , resulting in a series of equally-
spaced letters EY VQMIFALR. ..... which is either the original cipher
alphabet, or the original one with letters taken at some odd interval other than 13.
It is, however, only the cipher alphabet; the mixed plaintext alphabet must still be
found. This may be done, as in the case of the Type I plaintext alphabet, by using
either of the two cipher alphabets which were first recovered and setting originals
above their substitutes. If this is done with our cipher alphabet in the order E ¥ V
QMIFALR...... , then the plaintext alphabet comes out in the order a c e
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hkorwazm. ..... , and we have an equivalent slide. If we first rearrange
the sliding alphabet (each gth letter of the series E ¥ ¥V Q. . . .), we obtain the
plaintext alphabet also rearranged.

Continuing, now, with the rest of our figure: The method we have just seen was
based on a tableau, and our equal intervals were all vertical. In the figure, we are
dealing purely with horizontal distances, and our method is based, not on a tableau,
but on a slide (as it was with the Type II). Our 4th and jth (secondary) cipher
alphabets, after all, are merely two different positions of the same slide. If we se-
lect any two letters, as @ and b of the plaintext alphabet, and find that their substi-
tutes are, respectively, E and W, in alphabet 4, then the lineal distance ab in the
stationary alphabet must be exactly equal to the lineal distance EW in the sliding

Figure 148
Some EXERCISES in the RECONSTRUCTION OF ALPHABETS

Plaintext sssvsss ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Exercice 1: Q* ZAXBOCN*ERFPVG*YMUI*W=*TL
Exercise 2: UVDWSXEYHZCFRJQLINGPTOMEAEB
Exercise 3: HJGKFPFPEQORSTDUMBUVWIXAYZCLIN
Exercise 4: (1) VNUXJYZDQEMPOWCKRIATLSBFGH

(2) EHSGJRELNFPQBUIVAWCXYTZDEMO
Exercise 5: (1) GXYZMHAFTRLEKEEVQUOJWIPNSBCTD

(2) E*GJIEKE*LB**UTCVW=+=QDXGS5 #* + * » =

The keywords, all selected by Mr. A. F. SEMPER, do not zontain any
repeated letters. The TYPES of slide, respectively, arn: I, III, III,
IV, and III. In the 5th exercise, the completely recovered alphabet
is a "number 14." (Ses also practice-cryptogram No. 46).

one; if this were not true, the letters could not have coincided as they do. Then,
if we find the same substitutes, E and W, in alphabet 7, and note that, in this posi-
tion of the slide, they have coincided, respectively, with plaintext letters y and s,
then the distance EW in the sliding alphabet must be exactly equal to the distance
s in the stationary one. It follows from this that ys and eb are equal in the sta-
tionary alphabet. If we begin again with the lineal interval ys, we find that this is
equal to UZ of alphabet 4, and that UZ, found again in alphabet 7, is equal to vd.
Here, then, is another interval, vd, which is equal to both ¢b and ys. And so we
may continue, forming a chain made up of these known equal intervals, ab, ys, vd,
gx, etc., for the plaintext alphabet, and EW, UZ, BP, GC, for the cipher alphabet.
Sometimes we return to ab (EW) without having included all 26 letters, and in that
case (unless the number of letters included is a divisor of 26), it becomes necessary
to abandon ab, and try starting with some other interval, as ac.

Here, as in the case of the Type III slide, we sometimes obtain two 13-letter
chains; but in the fortunate case of having recovered in full both an odd-numbered
and an even-numbered cipher alphabet, we end the chain with every letter repre-
sented twice, both in the stationary alphabet and in the sliding one. Pairs of let-
ters (representing horizontal intervals) can then be rearranged as in the other case,
the second letter of one becoming the first letter of the next (in both series), and
the dropping out of duplicated letters gives us an equivalent slide. In the figure,
starting with ab (EW), we find a plaintext alphabet a bio0 v d%. . . . . and a ci-
pher alphabet EW O I BP X. . . . . . This, as mentioned, is one of eleven possi-
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ble equivalent slides, of which one is the original. Here, the original can be found
by taking letters at interval 21. In the figure, letters were taken at interval s, a
result of observing the sequence W X ¥ Z standing at that interval in the lower
alphabet, and the slide comes out in reverse order. This is still an equivalent slide,
and the decryptor may or may not care to decide which alphabet runs backward.

Since the reconstruction of these mixed-alphabet slides is probably the most
fascinating subject in the whole field of cryptanalysis, several problems are being
appended in Fig. 148. In all of these, Semper has selected key-words or phrases to
contain no repeated letters. With reference to the practice cryptograms, only one
of those submitted was thought to have enough alphabet-length for purely analyti-
cal attack. The others, even with their probable words or partial translations, will
still require some work. The periods of these examples are said to be, respectively,
6) 7) 8) 3) and (?)'

135, By NEMO., (Type 11. Partiel solution: WHEN JACK BOOMER,GREEN RIVER,WYO,B..)

TERPFJ YDBNQ SAIMB XBLYM DOBIT ZPTIH KOKAG
MYQRX TDWUU XBOBQ YDBWZ SVZGC UPRZS WVODM
TQZCA TsMYQ FDBHZ QUTIH FSVSY NFULZ GLBGD

MTRMU CNAJNM

-

YNQO FBDPQ LGXUY WUIPC AYNJN
XKSBKW IJGRL GTIB.

136, By NEMO. (Type I1I. Partial solution: ALOIS STEPHEN,YOUNG VIENNESE CHARGED W..)

HGKST ILOYD BOLEG AZNGP DUWPB DRVZIQ YZXFL
QSBHS LTUQP SZGXV AYTGE CBXKH URIED MDXBT
OEPSA RINEKX KJBIT PYIXR I1IUZYO MIMHP HBEUJD
NEBSE FLBFD BHFJB FHNLGP LJMIB OGTAW DUERQE
Z2TYUS I

137, By THD SQUIRE, (Type II1I., Probable words: AMERICAN CONSTITUTION. GLADSTONE).

ETFMR SRTYE OVPDS ZLAXB ACNTN AKXRC SZKGO
QUOFA ZRETD SVIWK WTELK FRPRB IHINA SWRRS
BOHTF LADDL UBUFM QOJAG ILIDW TZIMM RHLLYV
KWUJS.

138, By ALII _KION&. (Ie this & diplomatic telegram?)

LLDRE YCRFA SEVSU KTDUL XVEKFV CABLY UPYMR
KBEXU BTELW PJFPT 11UQQ KTFCT PSKQL WNDAP
BFAES NMPRK APTTS HFKBZ RMGPP YVMSA IFNPLZ
ALTSU SAUDN LXAAZ YPUCH KNPYV MSIAX KKDBE
TPSAT PEPSY VTAYE APBTE LWPJF PTAXN,

139, By PICCOLA. (This is a straight-alphebet cipher, Won't tell which one_{_}

ANDNY LMYXN KDLRP GCXGQ NAARZ LDEPL GIAWQ
NEIOG AGPQG ZVDEI EZRHA YPLBP NAGEL NVAGT

DHOKHE VGTIN DOLSF CPLRT.



CHAPTER XIX

POLYALPHABETICAL ENCIPHERMENT APPLIED BY GROUPS

Any one of the multiple-alphabet ciphers may change keys at each new group
instead of with each consecutive letter. As a rule, this kind of encipherment is
never found except in connection with very simple ciphers, and the intact plaintext
groups, each one standing on its own key-line, are readily discovered by the decryp-
tor who takes the precaution of cutting out a segment from his cryptogram and
“ running down the alphabet,” first treating the original letters and then, if neces-
sary, their complements. Porta encipherment, in any form, is rare, but its crypto-
grams can be subjected to the same process, provided the letters of the tested seg-
ment are first enciphered in the 4 B-alphabet, and the subsequent extensions properly
carried out.

Figure 149
The "PHILLIPS" Cipher
1 CULPE= 2 RZIYIXIW 2 RZYZXW 2 RZYIXIW
2 RZYXW 1 CULPE* 3 VTsSQO 3 VTSsSQO
3 VTSsSQO 3 VTSQO 1 CULPE+ 4 NMEIH
4 NMEKIH 4 NMEIH 4 NMKIH 1 CULPE*
5 GFDBA 5 GFDBA 5 GFDBaA 5 GFDBA
(1) (2) (s (4)
Plaintext: TRYMAiauians CDON Avssnnns LDOHTp---tlo HA-T“UIO
CIPHER: ETQDCuueunss TXHFRaioans IXCF Livvanns CRELD..
2 RZYXW 3 VTsQoO 3 VTsQoO 3 VTSsSQO
3 VTsQO 2 RZYX Wes 4 NMEKIH 4 NMKIH
4 NMEIH 4 NMKIRBH 2 RZYXWes 5 GFDBA
5 GFDBA 656 GFDBA 5 GFDBA 2 RZIYZXWese
1 CULPE* 1 CULPE= 1 CULPE= 1 CULPE=
(s) (6) (7) (8)
senen RPHYPivosuss ROPO Sisunans ITIO N Niesnnsns CURLY.

seees TWGQWesnansns MRORXesseses WEWNZicosnse TSUQP.

With mixed alphabets of any kind, a number of cases may arise, according to
whether groups are of uniform length, or of varying lengths, or, in fact, represent
word-lengths; or, in the one case of uniform groups, according to the length of these
groups, or the amount of material available, or as to how much is known in advance,
and so on. From among so many possibilities, suppose we select the case of ac-
cumulated short messages, and, at the same time, take a brief look at a cipher which,
according to its description, was actually intended for group-by-group application.
This cipher, which may be examined in Fig. 149, was described in an early issue of
The Cryptogram as having been used for military purposes, and was called the
“ Phillips ” system. The text of the figure “Try Macdonald on that Murphy
proposition. Curly ” includes eight five-letter groups, thus requiring eight cipher
alphabets. The key, as originally prepared, is a mixed 25-letter alphabet written
into a 5 x 5 square, of which the five rows can be cut apart to form five horizontal
strips. It may also be set up with anagram blocks. This is alphabet 1 (or block 1),
and serves to encipher the first five-letter group. The method of substitution will
be explained in a moment. Alphabet 2 (block 2) is derived from the first by moving
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line 1 so that it stands between lines 2 and 3. Alphabets 3, 4, and 5 are derived by
continuing to move the original line 1 so that it stands, successively, between lines
3 and 4, between lines 4 and 5, and at the bottom of the square. Alphabets 6, 7, and
8 are derived by moving the original line 2 according to the same plan. For puzzle
purposes, these movements may continue as they apparently began. Line 2 may be
given its one remaining shift, which places it at the bottom of the square, and lines
3, 4, and 5 may then be moved downward in the same way as the first two; some
puzzlers, in fact, will afterward continue by treating columns. But according to the
description (the only one the writer has ever seen of this cipher), the eighth cipher
alphabet is the last. For the encipherment of the next eight groups, either the
square is restored to its original set-up and the same eight alphabets used again, or
the first key is abandoned altogether in favor of an entirely new one.

Now, considering any one block, as No. 1, the method of substitution is as fol-
lows: Each letter is to be replaced by the one standing immediately to its right on
the descending diagonal. If the given letter happens to stand at the extreme right
side of the square, it is to be replaced by one standing at the extreme left and on the
next line below. If it happens to stand on the bottom row of the square, it is to be
replaced by one standing on the top row and in the next column to the right. One
letter, in fact, requires both of these (mental) adjustments; the letter which occu-
pies the lower right-hand corner is to be replaced by the one occupying the upper
left-hand corner. If the foregoing is well understood, is is quite obvious that our
key-square is, to all intents and purposes, a rhombus formed with five diagonals.
One diagonal is complete, as C Z S I 4 of block 1. The other four break off at the
right and are continued from the left, as L X O N F of block 1; or, if you prefer,
break off at the bottom and are continued from the top, as N F L X O of block 1.
It should be obvious, also, that any one of these five diagonals can be considered
as beginning with any one of its five letters without in the least changing the en-
cipherment. Thus, each diagonal furnishes what is called cyclical encipherment.
But, as a matter of fact, the entire square involves cyclical encipherment: The
placing of line 1 at the bottom of the square, or of column 1 on the right side of
the square, or the transfer of several lines or columns, or of both, will not have any
influence whatever on substitutes; for this, it is necessary to alter the 1-2-3-4-5 or-
der of these rows or columns. Alphabet s, then, will be the same as alphabet 1;
and if the plan of the puzzlers be followed, this same alphabet continues to reappear
for the encipherment of each fourth group, blocks 1, 5, 9, 13, 17, and so on, of a
long cryptogram eventually giving a great deal of material in one cipher alphabet.
Moreover, groups having a length of five letters will carry some very visible simple
substitution patterns. Now suppose we look at Fig. 150.

These eight cryptograms have all come from one source. The general frequency
count has shown a missing letter, J, suggesting the use of a square, and we have sus-
pected the cipher as “ Phillips.” With cryptograms arranged one below another,
as shown, the first five columns are presumably enciphered with block 1 of that
cipher, the next five columns with block 2, and so on; thus, we presumably have 40
letters each belonging to alphabets 1, 2, and 3, and almost that number belonging
to alphabet g4, that is, enough material for frequency counts which will show
whether or not they have been taken on simple substitution alphabets. While 40
letters of text are very few, we could, eventually, solve any simple substitution
cryptogram of that length, or any mixed-alphabet periodic whose alphabets have
furnished 4o letters each. In the present case, our first alphabet has furnished eight
known word-beginnings; we have one column known to contain only initials, and
followed by two others which are very likely to be the hiding-place of vowels. This
does not mean that we should have no preliminary struggles, but in the end there are
plenty of clues to set us on the right road: The predominant letters of alphabet 1



POLYALPHABETICAL ENCIPHERMENT APPLIED BY GROUPS 18

are 4, B, 0, K, U (practically sure to contain e, £, and one of the vowels a or o).
The column of initials repeats both 4 and T (to be compared against a list ¢ s
a. . ..). The second and third columns, combined, include B and O, three times
each, with O found in the initial column also (both could be vowels, and O prob-
ably represents g, though i is also frequently found as an initial). If 4, by fre-
quency and initial position, be tried as ¢, then the other repeated initial, T, can be
tried as 5. This assumption brings out, in the fourth message, a pattern s - ¢ £ -, in
which the second letter, B, would have to be a vowel, either ¢ or o, since it has been
doubled, with e appearing more likely in the given pattern and also in that of the
sixth message, s - - - 5. The letter O, which under the encipherment scheme could

Figure 150
l. AFSX0 SGYFO FRPYOA ECADG FZESZ 0OYZYL AWACT,

2, HOUAL HLEDH DLYGA VDWAE,

5. EONBK AXUON EIQPL BAZFF SYFDR RLYF,
4. TBAAM AFQEZ UMAIX GFSKB.

5. DEOAC YBYEN IMOWD LEGAD OBECYU URG.
6, TBEBXT OMMDA SIAAY D2Z.

7. OUSUB ULOIY GAEKEXM AKWEL,

8. AKRUW ANALO HNNFMS KAXEU,

General Frequency Count:

A B CDETFOGUHTIUJELM N NUOPA QZRSTUVWXIXYZ
25 8 310 61 7 5 5 ,1110 7 715 2 2 4 8 310 1 5 612 6
Frequency Count on Alphabet 1, Omnly:
ABCDEFGHIJELMNOPQRSTUVWIXYZ
65§11,1,1, 41115, .1234,12.,

not possibly be its own substitute, can be assumed, by frequency, as a, rather
than 4.

These first correct substitutions are all shown on the left side of Fig. 151, on
the lines marked (a). Surely the next identification would be the m of seems, and
probably, too, the / of seftl. . . With the vowel ¢ already identified, the repeated
OU would be tried as an, and the repeated KO as ha, using the digram list. These
are the substitutions marked (b), and from this it is but a step to the assumptions
marked (c). On the right side of this figure, we are proceeding into alphabet 2. A
frequency count here has shown that the leading letters of this alphabet are 4, O,
Y, two of which, 4 and O, were also leaders in alphabet 1. It is one peculiarity
of the “ Phillips ” cipher that a change in alphabets means a change in only fifteen of
the substitutes, the remaining ten continuing to represent the same originals as in
the preceding alphabet. Concerning 4, we can see, from the third and fourth mes-
sages, that it has not continued to represent ¢; but O, in the sixth message, has
rather suggested the word all and even the expression all right, which would carry
us on into the third alphabet. From this point onward, then, we are in the same
fortunate position as the decryptor who intercepts his message partly in cipher and
partly in plaintext. With the context as a guide, we need not worry as to what
happens at the ninth group.

Presumably, during all of this time, we have been recording substitutes in a
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Figure 151
First Alphabet Second Alphabet

1. AFSXO SGYFO ...
{‘)tcco‘ e s o« DA

()t e emea ..0mna

(e)tryma «.0ona (Try ma...)

2e HO AL HLEDH...
(&).leto . s e

(b) . ant. .sur.

(¢c) cant. esure (Can't be sure...)
3. KEONBEK AXUON...
(I)oaogc 1..82,

(b) ha.eh in. et

(¢) haveh im, at (Have him ...)
4, TBAANM AFQEZ...

(a) sett. i.ge.an

(b) settl ingu.

(c) settl ingup (Settling up ...)
5. DEOAC YBYEN...

(a) « &t . E I Y

(b) o hat., oyout

(¢e) what., oyout{lhat!oyout...)
6. TBBXT OMMDA...

(a) see.s all. 1

(b) seems allri

(¢) seems allri(Seems all ri...)
Te QUSTUB ULOIY...
(ﬂ)a..:e s o B ,

(b) en.ne .88, 0

(¢c)anyne w s a. o (Any news abo...)
B. AEKERUW ANALO...

(a) t o o o & i.1i.8a

(b) then itisa

(¢)think itiea (Think it is a...)

Frequency Count on Alphabet 2, Only:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
5§1.23%32121,.3235.1.1.,2,.,141

key-frame. We have recovered fifteen of these in alphabet 1, and also a number in
alphabet 2. Those recovered from alphabet 1 are shown at the top of Fig. 152.
O is the substitute for g, 4 is the substitute for ¢, T is the substitute for s, and S
is the substitute for y. Thus, if the cipher is * Phillips,” then, in the original key-
square, the two letters 4 O were consecutive on one of the diagonals, the two let-
ters T A were consecutive, the two letters S T, and the two letters ¥ S, so that the
complete diagonal must have been ¥ S T 4 O, and even though the letter 0 was not
used at all in alphabet 1, we know that its substitute must have been ¥, since these
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diagonals may be considered to begin with any one of the five letters. By begin-
ning at ¢-H, and following out another such chain, we may find another complete
diagonal, C H K W D; and, in addition, we may find parts of diagonals. All of
these are shown at (b).

Whether or not we can go further than this, without consulting other cipher al-
phabets, depends upon whether or not the original key-square contained some of
those alphabetical, or nearly alphabetical, sequences which so often betray the
poorly-mixed alphabet; usually, these are most easily found toward the X ¥ Z end

Figure 152
An Alphabet No. 1 - Takén from a Key-Frame:

Plaintext: abecdefghi.klmnopgrstuvwxysz
SUBSTITUES: OQH-B.OKROWMXU'UIFT&.NDIS.

(o)

ND.|S S.ND. SINDE . ND.S INDES
UC|. T . T.UC BTRUC T.UC. TRUCB
«|H|L A HLA.. HLAF. LA..H LAF.H
«JKMO «. KMO. . KMO. KMO. . KMO. .
VWXY ..VWXY .VWXY VWX Y. VWXY.,

of the normal alphabet. In the given case (b), we are able to find the letters V, W,
X, and ¥, each standing on a separate diagonal; thus, by readjusting the beginning-
points of their diagonals so as to place these letters at the bottom, we are able to
set together four of these diagonals in the order shown at (c), leaving only the part-
diagonals E B and I R F still to be added. Their length will show that / R F be-
longs to the missing diagonal, but E B, by its length, could belong to any one of
three diagonals. Further developments can be carried out with the rhomboid ad-
justment of (c), or, if this is confusing, the conversion to a square can be made
immediately. The student may decide for himself which he prefers of the two de-
velopments marked (d) and (e). Notice that this restoration of the key-square
can take place not only from a single alphabet, but with only 15 substitutes known
in that alphabet. But without the aid of alphabetical sequences, we must, in the
first place, have 20 substitutes, four for each diagonal, in order to recover the full
diagonals, after which, each one is entirely independent of the other four, so that
they cannot be adjusted and combined without consulting one or more of the other
alphabets. Here, the method varies a little, according to just what we can re-
cover, though a hasty glance at the perfect case will serve to show the general path
for all. To see this as rapidly as possible, we will assume that we have recovered
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from alphabet 1 the full five diagonals, and that, in alphabets 2z, 3, and 4, we have
discovered the substitutes for e, and also the originals for which E has been the
substitute.

A careful consideration of the cipher itself will show that no letter can have
more than four different substitutes: the four letters in the next column to its right
which are not on the same line with itself. Also, that no letter may act for more
than four different originals: the four letters in the next column to its left which are
not on the same line with itself. Any letter, in order to take all four substitutes
and act for all four originals in four successive alphabets, must have started on the
top line, which is the moving one.

Now, considering Fig. 153: Our five recovered diagonals are imagined to be
those of a well-mixed square, so that we have no discoverable sequences. It has

Figure 153
Five Complete Diagonals Recovered From Any Alphebet No.l

Homdo
“~uaam
NOmwn
<
IRz

been found that the letter e, in alphabets 1, 2, 3, and 4, has taken, successively, the
substitutes B, H, Q, and Z, and that the cipher-letter E has served, successively, as
the substitute for x, u, f, and 0. The four letters B H Q Z, then, must all have stood
in a single column in exactly the order named; and the four letters X U F O must
have stood in another column, two positions to the left of the first, but with a mi-
nor difference in the order: some other letter (the one on the same line as E) must
have intervened between X and U. The order in this column, then, must have been
UPF 0 X. Our first step toward combining the five diagonals is that of adjusting
four of them so as to set up the column B H Q Z. This automatically sets up four
letters of the other column U F * X (D) — in the figure, the X D is present, but
has not been adjusted to the U F * — after which, the fifth diagonal can be added
to the others by placing the O of the column U F O X (D). Now, since the letter
E has taken, successively, all four of its substitutes and all four of its originals, it
must, in alphabet 1, have been standing on the top row. Two parallel lines (if de-
sired) can be ruled across the set-up to show the top and bottom of the square, and
two others (placed anywhere, so long as they mark a width of five columns) may be
ruled to show the two sides. The outside letters, ¥, ¥, and D, may all be trans-
ferred to the opposite ends of their diagonals, after which the rhomboid is easily
adjusted to the form of a square.

It will be seen from what precedes that group-by-group encipherment offers lit-
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tle, if anything, that is new, and no problems or theories which the student could
not figure out with what he has learned of substitutions. Solving the actual crypto-
grams, of course, could present some difficulties, according to the individual case.

Of the practice cryptograms to follow, No. 140 follows the plan of the puzzlers,
and should not prove very difficult in spite of its brevity. No. 141 is also a *“ Phil-
lips,” while No. 142 has been enciphered with a mixed-alphabet slide applied to
five-letter groups.

140. By NEMO. ("Phillips.™ Probable word: ASSOCIATION)

NDQTF QZCNG BUZHX NLUKY FTEEW NEREGUR MO0OXQX
EQZLB GXHWF FNRPX PXVDD FITGS EWRTI ITZXE
RVWAR ISPEY IGRGQC.

141, By PICCOLA. (This is the real MecCoy - in 1938. But times change).

(a) KGEUH CEKETSX PCKNC ADFXQ CBXT

(b) OUTUI UBFSB QAPHN BYZXX LRUG

(6) OFUOS KHQTK PWQFE TBWWX PKBOK GH
(d) BLAMR PGXBW GCWEKQ 2ZIAQC UHYRC

() GUCOS BBLPS BQDKP GPKDS RCTBL I

(f) XROSU ITTFG YPCMC KFTFB OSRBH OAGM
(g) BOIBV BUKEE BDKBC OBYWB TBMUEH OQOAB
(h) YCUYU TBITF HSANP HCWT.

142, By PICCOLA. (Direct examination - Snowbell vs. Snowball).

() HFXLF MBLRN INJWP 22GIS BBOZX SFSHR
ETATM ROFV? (a) SXFUR RWXIQ SS.

() UFVHC NTITT FOEJX OGNSG XUSOE HIVLX
EAT? () URQQT WEXUW ITOS.

() HCWRU QUITT FYOQI UDRSG XZWHG FETPC
JEMEQ FINDO EEZBL? (a) URQQT W

() URSUF UGJRE DVTOV ECZXZ UZGXS DSHCQ
KEXZW IOVIR MHDWB DZRRM? (¢) URQTD HTTHI
J 58,

(9 XCQER EMZLT TOPAV HULEB OYOGN UFVXT
ZLEKS WFAVN? (e) XRLLQ EWLTC OSPWV CZLEEB
DWYIZ FISRD TWCEZ TTASG OLE.

143, By PICCOLA. (Can you guess what cipher? "Foregoing" refers to No. 141).

RNNGT RIOOH EITTA FNDEN OGELG EYFIR DAISE,



CHAPTER XX

VIGENERE WITH KEY-PROGRESSION

Before leaving the study of multiple-alphabet ciphers, we will consider briefly
the process which, in its simplest form, would be that shown in Fig. 154. The ini-
tial key, in each of three examples, is 4, and a long key has been formed by causing
the initial one to progress in the normal alphabet according to an agreed index. In
the first example, the progression index is 1, in the second, it is 2, and in the third,
it is 25 (or minus 1). The resulting long key will govern a period, which is 26 or
13, according to whether the progression index is odd or even. This encipherment,

Fisura 154

Forms of Key-Progression

Keys: ABCDETFG.. ACEGI KM.. AZYXWYVU...
SEUND... SEND.. S END...
S FPG... SGRJ... SDLA..

This type of key-progression can be deorypted by “running down the
elphabet," and watching the diagonals for plaintext.

logically, would be applied with a cipher disk. The initial key, as 4 of the exam-
ples, would indicate the starting position of the revolving disk, the first letter being
enciphered with the disk in this initial position, after which the disk is made to re-
volve, so many angles at a time, without further reference to key-letters. For this
kind of cryptogram, the solution is purely mechanical. A series of alphabets may
be extended, with each cryptogram letter as a beginning, and the message can be
found following a diagonal path in the resulting set-up.

A much commoner scheme, when using a cipher disk, is that of following a series
of irregular shifts in accordance with a numerical key. If, for instance, the initial

Figure 155
Progressiaz ¥ey: CULPEPER DVMQFQFS EWNR...
Pleintoxt: THEREISOC THERCAUS EFOR...
Pertial Encipherment: VBPG . . .. WCQH. ... =+ .+ .+1..,

position has been established and the first letter enciphered in that position, and if
the numerical key is 3-5-2-1-6, the disk will now be revolved 3 positions for enci-
pherment of the second letter, 5 positions for encipherment of the third letter, 2
positions for encipherment of the fourth letter, and so on, so that the disk must
move 17 positions during encipherment of five letters. This can produce a very
long period indeed, especially when the collective shifts result in an odd number.
Substantially the same encipherment as the foregoing can be had with a slide
and a key-word, as indicated in Fig. 155. The progression index, in this figure, is 1.
The preliminary key-word, CULPEPER, enciphers the first eight letters, then
moves forward in the alphabet and becomes D V M Q F Q F S for the encipher-
ment of the next eight. E1W N R G R G T for the encipherment of the third eight,
and so on. In its practical application, one column could be taken at a time. No-
tice, however, in Fig. 156, that when a key-letter progresses in the alphabet, the
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possible substitutes for any one letter will also progress, and to exactly the same
extent. If the encipherment is Vigenére or Beaufort proper, this progression is in
the same alphabetical direction as that of key-letters, while the variant encipherment
causes the substitutes to progress in the contrary direction. Probably, then, the

Figure 156
Vigenere and Beaufort Progression Variant Progression
Progressing Key: A B C D E..... Progressing Bey: A B C D E.....
Plaintext Letter: HH HH H..... Pleintext Letter: HH H H H.....
Cipher Letter g; rTovwe Cipher Lotter:  HG F E D.....

most convenient method of application, and the one least likely to result in errors,
would be that of Fig. 157. The cryptogram is first enciphered as an ordinary pe-
riodic, and the progression is added later, using group-by-group encipherment.
Thus, as we receive the cryptogram, our repeated ther has been enciphered once as
V B P G, again as W C Q H, and possibly, later on, as A G U L, and the only period
we shall be able to find, using the regular methods, will be 26 x 8, or, if the pro-
gression index is an even number, 13 x 8. But notice, in the same figure, compari-
sons {(a) and (b).

Vigenére, it will be remembered, has been compared to the mathematical proc-
ess of addition. If the key-digram CU be added to the plaintext digram TH, their
sum is the cipher-digram VB. The alphabetical distance from C to U is 18, the
alphabetical distance TH is 14, and the alphabetical distance VB is 6 or could be
26 plus 6, 52 plus 6, and so on. It is a fact that when we “ add ” the two digrams
CU and TH, we actually do add their separating intervals, 18 and 14, since we ob-
tain a sum 32 in that of the cipher digram VB. It is also an easily verified fact that
the same reasoning applies to the subtractions of the two Beauforts. The student
who cares to investigate may make use of the tableau shown as Fig. 158; to find
quickly the distance from one letter to another, find the first of these at the left,
the second at the top, and the alphabetical interval between the two is shown in
the cell of intersection. If it is desired to know the reverse interval, find the first
letter at the top and the second at the side. Now notice, carefully, that when any
digram progresses in the alphabet, as CU would become DV, EW, FX, and so on,
in a series of periods, it does not change its alphabetical interval; in all of these
digrams, the distance apart of the two component letters is still 18. Thus, while
our period vanishes, the alphabetical intervals which represent it are still present
in the cryptogram; we have only to find these intervals, subject them to a Kasiski
examination, and convert the cryptogram to an ordinary Vigenére.

Fig. 159 shows the preparation of the cryptogram: The alphabetical interval

Figure 157

Initiel Key-word: CULPEPER CULPEPER CULPEPER
Plaintext: THEREISO THERCAUS EFORTHIN...
PRIMARY Cryptorrem: VBPGIXWF VBPGGPYJ GZZGXWMNE...
Progression Key: A B c
FINAL Cryptogrems VBPGIXWF WCQHHQZE IBBEZYNG..-

(a)

CU (key) plus T H (plaintext) equals V B (ocipher).
(b)

Interval 18 plus intervel 14 equals (32 leas 26) = 6
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Figure 158
Tableau for Finding ALPHABETICAL INTER‘I.»\I&
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from K to O is 4, that from O to S is 4, that from S to X is 5, and so on. If these
numbers are placed directly below the first letter, as shown, the computation of
their linzeal intervals apart is less confusing than when they are placed between the
two. As to repetitions, each repeated single number may represent a repeated di-
gram, each repeated sequence of two numbers may represent a repeated trigram, and
so on. Only the longer of these possibilities have been underscored.

Figure 159

(s) (10) (15) (20)

E 0 S X M Y M M Q@ Y T K N G Z % L T z L

4 4 5 15 12 14 o 4 B8 21 17 3 19 19 23 15 8 6 12 22
(25) (30) (3s) (40)

H ¢C G F & P J Y K W A T Z P Q X U J 2 P

21 4 25 21 15 20 15 12 12 4 19 6 16 1 7 23 15 16 16 6
(45) (50) (55) (60)

v c Z Q A R F P v Y U Y c R c X M X G I

7 23 17 10 17 14 10 6 3 22 4 4 15 11 21 15 11 9 2 21
(65) (70) (75) (80)
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Figure 160
Repeated Intervals Lineal Interval Possible Factors
4-4 Kos-UYC 51 - 1 =50 2 5 10
15-12 XMY-JYK 2T - 4 =23
21-17-3-19 YTKNG-IDUXQ 60 = 10 = 50 2 5 10
23-15 IWL-XUJ 36 - 15 = 21 3 7
21-15 FAP-CXM 55 - 24 = 31
7-23 QXU-vecZ 41 - 35 = 6 2 3 6
16-6 ZPV-IYE 115 = 39 = 76 2 4 19
17-10 ZQA-BSC 100 - 43 = 57 3 19
10-17 QAR-ZJA 110 - 44 = 66 2 3 6 11
15-11 CRC-XMX 56 = 53 = 3 3
9-2 XGI-VEG 92 - 58 = 34 2 17
2-21 GID-GID 107 - 59 = 48 2 3 4 6 8 12
17-0 EVV-KBB 98 - 68 = 30 2 3 5 6 10
13-10 SFP-CPZ 102 - 82 = 20 2 4 5 10
20-13 PJW-GAN 94 - B4 = 10 2 5 10
9-16 WFV-ZIY 114 - 86 = 28 2 4 7

Fig. 160 shows the application of a modified Kasiski examination. Notice the
prominence of small factors 2 and 3, caused, often, by repeated alphabetical inter-
vals in the key itself. In the given case, the period 1o would probably be the
choice, though period 5 is correct; in practice, we should probably consider pos-
sible digrams as well as longer sequences. Accepting period 1o, we have still to
learn the progression index, and for this we must consider letters, all of which are
shown in the second column of the same figure. Taking the longest repetition,
most likely to be reliable, the two first letters are ¥ and I ; their alphabetical distance
apart is 10, and their lineal distance apart in the cryptogram is so. If the accepted
period, 10, is correct, it has taken five periods to produce the alphabetical shift
of 10, therefore the shift per period (the progression index) is 10 divided by s5;
or 2. This, of course, has taken for granted that the encipherment is either Vi-
genére or Beaufort. Considered as a possible variant Beaufort, where the progres-

Figure 161 Figure 162
Ky Oy S5 X cMy,Y) M) My Qg Y,y (A) E 0 S X MY MMQY
T17E3 M1oG19223Mslg Te Z12lp2 (2) ) BRI LEXUJRIUJ
By Cy GpgFpyAygPoglisYyoky Wy  (4) (B)] DYCBWLTFTUGS
AgTg Z16P) Q Xp3UysJ16216Pg  (6) (6) U NTJEKERODTJ
Vq Co3Zy7Q)0h17B14F10Ps Vs Yop (8) (I) ¥ URI S JX HENGQ
Uy Yy CygRyyCo X ¥y Xy Gy I,y (10) () E O S HS N C N W Y
D190z X19Qg Ty4M7 Ty1E17V, Vog (12) (M) R I LEMAEHRSJJ
510%21%1292 LogJdooPosty BppYsy (14) (0) B O J VXVPNQEK
C16515710P2015% F16V14712721 (16) ( wecrPzrePFTF
Qs Vg Ey GpohyalyoGy EyqB, Byy (18) (s) Y DM oI VOGS JJ
510%13P10%2 Bg HogGp Ip9DppZyq (20) () YI VFHNMOUJTF

178158029 116Tg EpyZyPy T (22) (W) NERDMCTIDTHZX
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sion is backward, the alphabetical interval from ¥ to I is 16, which is not divisible
by 5, the number of periods. But this progression might have covered the entire
alphabet and then included 16, or it might have covered the alphabet twice, and
so on, before including 16. We must make it divisible by 5, adding 26, then an-
other 26, and so on, until we obtain a total progression of 120. This, divided by g,
gives the progression index as “ minus 24 ” — the same as a normal progression of
2. In Fig. 161, the cryptogram has been re-written into the accepted period 10,
and the figures in parentheses at the right of each group will indicate the amount
of alphabetical shift when the progression index is 2. A constant progression of 2
per group would correspond to the application of a Vigenére key A CEG. . . .. ,
so that the Saint-Cyr slide will serve for quickly converting the cryptogram to its

Figure 163
MATHEMATICAL FORMULA - C, H. PRICE

Lz AD x P

LD

Period AD
Progression Index LD

Alphabetioal Distance
Lineal Distance

L}
"nmn

As Applied to the Supposed Repeated Trigrem KOS-UYC, Positions 1, 51:

BUT: P and X must be integers «+ s IfPZ5, thenX =1
(and P must be a divisor of 50) * If P = 10, then X = 2
(Periods of 25, 50, ere unlikely)

periodic form, and this is shown in Fig. 162. The period, as mentioned, is actually
5, though this makes no difference in the final results.

For those who like mathematics. Fig. 163 shows a method used by one of our
collaborators for determining both the period and the progression index direct from
the cryptogram. Price also preferred to find alphabetical intervals by writing the
normal alphabet into a block, five letters to the line, with Z standing alone on the
last line; thus, except for watching Z occasionally, the distance from one letter to
another could be counted by fives. It is understood, of course, that we do not ac-
cept the evidence obtained from only one of the supposed repeated sequences; too
many of these will be accidental, and many of those which are actually periodic
have not represented repeated digrams, but merely repeated intervals. Naturally,
too, the progression index need not be a small number; the disk encipherment, men-
tioned in the beginning, showed a progression of 17 for each period 5. This disk
encipherment, incidentally, has been dealt with in a most interesting manner in
Givierge's Cours de cryptographie.

We have seen, then, all of the essentials of polyalphabetical encipherment.
With the cipher alphabets known to the decryptor, practically all of the multiple-
alphabet ciphers will be solved by suitable modifications of processes described for
Vigenére. When alphabets are not known, his problem, always, is that of collecting
as many as possible of the substitutes belonging to each alphabet, so that he may

determine both the order of the letters and the relationship of alphabets to one
another.
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144, By THE SQUIEHE.

SOVFO GSGUF
QLOWU VAFUJF
WRDEB.

145, By NEMO.
YYIZC UOFYV
YLPUQ BUUQN
FGEHH NTEGY
MGDLA IFNHM

146, By PICCOLA.

VIJBEI FMOUI CFTTI EZYZZ ZLZUIFAQ

IWWLN CRGJF EMVVN NCDHW TAJNI

yellyyeyyeyalyyaaallayaaaylalllaylyayyallyyeyeylalllyyall.

HQYHT BEBSX PTSYC RMRXL XEAGTU
YUSO0OQ MOOSP UGIJI IFFFA LIERGG
ZS5MCO FUDEM XOGIK KVBNEK WEKPQX

XTUME ZXYZG NAPDW CDMNC TTHNY FD.

(We wouldn't throw monkey-wrenches for anything!)

XEITEB

VIXIX

REFEKK

VFCFT

147, By DAN SURR.

BBBVM
DuUvbDU
FXSEUJ

SHLID

XRSJP YLEKEEN YEKSZK FRWLG SAYEA
RJGEI BANZF HDCCY COYRV ABEKWE
YTFNL RBNIVEKE VEQHI QHIJL PGOUR
VDDMH

(Might try this without bothering about its progression!)

ECGMH
QAXRP
DVWNR
MMIEE
SEEEY
INRLP
NESTO
1CQJY
YKEER
VAJCM

RBIWER

148, By PICCOLA,

TYTAJ
ZPFHD
VXO0O0K
AHGQY
RTHDEH
SSWPY
BVJETD
QZXQG
HKLWL
GXBIC

¢ Q R

BTHNG AWKLI BEMNR HTDGN GPDAO
DXIEA UVSYC IXCWV REPBO IXYDY
KIHFO XDSVL VWWCL IHZHV WRLEW

RSRLK LWZTJ AYWFN SsSUCV ZLPXP

TZNUP URMGEK ZNTYE QDEZE NNHMM
MCRUB JZYCR NLMAS MEUCL RMDYR
DVLOT SQBJH BNRLB VDXJP XNIGF
KBLFQ UBQKYN ELSSL YGTLF LTDZZ

IMRNJ SOOJP QCAUD MEIBB QXAHC
DEVCL GQIBS CFVFW QNAXI DRZISX

(When is e tramp not a tramp?)

ERNIC

DMRAS

TAAPH TPILT QVAAS NEAEE ROOLR,



CHAPTER XXI

PoLYGRAM SUBSTITUTION — THE PLAYFAIR CIPHER

Polygram substitution contemplates the encipherment of several letters collec-
tively: Digrams are to be replaced with other digrams, or with three-digit numbers;
trigrams are to be replaced with other trigrams, or with four-digit numbers; and
so on, the substitute for an individual letter being entirely dependent upon the com-
bination in which it happens to occur. Many devices have been contrived for ac-
complishing this. For pair-encipherment, tableaux of the general kind shown in
Fig. 164 are fairly common.

Fipure 164
A M ERI CNUBDUFGHUJEKELUOPGQSTUVWIY2Z

E AA BA CA DA EA FA GA HA TA JA KA LA MA NA OA PA QA RA SA TA UA VA WA XA YA ZA
Q AB BB CB DB EB FB GB HB IB JB KB LB MB NB OB PB QB RB SB TB UB VB WB XB YB ZB
U AC BC CC DC EC FC GC HC IC JC KC LC MC NC OC PC QC RC SC TC UC VC WC XC YC ZC
A AD BD CD DD ED FD GD HD ID JD KD LD MD ND OD PD QD RD SD TD UD VD WD XD YD ZD
L AE BE CE DE EE FE GE HE IE JE KE LE ME NE OE PE QE RE SE TE UE VE WE XE YE ZE
I AF BF CF DF EF FF GF HF IF JF EF LF MF NF OF PF QF RF SF TF UF VF WF XF YF ZF
T AG BG CG DG EG FG GG HG IG JG KG LG MG NG OG PG QG RG SG TG UG VG WG XG YG ZG
Y AH BH CH DH EH FHE GH HH IH JH Ki LH MH NH OH PH QH RH SH TH UH VH WH XH YH ZH
B AI BI CI DI EI FI GI HI II JI KI LI MI NI OI PI QI RI SI TI UI VI WI XI YI 2I
C AJBJCJDJEJFJGJHIIJ JJEJLJMINSOJPJQJRIJSITI UJ VI W XJ YJ ZJ
D AKX BK CK DK EK FK GK HK IK JK KK LK MK NK OK PK QK RK SK TK UK VK WK XK YK ZK
F AL BL CL DL EL FL GL HL IL JL KL LL ML NL OL PL QL RL SL TL UL VL WL XL YL ZL
G AM BM CM DM EM FM GM HM IM JM KM LM MM NM OM PM QM RM SM TM UM VM WM X YM ZM
HE AN BN CN DN EN FN GN HN IN JN KN LN MN NN ON PN QN RN SN TN UN VN WN XN YN ZN
J A0 BO CO DO EO FO GO HO IO JO KO LO MO NO OO PO QO RO SO TO UO VO WO X0 YO ZO
K AP BP CP DP EP FP GP HP IP JP KP LP MP NP OP PP QP RP SP TP UP' VP WP XP YP ZP
M AQ BQ CQ DQ EQ FQ GQ HQ IQ JQ K3 LQ MQ NQ 0Q PQ QQ RQ SQ TQ UQ VQ WQ XQ YQ ZQ
N AR BR CR LR ER FR GR HR IR JR KR LR MR NR OR PR QR RR SR TR UR VR WR XR YR ZR
O AS BS C5 DS ES FS GS HS IS JS KS LS MS NS 0S PS QS RS S5 TS US VS WS X5 Y5 Zs
P AT BT CT DT BT FT GT BT IT JT KT LT MT NT OT PT QT RT ST TT UT VT WT XT YT ZT
R AU BU CU DU EU FU GU HU IU JU KU LU MU NU OU PU QU RU SU TU UU VU WU XU YU ZU
S AV BV CV DV EV FV GV HV IV JV KV LV MV NV OV PV QV RV SV TV UV VV WV XV YV ZV
vV AW BW CW DW EW FW GW HEW IW JW KW LW MW NW OF PW QW RW SW TW UW VW VW XV YW ZW
W AX BX CX DX EX FX GX HX IX JX KX LX MX NX OX PX QX RX SX TX UX VX WX XX YX ZX
X AY BY CY DY EY FY GY HY IY JY KY LY MY NY OY PY QY RY 8Y TY UY VY WY XY YY 2Y
Z AZ BZ CZ DZ EZ FZ GZ HZ 12 JZ KZ LZ MZ NZ OZ PZ QZ RZ SZ TZ UZ VZ WZ XZ YZ ZZ

The tableau proper includes a full list of the 676 possible two-letter combina-
tions, while two external alphabets will furnish another possible 676 two-letter
combinations. With the plaintext marked off into pairs, the encipherment of a
pair is usually accomplished by finding its two letters in the two external al-
phabets, where they act as co-ordinates, and replacing this pair with the one
which is found at the cell of intersection. Thus, using the tableau of the figure,
and the order row-column, the substitute for ¢¢ would be LG; or, using the order
column-row, TN. With a tableau like that of the figure (notice the straight un-
shifted alphabets), it is also possible to encipher by what is ordinarily consid-
ered the decipherment process, finding the plaintext pair inside the tableau and
replacing it with the two co-ordinates. But many of these tableaux are filled in a
thoroughly haphazard manner, and when this is the case, only the ordinary enci-
pherment plan is really feasible; in fact, the decipherer has trouble in finding his
cryptogram pairs, and it is usually necessary that a second tableau be prepared es-
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pecially for decipherment purposes. On the other hand, it is very easy to construct
a mixed tableau in such a way that all of its encipherment is reciprocal, and in this
case there is no need for a second tableau, since encipherment and decipherment
are the same process. In most forms of tableau, one or both of the external al-
phabets may be made to slide and for the most part external alphabets are readily
changeable. But the tableaux themselves will have to be of more or less fixed
nature. Those which are safest are least readily reconstructed from memory, and
even those most easily remembered are not set up very rapidly.

Another common method for pair encipherment can be understood from the
following description: Picture a chart of 100 cells which is divided sharply into
four quarters; that is, having much the appearance of a 100-cell Fleissner grille.
Each of the four quarters is a § x 5 square and contains a 25-letter alphabet. At

Figure 165
The "SLIDEFAIR" Cipher -(H. F. GAINES)

Key: HERTCUULE S

Pleintext: SE ND DI AM ON DS TO AM
CIPHER:..... XZ ZR RU KC TI HO EX US
YW

58

«esss  MZ NI JU EO S

KW IT HO UT FA IL
sesss PR PM XY KW GZ AT

Cryptogrem teken off:
XZZER UECTI HOEKEXTU, ete.

least two of these alphabets are mixed, usually with different keys. To encipher
a pair, find its two letters in two different squares, and substitute two others which
occupy certain relative positions in the other two squares.

The writer’s own contribution, accomplished with a slide, may be examined in
Fig. 165; the slide used in the example was the Saint-Cyr, and details are self-
explanatory, except for the method of enciphering pairs, which was as follows: To
encipher those of the H-column, bring the H-alphabet into position on the slide;
then, for each pair, find its first letter in the upper alphabet and its second letter
in the lower one; imagine these to be standing at the two ends of a diagonal, and
substitute the two letters from the two ends of the corresponding cross-diagonal,
taking the upper one first. Where the two plaintext letters happen to coincide (as
would be the case with a pair EL using the H-alphabet of the Saint-Cyr slide) use
the two letters which have also coincided immediately to their right (as FM for EL
in the given case).

Occasionally, such a tableau as that of Fig. 164 is made to serve (not very suc-
cessfully) for trigram encipherment. A third external alphabet is added beside one
of the others, so that the two which are parallel will make provision for the enci-
pherment of a third letter simultaneously with the encipherment of each pair. But
for trigram encipherment, another type of tableau is commoner: The tableau proper
is not a list of pairs, but an alphabet square such as could be prepared for one of
the mixed-alphabet slides of Chapter XVIIJ, and is accompanied by four external
alphabets, two on the left and two across the top. The exact details of construc-
tion are not always the same, and the methods prescribed for using such a tableau
are sometimes quite devious, but results are fairly uniform: We obtain crypto-
grams in which enciphered pairs have alternated with enciphered (sometimes not
enciphered!) single letters.
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In all of the foregoing, no system has been mentioned which the student will
not be able to analyze for himself. At worst, he has a case very much like simple
substitution, except that he would require a great deal more material, and would
use a digram chart instead of a frequency list. Otherwise, he usually finds that
he has merely a variation of pure periodic encipherment. There are, of course,
more effective methods. Trigrams, tetragrams, and other polygrams, found in
alphabet squares, can always be considered as geometrical figures, and replaced
with other series of letters in related geometrical figures; and Lester S. Hill, in
the American Mathematical Monthly, has described an “ algebraic ” method which
appears practical, provided a machine is used. These methods, however, even

Figure 166
The PLAYFAIR Cipher

EEY Encipherment Some Eguivalent Keysquares
CULPE (1) bl = 1B LPECU NOQST YZVWX
RABDF ez = FE BDFRA VWXYZ PECUL
GHIEKEM (2) e1=vUP IEMGH CULPE DFRAB
NOQST ce = UC QSTNO RABDF KMGHI
VWXYZ (3) th=o0M XYZVW GHIEKM STNORQ

ht = MO

Example:

SE ND DI AM ON DS TO AM ST ER DA MX MO ND AY WE EK WI TH OU TF AI 1X.
TPSRBKFHQOKYHQFHTHCFFBIZHTSRD'HZUPHIHONWAZH‘BBBL.

granting that some are practical and not too unwieldy for use, are entirely beyond
our present sccpe, and we will spend our few remaining pages on a cipher of a less
cumbersome nature and presenting far more points of interest.

The Playfair cipher, which may be examined in Fig. 166, requires no apparatus
other than pencil and paper. Its key is the usual 5 x 5 square, based on a key-word,
and filled in by any agreed plan (preferably not by straight horizontals). For en-
cipherment, the plaintext is marked off into pairs, and these pairs are enciphered
according to three very simple rules:

1. If the two letters of the pair are found in the same column in the key-square,
replace each letter with the one directly beneath it; and if one letter stands at the
bottom of the column, use the one standing at the top of the same column. With
the key of the figure, #a becomes OH; wa becomes UH.

2. If the two letters of the pair are found in the same row in the key-square,
replace each letter with the one immediately to its right; and if one letter stands at
the extreme right end of the row, use the one standing at the extreme left end of
the same row (os becomes QT'; st becomes TN).

3. If the two letters of the pair have a diagonal relationship in the key-square
(and these are usually in the majority), consider them to be standing at the diago-
nally opposite corners of an imaginary small rectangle, and substitute for each let-
ter that letter of the other diagonal which stands on the same row with itself (bu be-
comes AL, not LA). The decipherment rules, as usual, are the same rules in
reverse.

Notice that this encipherment is cyclical. So long as the order 1-2-3-4-5 is
maintained in both columns and rows, it makes no difference whatever how many
columns are transferred from one side te the other, or how many rows are trans-
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ferred from top to bottom. This may be investigated in the three equivalent squares
of the figure. Notice, too, that our three rules do not make any provision for the
case in which the two letters of a pair are the same. If, in marking off the plaintext
into pairs, we encounter a pair which is a double, it becomes necessary to dispose
of this, usually by inserting a null which will throw the second letter into the next
pair., Occasionally we find a sequence such as LESS SEVEN, in which it is neces-
sary to do this twice in succession: LE Sx Sx SE VE Nx. An unpaired final letter
also requires a null (unless left unenciphered), and when five-letter groups are to be
used, it often becomes necessary to complete a final group by adding nulls.

The foregoing description and rules are those of the original Playfair cipher.
Many encipherers, however, will vary the rules, especially the one concerning dou-
bles; perhaps one letter will be omitted or replaced with a null; sometimes one
double is replaced with another; occasionally an encipherer will separate every
doubled letter in the message whether or not this is necessary. We meet, too, with
variant forms. A 24-letter alphabet will be used in a 4 x 6 rectangle, or a 27-letter
alphabet (with character &) will be used in a 3 x ¢ rectangle. One variation, at-
tributed to W. W. Rouse-Ball, uses the standard key-square with the standard rule
3, but varies the two rules for lineal encipherment. Rule 1: If the two letters of the
pair stand in a column, use the two letters immediately to their right. Rule 2: If
they stand in a row, use the two letters immediatecly beneath them. In all of these
cases, presuming the method to be known, the degree of difficulty would be the same
as if the standard system had been used; otherwise, it is only necessary to keep
in mind the fact that variations occasionally occur. We will give our attention,
then, to the standard encipherment. But before entering into the subject of de-
cryptment, let us look carefully at the system itself.

Primarily, we have a fixed substitution. No plaintext pair ever has more than
one substitute pair; and no substitute pair ever changes its original. We might say
that the Playfair is, in effect, a * simple substitution "’ based on an “ alphabet ” of
600 pairs; and, just as in simple substitution proper, the Playfair cryptograms will
very often contain long repeated sequences which represent whole words. Again,
the reversal of a plaintext pair means the reversal of its substitute pair, and vice
versa, so that the discovery of any one equation (as t&# = OM) always means the
discovery of another (as it = MQ); and if, in addition, the encipherment was a
rectangular one (rule 3), we obtain also the two reciprocal equations (as om = TH,
and mo = HT). The two lineal encipherments, however (rules 1 and 2), are not
reciprocal. But notice particularly that, in spite of the polygram theory, each letter
has its individual substitutes. No letter in the key-square may have more than
five of these; the four which are standing on its own line, and the one which stands
directly beneath it. It may be learned, too, by writing out the 24 (or 48) possible
pairs for any one given letter, that the letter standing immediately to its right in the
key-square is twice as likely as any one of the other four to act as its substitute;
and, further than this, that any letter which is paired with it will be limited to eight
possible substitutes, all of which must be found either in the column or on the row
of the letter itself. To clarify this important point, let us assume that the letter in
question is E, and that the key-square is that of Fig. 166. The letter E may have
only the substitutes C, U, L, P, and F, with C twice as likely to be used as any one
of the other four. Any letter which is paired with £ must take one of the following
substitutes: ULPEFMT Z.

Naturally, then, those letters which, in the key-square, are standing on the same
row or in the same column with the normally frequent letters will have high fre-
quencies in the cryptograms; in fact, the two or three which predominate in a given
cryptogram will practically always be letters which, in the key-square, were standing
in the same row or column with E or T (in English). Moreover, if any letter has



202 ELEMENTARY CRYPTANALYSIS

been identified once as the substitute for E, there is a most excellent chance that
it can be identified again as the substitute for E. Say, for instance, that CF has been
identified, or assumed, as the substitute for er. This means that C is individually
the substitute for e, and when another pair CT is found to be of some frequency,
it can be tried as the substitute for en, es, et, and so on. Single-letter frequencies,
then, will play an important part in the decryptment of the Playfair. But the
process will rest fundamentally upon the frequencies of digrams, and will follow,
in general, three steps repeated over and over in the same rotation:

1. Certain pairs are identified, or assumed, as the substitutes for certain digrams.

2. These pairs and their supposed originals are set together in such a way as to
start the reconstruction of the key-square.

3. Substitutions are made on the cryptogram and further pairs are identified.

When probable words exist, the work of solution becomes more or less mechani-
cal, as we shall see. At worst, we may begin at the beginning of the cryptogram and
work straight through until we find the word. But very often, a really probable
word is repeated, and even repeated more than once. In the latter case, we are
sure to find the long repeated sequence in the cryptogram; while a word repeated
only once may have been divided into two different sets of pairs, as: ex-ec-ut-io-n
and e-xe-cu-ti-on. But notice, here, what the two encipherments would be, using
our key-square of the figure: LZ CU EO HQ x and x ZL UL QM QO. These two
sequences have five letters in common, L Z U O Q, and, in addition, when con-
sidered together, show the letters E C U O of the word “ execution.” This does not
invariably happen, but is far from uncommon. Nor is the word “ execution” the
only one which produces reversal (ex in one sequence, xe in the other). Then, too,
there are many words like “ commission "’ which, regardless of the point at which
the division begins, will always end in the same set of pairs: mi-s?-si-on.

Granting an absence of probable words, the difficulties of solution are almost
entirely dependent upon the amount of material available. A pair-count will be
made in the usual chart-form (but only on the divided pairs, and not *“ straddling ”
from one pair to another), and pairs will be identified by frequency, by the fre-
quency with which they are found reversed, by the possibility of their letter-combi-
nations in a key-square, and so on. We will not attempt, here, to go into a detailed
demonstration, since every case is individual in its details, and success, in all of
them, is dependent largely upon the decryptor’s own persistence. But in order to
see sketchily what some of the routine might be, we will make use of the very short
example shown in Fig. 167.

In the usual case, there has been a preliminary frequency count on single letters
in order to find out what the cipher is. The appearance of this frequency count has
more or less negatived the possibility of simple substitution, and the next step has
been a Kasiski tabulation in the hope of finding a period. This tabulation, in any
pair-system, will bring out a predominant factor 2, and, since many of the supposed
digram systems actually do produce periods, the two supposed alphabets would
have been examined for that possibility. But pair-systems, as a rule, will leave a
wide-open trail: Repeated sequences, in the majority of cases, will include an even
number of letters (that is, an exact number of pairs), and will begin largely at the
odd serial positions (that is, at the beginnings of pairs). The Playfair shows this a
little less distinctly than some of the others, because of the fact that substitutes for
single letters are so limited in number.

It is sometimes said of the Playfair that it can be distinguished from other
ciphers by (1) the fact that cryptograms contain an even number of letters, (2)
the fact that only 25 letters are represented in its general frequency count, (3) the
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fact that when the cryptogram is marked into pairs, no pair will be a doubled letter,
and (4) the presence of long repeated sequences at irregular intervals. As con-
clusive evidence, these are debatable points, but all are good supporting evidence,
provided a proper confession can be extracted from the pair-chart: (5) When the
cryptogram has been marked off into pairs, and the pairs counted, the result should
bear much resemblance to a count made on the same number of normal digrams.
Even on an extremely long cryptogram, over half of the cells will be blank, since
a normal text never uses more than about 300 of the possible 676 combinations;
there will be a certain group of predominant pairs followed by a group of moderate

Figure 167
HHSEYSLDZIHQZEONDEG TC TI, AD CT AK RH LB, GT SN AN
UN, ON DR EX FE BN ZC DT KV EQ, HD AO E:R5DURPTQ OB DE,
QDzﬂRSEYSYAzHZ HB BU KZ EQZIG TIz BI KYSRI cQ B:RSCE co
SX RM BC TH CG QD, RK NQ, IT DC W FV, UB, YA, GU HE CZ MU,
LB, IQ, YK FV, UB, I1Q; WD QB TN, KM DE, TD KA HRg NUp OU

Frequency Count - Rearranged:

D HBC N QU RTIKTUE A I 0 Y 2 GXLVFMPEWJ
14 12 11 11 11 11 11 11 10 10 9 7 7T 6 6 65 443322222~
List of REVERSALS "Chart of Probeble Position"

HRS - RH1 EC - CE ET/DH BCNQR KU
Kf3-%Y1 TC = CT DH
UN2-NU 2 AK - KA BCNQR
UB2 -EB01 ZC - CZ KU
TI 2 - IT1 DT - TD

frequencies; and, with any appreciable length, there will be a generous sprinkling
of reversals. In preparing the cryptogram, a great deal of convenience may be had
by placing frequency figures beside their digrams, by marking long repeated se-
quences, noticeable reversals, and so on; and many persons like to list the most
prominent pairs and the most prominent reversals,

The Playfair has also a rather characteristic frequency count. Notice, in the
figure, where the general count has been rearranged in the order of decreasing fre-
quencies, that the gradation from high to low is somewhat less even than in a
periodic; frequency 8, for instance, is skipped altogether, and we have a sort of
modified high-frequency group. Sometimes we find from one to three letters of
great prominence before the downward gradation begins.

Concerning the ““ chart of probable position,” most solvers prefer simply to
keep this in mind, while others will actually set it down and make it the basis of
their solution. With 176 letters of text, the average frequency of letters is about 7
(176 divided by 25). Any letter whose frequency is above that average is very
likely to have been standing on the same row or in the same column of the key-
square as E or T, and the two or three which lead the list are practically sure to
have been substitutes for one of these two letters.

With cryptograms of the present length, or even with those of 400 to 600 letters,
it is very uncertain as to whether or not the leading pair will represent tk, or the
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leading reversal er-re. Here, in fact, we have no reversal of a definitely frequent
character, and our one prominent pair, HR, might just as well represent s¢, ¢, i,
on, re, se, or any other normally frequent digram capable of being used at the be-
ginning of a sentence. Presuming, however, that it might represent ¢k, we know
that this digram is followed almost altogether by vowels, and is followed with
remarkable frequency by e and @, we know also that letters have individual substi-
tutes. Thus, we might begin solution by listing (or noting) those pairs which, in
the cryptogram, have followed the supposed th: KV, DU, K¥, CE, NU, assuming
that their first letters, K, D, C, N, have probably represented vowels, and that, of
these, D, C, and N, which rank high in the list of single-letter frequencies, are very
likely to have represented e. We may attempt to identify these five pairs by work-
ing down the list of normal digrams, taking only those of v-c formation. If, in ad-
dition, it is assumed that the key-square has been filled by straight horizontals, cer-
tain assumptions can be made through possible alphabetical sequence; for instance,
the U of DU and NU may have stood on the same line with R S T (U). There
is a further field for suggestions to be found in patterns, such as T BI, in which
the two I’s could represent the same letter. And where the square is filled by
straight horizontals, it is often possible to identify such a sequence as HZ HB as a
“ split double,” since the null used in these cases is often X, and Z may well repre-
sent X by alphabetical position. It is even possible to guess here a doubled L, since
H and L are not far apart in the alphabet. (It may be, of course, that the two H's
represent two different letters.) The foregoing, then, has indicated the general
path. If the student desires to follow out a detailed demonstration made on a
cryptogram of only moderate length, a most excellent exposition can be found in
the appendix to the Macbeth translation of Langie's * Cryptography ” (Dutton).
It was written by Lt. Commander W. W. Smith of the U. S. Navy, and generally
speaking, attacks the identifications of pairs as follows:

Having placed frequency figures beside their digrams, find those points at which
two pairs of high frequency are consecutive (not necessarily a repeated sequence),
and attempt to identify these tetragrams as frequent tetragrams of the language:
ther, ered, ened, tion, atio, ment, beca, and so on. We have one here, provided a
frequency of 3 can be considered important: HR KY¥. Since this happens also to
be repeated, it probably represents a word, as that, this, they.

Another good demonstration, provided the student has access to it in his public
library, is found in Colonel Parker Hitt’s “ Manual for the Solution of Military
Ciphers.” This manual is an elementary work intended for the preliminary instruc-
tion of soldiers, and the attack is made on the assumption of a key-square filled by
straight horizontals. With a square of the kind we are using, most of the vowels
and high-frequency letters will be standing on the upper two rows, and letters on
the first two or three rows will have a much higher frequency than those of the last
two or three. In fact, it can often be detected that the letters V W X ¥V Z were
standing on the bottom row as an intact alphabetical sequence, for the simple reason
that they have no frequency in the cryptogram.

Colonel Hitt’s demonstration begins with the usual pair-count, made on a chart.
He selects from this chart the (approximately) ten letters having the widest variety
of contact, including, if necessary, the vowel or so which would have to be present
in a key-word; and these letters are assumed to have stood on the upper rows of
the key-square. The remaining (approximately) fifteen letters are then set up in
their alphabetical sequence and are assumed to have stood on the lower rows in about
that order. They are not, of course, known to be correctly placed; the set-up
merely gives a concrete idea as to where letters ought to have stood. Then, follow-
ing the military case of abundant material, it is assumed that the leading pair will
represent 7k (sure to be followed often by ¢), or, if ¢k is not the leader, then ke
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(sure to be preceded often by £). With a few obvious identifications made in the
usual way, letters begin to arrange themselves on the upper rows, and a gradual
adjustment takes place which corrects the few wrong assumptions of the lower rows,
so that the key-square is restored far in advance of solution. When a short kev-
word has been used, it is not impossible, by following Colonel Hitt’s suggestions, to
pick out all of the key-letters, guess the word, and decipher with the key-square.
Other demonstrations, based, respectively, on French and Italian language charac-
teristics, can be found in General Givierge's Cours de cryptographie and in General
Sacco’s Manuale di crittografia. (Inthe French work, the cipher is referred to simply
as “ orthogonal and diagonal substitution.”)

It will be seen from the foregoing that the initial difficulty lies in the correct
identification of the first few pairs, and this, in a short cryptogram, is no small
difficulty. By whatever means it is found possible to make these first tentative

Figure 168
POSSIBLE RELATIONSHIPS

(a) A 3-letter Equation (b) A 4-letter Equation
Vertical Horizontal Vertical Horizontal Rectanguler
I
T K I.K
H THR . IK.SY ..
R S Y. S
Y
(c) Impossible Equations: (d) Possible Equations:
co nd em na ti on -c on do mn at io n-
EO ND EC TC TI AD EO ND EC TC TI £D CT

identifications, the operation which is to admit or disprove their correctness is step
No. 2, in which we set them up as equations and then attempt to replace them into
their connected relationships in the key-square. If this cannot be done, they cannot
be correct; and, on the other hand, it would be an extremely rare case indeed in
which we could combine as many as five or six such equations into one framework
and then find them incorrectly matched. To understand * equations,” suppose we
look at Fig. 168.

Assuming that the beginning pairs of our cryptogram, HR KV, represent the
word this, we have two equations, HR = th, and KV = is. The first of these has
only three different letters, since H is common to both members, while the second
has four different letters. With the first case (a), one of the lineal encipherments
must have been used, and the common letter, H, must have stood between the
other two, with its plaintext partner coming first and its cryptogram partner coming
last. We do not know whether these three letters stood in a column or in a row,
but we do know that they were consecutive. This relationship may be expressed
simply as T H R, even though, in the actual square, the letters may have been
partly at the end of the row (or column) and partly at the beginning: # R * * T,
or R** T H, Encipherment, remember, is cyclical, and we may come out with
any one of numerous “equivalent squares.” With the second equation (b), the
positions of letters are not so definite. In either of the lineal encipherments, /X
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must be in direct sequence and S¥ must be in direct sequence; either sequence may
have come first, and we do not know the exact location of the fifth letter. Con-
cerning their possible rectangular encipherment, all we know is that there must
have been a parallel relationship; their distance apart, laterally or vertically, might
have been anything permitted by the key-square. As to the rest of the figure, sup-
pose that we have reason to suspect the presence in this cryptogram of the word
“ condemnation.” The equations of (c) are totally impossible, since, in Playfair,
no letter may be its own substitute. Those of (d) are not only possible, but prob-
able, since we find many letters from the word itself.

Figure 169
Equations of (d),(Fig.1€8) Possible Combinations
12 3o s & 1 8
0 D 0
N OND E DEC N OND 4]
D C D E N ONDEC
E c DEC
c

s 1 u 12
¥
T M, T ONDEC
. MT.NC . . . .
N C.N T M
c

ER VY 15 1

A ONDEC ONDEC

T ATI . . . .

I A ATI M

T M
I

To learn whether or not the word “ condemnation ” does (or could) occur here,
we proceed as in Fig. 169. The first of the five equations may have had either one
of the relationships marked 1 and 2, and the second may have had either of the
relationships marked 3 and 4. These two equations have a letter D in common,
and it must not be impossible to form a combination which will represent both.
This, as it happens, can be done in four different ways, marked s, 6, 7, and 8, and
we do not know which of the four is most likely. The third equation, which has
four different letters, may have had any one of relationships 9, 10, and 11. These,
fortunately, show two letters, N and C, which are also present in combinations s,
§, 7, and 8, and with two common letters, there will not be so many possible ad-
Justments as when we had only one. Nos. g and 10, for instance, cannot possibly
combine with any one of combinations s, 6, 7, and 8; both of these have demanded
that the letters NC be in direct sequence, where the first four combinations will not
permit this. We may begin, then, by discarding Nos. g and 10. But No. 11, which
we have retained, demands of C and N only that they be on the same row. This is
not permitted by any one of combinations s, 6, or 7, and these also may be dis-
carded. But No. 8 shows them on the same row; thus Nos. 8 and 11 may be further
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combined, and we have the combination marked 12. The fourth equation, another
lineal one, may have had either of the relationships marked 13 and 14, and both of
these will combine easily with the combination marked 12, so that again we have
more than one possibility, as indicated under numbers 15 and 16. As to which of
these is correct, the fifth equation, i0 = AD, is impossible to one, and has auto-
matically been set up in the other.

We are safe, now, in making substitutions on the cryptogram. This means not
only the five pairs originally identified, together with their reversals and possible
reciprocals, but all others which can be derived from combination 16, such as

Figure 170
O#*=E N=*=E DE EC
A T I M

om = CA, or dm = CI, or en = DC, together with their reversals and possible
reciprocals. Then, too, there will be many partial equations, such as those indicated
in Fig. 170, where one letter of a pair can be identified. Usually time is saved by
taking cryptogram pairs just as they come and filling in as many letters as possible;
in this way, patterns are sometimes brought out, and thus we come back to step 1:
the identification of more pairs. With the key-square beginning to shape up, the
“ chart of probable position ” may be used to good advantage. For instance, what
about the letters H and B which were very high in the frequency list?

Once a beginning is made, the cipher is broken, though just how rapidly we may
proceed with the solution depends chiefly upon the manner in which the square has
been filled. The presence of alphabetical sequences (either horizontal or vertical)
will often enable us to complete the key-square independently of the cryptogram;
but the badly mixed square must usually be built up to the very end, and we must
sometimes be satisfied with one of the “ equivalents ” in place of the square origi-
nally used. If the student cares to make a fresh beginning of his own, this same
cryptogram contains the word RECONSTRUCT.

The Playfair has been, in its day, a very effective cipher, and is still good for
many purposes. It can be rendered much safer if subjected to the process called
seriation. 'This process may be examined in Fig. 171. Here, the text is “ Send

Figure 171
SENDD DSTOA RDAMM
IAMOE HXSTE ONDAY

diamonds to Amsterdam Monday,” and the agreed seriation index is 5. The text
is written in pairs of five-letter lines, so that each ten-letter segment forms five
vertical pairs, SI, EA, NM, etc., and these are the pairs which undergo the digram
encipherment (notice the treatment of the doubled S in the second group). If
the key-square is that of Fig. 166, the first ten-letter segment is enciphered QX,
UF, TG, SA, RS, and the cryptogram may be taken off in that order, or by taking
the upper and lower lines separately: QU TSR K F G A S. Seriation, it will be
noticed, adds a transposition to a substitution, so that what we have here is com-
bination cipher. This case, in short examples, is extremely difficult; it is mentioned
only by way of general information, and is not included in the practice cryptograms
which follow.
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149, By NEMO. (Playfair. Probable words: ENEMY AGENTS).

0S CF WD OG DR AN PO AS OA DH SD EH XK FU CN DR MS UK SD.

150, By NEMO. (Playfair. Probable words: AUTHORIZED, EMERGENCY).

PE HL PG RI YH YN HQ IF YF GY 2L EB YF UK NK NG FL FG OL BD GX GK FC PK HG NV AC ZL
KH PK FG FK RZ FG RQ X0 IB PB BD LE MV KG GY OL AD FK OR FC LK YN HL LK KZ IF EF AX
NG ON BV IK BI PK 10 HQ IF AG LX YA FK AD YG KO AK EG TO OH BI RB OL ON KM FO PK KY
PR EF DZ IF AY QH CZ OK IQ WP FG LF DM CA VO GW PK NG KX KO LH AG NB RT NG KO KH HK
OX ML GP ML PB QD RB OH EB LH NK NG FC PK KY QS LH NE IQ WP FG.

151, By PICCOLA. (Figure 164; new external alphabets. THE, THIS, CHARACIER).

NF BJ HT MD NF-WJ GD UC HN FW QI CE HP NF IA SE HS HS 1G QA IY QD HV CC LB NF IA I
CL GA RJ BD NM MA SY EU RD FT HC US HN GH VJ UA SY UL HN XJ EG QQ CJ LB NF EJ CN CS
UK GJ MD NF IA FK NQ GJ XX,

152, By PICCOLA. ("Slidefair." Probeble word: DESCENT).

AA FS AF XY GJ BD UI AA PW GN IV QZ RC NK CC WA FT QQ PR GP TT WF PS JS QC HM DI XC
AH JP FB DC EW OX UG GP UI US CV GP MH QR OG JI ZR.

153, By DAN SURR. (Playfair. History: Detective Gettamann, investigating the
murder of Franois V., Becon, well-known traveler, explorer, and
connoisseur, hes found this message in an envelope addressed
to Wm. K. Plerce, former treveling companion of the deceased.
Death had occurred during sleep; caused by strangulation with
red silk thread. Only clues found: a few grains of send on the

kitchen floor and what appears to be an oriental turban).

YG NG CR FV FZ RI QU KZ CW OW BQ GQ IH HL YW EG NG QM WX RT KP VE CA IG QI VD QI GN
GZ IZ QY QR HY NG XN AB AK OX NY WC WC TN OX DH NE IH IH YR IS QY WC HI UI UI IR QE
WS RW LG WR AB GW VWV CA RQ XM ER QM RE CW ZI RQ XW QW GH YC AY YO VO NE RL PG CG WI
NX VW CA NX QM LH IG RQ WT GO UI GZ EG XN IW OU XT WO LH IG RQ XM WS QY TX IR IQ XM
0G DU AB KM AK UM RG ZR XA PM KW LD KG HI XK LC RT XP VE FO NX XK WR WS QY UR ZX YL
AT UI RH TR AV WS DH WQ PM AK IW OU WTI DE IR WX RQ XZ SI GU QN IR XN IR YN IG GY TR
ZX YU RU YL IQ YA RU EG QM PD QM IY HA WS FE RW GH RB HA QI Q4 GI QC QR UL WV AB NX
GO HA FR IY QY BN QM YH NG IQ RU YL IQ BL PK QM RU GU IR TX SI 6Q LQ DX XO EV BM CR

FV GV AB GE RZ GQ YH HA FW YM NE YM BL VW PS.



CHAPTER XXII

HIGHLIGHTS OF FRACTIONAL SUBSTITUTION

Fractional substitution requires a cipher alphabet of the “ multifid ”’ type; that
is, one in which the symbols are composed of two or more units, as in the Bacon
and Trithemius alphabets (Chapter 7/: Figs. 3 and 4), the various “ checker-
boards ” (Chapter XI), and so on. Polygram * alphabets ” are also of this type,
and seriation is a form of fractional substitution.

Among the older fractionals, we find a system called the “ Pollux,” in which the
basis was the Morse telegraphic alphabet. There were three units, the dot, the dash,
and a separator (made necessary by the irregular lengths of the substitutes). There

Figure 172
Delastelle’'s "BIFID" Substitution -(Keyword Feature Added by M. E. OHAVER)

Preparation of Alphabet: Checkerboard Key: Substitutes:
GEN=*RAL 12345 5= 43
BCDFHIEK E=15
MOPQSTTU 1 GBMVE N =24
VWXYZ 2 COWND D=25

3 PXFQY

4 RHEHSZA

5§ ITLEKTDU
Preliminary Substitution:

SENDSUP PLIESTO MORLEYS RIGEHTAW AY,

4122453 3551452 1245134 45145642 43

36463561 1315322 32135553 111225838 55

41 22 45 33 54 53 51 35 51 45 21 31 53 22 12 45 13 43 21 35 53

R OAFELTI YTIACTPLO BAMSTCT YL
45 14 54 21 11 22 53 43 55 Transmitted:
AVECGOTL § U

ROAFE LIYIA CPLOB, etec.

was a first substitution in which the letters of the text were replaced with their
Morse symbols, including the space. The resulting cryptogram, composed entirely
of the units dot, dash, space (. — x), was then subjected to a second substitution,
using a small cipher alphabet (either digits or letters) in which each one of the
three units might have any one of several different substitutes, chosen at will. For
instance, a dot might be replaced with any one of digits 1, 8, 5, 6, a space with any
one of digits 3, 9, o, and a dash with any one of digits 2, 4, 7.

We find also a number of systems called “ Collon ” in which the basis is some
one of the “ checkerboards.” The text is subjected to a simple substitution in the
agreed alphabet, and the resulting cryptogram is then subjected to a transposition,
usually seriation, this being the final operation.

A similar system called the *“ Mirabeau ” uses an alphabet of the same type as
that of the Polybius square, in which only the digits 1-2-3-4-5 are significant. The
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remaining digits are all null, and numbers like 67 or 88 may be inserted at will.
Numbers are written vertically (tens below units); then, in the taking off of the
cryptograms, the whole series of units is taken first, and the second half of the cryp-
togram includes all of the tens-digits. In all of these forms, the undesirable fea-
tures are self-evident. The later devices have added another operation: the re-
grouping of the scattered units, and their reconversion into letters.

Classic examples are those described by Delastelle as “ bifid” and * trifid ”
(terms, incidentally, which some of our own writers find objectionable, as they do
also the term “ multifid ’). Delastelle’s * bifid ” cipher was of the kind shown in
Fig. 172. A two-unit alphabet must be used, and all possible two-unit combinations
must be convertible into letters. Any desired seriation-length may be agreed upon,

Figure 173
A Fractional Substitution Based on Morse Symbols - M.E.OHAVER

The Alphabet, Arranged by Group-Lengths:

E . S eee H seue B =sue
T - U ee- V o see- X =ae=-
B o= " F L et ] C =s=e
L u == Y ===
1 .. D =. - L e=ee Z' -
A - E =p= a [l g . Q ===
N =, G ==, P == o sne,
M e 0 === J === oh ==e=
8 E N D s U P
e o s "ses eees es= ==, Reverse digits, end re-group:
3 1 2 3 3 3 4 4 3 3 3 2 1 3

ssae .= (R X} LX) - . -

H E s S A E G

though it should not be divisible by 2. In the figure, the key-word GENERAL,
7 letters, governs the seriation-length as well as the mixing of the key-square, a fea-
ture suggested by Ohaver. The substitution is identical with that of the Polybius
square, except that the two units of the substitute are written vertically below the
original. Digits are then grouped horizontally in pairs, treating one seven-letter
group at a time (if the seriation index is 7), and these pairs are replaced with let-
ters from the same key-square. It will be noticed that we have here a form of poly-
gram substitution, in which one seven-letter group has been replaced with another.
Also, that possible errors have been confined by the seriation feature to their own
seven-letter group.

Delastelle’s “ trifid ” cipher was of the same kind, except that a three-unit al-
phabet was required, resulting in three rows of units. It would have been the same
as that of Fig. 4, Chapter 77, but with the French accented E replacing the charac-
ter &. All combinations of three units must be re-convertible into letters.

Fig. 173 shows a form of * mutilation ” cipher once published by Ohaver. Be-
yond stating that its only key is the group-length (7 in the example), we leave the
student to figure it out for himself.

As an example of recent use (1918), we are told on excellent authority that the
Germans, for quite a long time during the World War, used a field cipher of the
following description: There was a preliminary substitution using a key-square of
the Nihilist type, except that the external co-ordinates were letters, and not digits,
and were chosen in such a way that the five or six letters used were letters having
very distinctive Morse symbols; this was for the avoidance of telegraphic errors.
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In some cases a § X 5 square was used, containing only a 25-letter mixed alphabet,
and in others a 6 x 6 square containing a 26-letter mixed alphabet and all of the
digits. The preliminary cryptogram obtained from this first encipherment was then
written into a transposition block and taken off by columns, using key-word colum-
nar transposition. The cryptograms were not afterward shortened by resubstitu-
tion, but were always twice as long as their messages, and never contained any other
letters than the five (or six) originally used as co-ordinates. This German Field
Cipher proved very effective until finally broken by the great French analytical
genius, Georges Painvin.

We shall make no attempt, here, to go into the decryptment of these ciphers.
The Delastelle “ bifid ” is, perhaps, a practical cipher, and the student may try his
own hand at analyzing the example. The other examples should give no trouble.

154, By PICCOLA, (Delastelle's "Bifid." - Repeated words: AMERICA(N), ATTEWPT,
REPORT, THAT, THE, OF, TO. Other short words: FROM, WITH,
BEEMN, HAVE, Likely words: REPORT, AGENT, CONFIRM, CABLE, etc).

QINHP RMLMG RNBMA HGTOL OOQOELO AODRI NHWRO
AABMM IMMWI BMDAB THDIL THTHI NTLAQ MCAMF
IVNEY NOFHEB IITRF QLADE VQINH PRMRB HSLLU
ABMET SOAAB MMIMM IBPIV RQFTK HIRDF GNIEM
ABENI LMMPA SIFIO PLYCC RCITW IVWMHF GIOQOS
OEROI KQIEF OVNVME QTDRS IOERI BUQCD OQOQALLA

PLAAO O0CAQO MEIDC NTIUL OLZDG,

The mixed alphabet here was placed in the square by streight horizontals, History:
Message intercepted following & report that on the tenth of August an attempt had
been made to enter the Americen embassy in a country where Royalists are opposed tc

& group of radicals,

155, By PICCOLA. (Fractional, - Not 8o hard).

33323 11123 22131 11131 33113 22122z 11231
23321 23311 32112 12223 12223 11221 23z3z2
21231 33231 12213% 21223 21312 22232 3zza2e
31113 12321 12223% 23132 22212z 312z1 21221
12232 32232 22322 33lz22 31213 1111z 13333

1233%33% 21331 11122 31131 11111 11322 12322



212

156, By PICCOLA.

ELEMENTARY CRYPTANALYSIS

(Fractionel. - Nor is this wery hard).

EDCYB
AEZVW
BVAENW
AEDCEB
EDYZC
EYZDV
DCXTYB
XDCYB

AZCB2Z
DCAED
DCXAE
AEEWD
BVEDC
WCWED
ZAEDC
AZC2ZB

AVWXC

XCBYD

YZDCE

CBXYD

WBAXE

XCBAD

BAEWD

AVEWEB

XBAEY
YZVCEB
ZVDWC
CYZBYV
DZVCEB
YZVCEB
YZCVEB

AEWDX

DCBVA
WBAZV
BEDXC
ABAZV
ACBVW
ADCWSB
ABAZY

YEDXY

EDWBX
EWXBX
BYAZD
EWXAE
AXYXB
AXEED
EWXED

CZVVE

AEYZD
AEYDC
CBVWA
WDCXY
YAED2Z
CBAVE
VWCXY
DWCBA.



CHAPTER XXIII

INVESTIGATING THE UNKNOWN CIPHER

When the type of encipherment is unknown, the decryptor’s first problem may
concern the probable language used in the plaintext, and this he is usually able to
determine from the source and history of the cryptogram.

His second problem is the major classification, and this, too, is usually simple,
since transposition, as a rule, can be recognized by its appearance. It must, how-
ever, respond to a group-test, and for cases in which this is needed, the approxi-
mate percentages for English can be taken as follows:

Vowels, with or without Y, about 40% (Variation limits: 35% to 45%)
Consonants LNRST about 30% (Variation limits: 25% to 35%)
Consonants JKQX Z about 29% (May be influenced by nulls).

The 5% variation is suggested in the Parker Hitt Manual. In this connection,
it should be pointed out that an apparent transposition with exactly 40% of vowels
and 1009 evenness in their distribution is suspicious. Many of the checker-
board systems result in this way, and also some of the codes based on pronounce-
able five-letter groups. Then, too, it is easily possible to construct a simple substitu-
tion cipher alphabet in such a way that the resulting cryptograms will resemble
transposition, and even respond satisfactorily to a group-test. It should be care-
fully ascertained that a supposed transposition cryptogram does not contain the
many repeated sequences which belong to simple substitution. As to those trans-
positions which do show an appreciable number of repeated digrams, they will prob-
ably have undergone one of the route transpositions, especially one in which col-
umns were taken off in alternating directions.

Concerning the characteristics of simple substitution, these have been seen
throughout the text; we have normal frequencies attached to the wrong letters, and
we have those numerous repetitions of various lengths, occurring at all kinds of in-
tervals, which are never found in a transposition. Here, too, we may apply a group
test, based only on the relative frequencies of letters. The five most frequent are
supposed to represent the letters E T A O N or their equivalents, and should total
about 45% of the text. The nine most frequent should total about 70% the eleven
most frequent well over 75%:; the five of lowest frequency (which would include
all of those totally absent) should correspond to the normal behavior of the group
JKQX2Z.

If the simple substitution frequency count is present without the repeated se-
quences, then we probably have a combination of simple substitution with trans-
position. It becomes necessary to rewrite the cryptogram into various new
arrangements until one is found which will bring back the repeated sequences. Ordi-
narily, the simplest kinds of transposition will have been used; sometimes the trans-
position will have taken place in a complete-unit block, and there will be a clue in
the total number of letters present in the cryptogram.

When all letters are present in the frequency count (or all but one or two in
the possible cases of 25-letter and 24-letter alphabets), a period-investigation is usu-
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ally indicated. The case of periodics has been seen at considerable length, though
a final hint might be added for the detection of a possible Porta encipherment. One
of our many collaborators, F. R. Carter, suggests that any Porta cryptogram, peri-
odic or otherwise, ought to show from 529 to 53% of letters N to Z — the opposite
of normal.

The characteristics of digram-encipherment have been mentioned. Other poly-
gram ciphers show corresponding characteristics, according to the polygram length,
though the trail grows fainter as polygrams grow longer. A trigram-system, for in-
stance, might be present when the cryptogram is evenly divisible into three-letter
groups; it might suggest period 3, and might even show repeated sequences whose
length is a multiple of 3 and which begin at serial positions such as 1, 4, 7, 10, which
are the beginnings of trigrams. A great many of the trigram systems will show
only repeated digrams beginning at these serial positions, or separated by intervals
which are divisible by 3.

A 5 x 5 square is often suggested in the fact of a missing letter; but the fact
of 26 letters does not deny one, since the careful encipherer may make use of his
missing J instead of using / exclusively. Great evenness in frequencies may sug-
gest one of the key-lengthening devices, such as autokey and progressing key; and
the practical absence of repeated sequences will usually mean that a transposition
has been added to a substitution. It is never a bad idea, in a puzzling example, to
make the various digram-counts (in chart form): An actual digram count, in which
every letter is considered the beginning of a digram; a pair-count on separated pairs,
as in Playfair; the two counts which could be made with the cryptogram marked
off into three-letter groups; and the kind of pair-count which could be made in
Playfair if the first cryptogram-letter were omitted. Many devices, as mentioned,
may be uncovered simply by “ running down the alphabet.” And if the cryptogram
has come from an amateur ““ inventor,” it may be a case of digging into one’s mem-
ory for previous “ inventions.” With this last case, however, the “ inventor ” very
often fails to submit material in proportion to the amount of complication he has
introduced.

Of the examples to follow, there is none in which the system may not be learned
through analysis, unless perhaps the final unnumbered cryptogram, and the mate-
rial, in every case, should be sufficient for solution.

No. 163 follows Mr. Berkley’s encipherment plan, illustrated just above it.

No. 164 is said to have been taken from a German spy serving in the American
army in France. This applies, however, to the first fifty groups only; the re-
mainder was added to increase the length and to emphasize the plan followed by
the spy.

No. 166 was accompanied by a plot:

“ Supposed to have been found on the body of a man floating in San Diego
Bay. Autopsy shows death by drowning. Victim was a local banker who had
disappeared a few days earlier. Wife says no financial worries. No money miss-
ing. Banker had prospered during depression. Was yachting enthusiast. Our hero
solved the cipher with the unconscious assistance of a radio crooner. Tragedy oc-
curred in August, 1932 The date was doubly underscored, but those who have
read the message have found no reason for this and no explanation for the * crooner.”
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167. By PICCOLA.
CSR2ZV YPQZJ KHKVQ UUCVM RTWZN GHQSA KOXPM
HDRWA JDFQD FSRZZ CGXPA JJT2Z2U LETGS ABXJJ
LTRNN ZPBZG REBNF YGEJN MTNJJ QHPJX MOBUJA
LXIAI CPFJO OFRNH
158, By PICCOLA.
OCEEA TTITE SNDTD STHOO YEAOE EPEBO TYTAO
ADSEO ETFTT THRVW CTHOY LTOOH LRBTT UHRRYV
RAWOB RUAOY EHHLA BNERL REVCR IONSE IDRUE
RIP
159, By TITOGI.
AEYNU HCEST ITNDO RFEHRR WEATF NRFPA OTMAT
LEREI OTHNERL ODRHE EATES CTDIN WTSTO EATSI
TECDU TMSOT RLDON GNIIS OFAET LITAS,

160, By PICCOLA. (Veiled referemce to orypt No. 1667)

(e) HZMQL DNNDZ SPRFS KELLLL (b) LILVM STZUG
DHZUQ XLLLL. (¢) TVIUM FRUOY UQYPS FWXLL.
(d) LILVM FPOEY ZKFDV UELLL. (e) GEPVD ZTAYT
BFYYC FPIULL (f) QBFPW YCLUD VPZ20 SWYNC.
(¢) QBRTF FGVTU ENSZH BQERL,

161. By PICCOLA.

EGWGW GEGTU CLCUO XGKZT EGOBG BYLWM IQNKQ
YENFS CLHEHMN YBXSE TXNIWO CEGCB FCTCS ZTVGEB
EAEGT URKFK BEGKX BCTGZ YLXCH YEGCU O0XYTQ
FADQT TCUNB OGCOH XCEWE CUVEG COCXY XGBEA
YTEXF QCOTB XNEGT UCONT OPELE KUVUN TOCNG
NGBEW CEECS ZEKEWNH EIKCC REGCT EGTUR KFKTEB
RGMWX CFGQN ICEBP EEWEN BEKIYF EFDOF EGNUC
BGMTZ TFXCE WECFV DTTUZ TENEG WGLFM CTOVL

162, By PICCOLA.

SPPAS TASEF UNMTE HSOOA ESLEI CTRCH VUGSE
LYREM ENEER OSNEH IRAET ORNSH MODRO PEAOR
POSRY PDOIN OCEKGT.



216

The "NICODEMUS" Cipher (Harold
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Berkley) SPECIMEN ENCIPHERMENT

Eey:

WMo O o
WM m o m

FEr=Sv—~ o9

bZ=me eom
MOOMmH <90
OFEMmm@mn no
MM EEE O

163, By PICCOLA.

TYDQV
XrTcJdc
CVJJINW
ENZEI
GFNCEK
QWENL

WPAZO
MAWPP
SIPPH
TJVLZ
EPBRD

ALOEK

164, VULPUS.

PENAR
FUEKEXI
QFOFN
ANEWESB
VBXEO
ELFPE
PFVIT
HNEPD.
FWETA
TKOEP
DQCQD

165, By PICCOLA.

CPFTI1
LCNFQ
BVCPE
TCSDN
APETEB
WBOCO
IQEQF
TIQEV
EUAVA
WAPFQ

mHEEoO=E =0

momda» oE
WwE 0= tm
PDEH®D @A

MBWBI
QMEXT
MMEKOX
MILII
LVIAP

MFMFW

QEVAT
EPCVEB
PGVGP
FMANA
UIPFO
DNAME
0COoATU
UILAL
BRCMB
OFNBS
ERALA,

_HOMmMm='" e m

(Agein that No. 1667)

ROVLL
REPDT
BELDFP
DTLRC
LDJOL
XEXGL
RIXLEK
RLFYL
LVOET

EXLNX

ABTLD
XLYOA
PLOHL
INXPL
FYLIO
TOLIO
XLVDEB
EXTAE
KLDRO

YLLTK

LBCQY
ELBXP
YOAEL
LLTKX
PORXP
QUEOQ
LDFPX
RLQDC
TKXEL

CBLQA

oDIC ME T...
7251 63 8...
0SED ETC...
GTHE
YT o
IONS BIOTP
WULVA  MPGRV
REFIO oOoGWCO
oQCOC ZFSFW
VYIDB DBCIS
RWEKRO OSZAW
ESLVM DJZ2ZV
X0OKDW DGCKEK
ENBLA TEQFO
TAWAO BNCOE
AVAPB PFOAO
OEVAR ARCTK
FQELE OBRDR
LGVFV ANCND
CLFLA OBMEP
BOBMA VEMGU
WANFZ ILENA
CZEVB WCUBO
PXLBA FBTCT
HLXBT XXQLD
EOMXB LHOEL
LECIN XPLVD
LEMDEN XELKC
CBXLH OQOELTV
LTOLB XEGLT
PLLBT CPPLC
RCIXNX PLTOL
BTLFX LTEKXL

PFGVT

FGHRU
MGEAQ

GEFL
VFEV
YNLJ
EEJV
FZFF

KCQR

AREN
TIND
BSCL
QENB
BQFU
MFNB
ENAS
KRFP
QFWB
ALFO

ATCOR
RGLTEK
VCRRC
BLVOR
TTLVE
OLIXR
KXLBO
TLVCA
HCRGL

XWMPD

Crﬂtogram:

VUHDG  LMRIV
FOUDQ  WSURF
VWHKR  RWEVV
CUYHW  LBFUT.

T QMSRF
E RSABE
C YFKCW
J GFMQEK
R DBADP
v
E UIPEP
W BNARD
B VBTFW
M BQFVE
A WASCU
V DTDLE
D LBTKL
F UBUDM
T CRDTB
B MEXIT
LTOLC
XRLGD
RJLTEK
LPORJ
OLOHEH
TBLBC
PATCO
PGLFX
OATLT
RDTCO
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HL TEKXLE

XL XQMEKD

XR TBLEKD

XEXEX
BCBLO

ELROT

By CACHE. (Contributor, C. H.

RIXLT
RLDLG

LYXTL

CLDLI

DTXLL

FXXRL

EOORX

MLBLT

MDCGL

ELD
KXL

Price, died without explaining his key).

28

87

27

78

45

01

76

25

02

87

12 45 58
96 09 07
16 78 92
72 98 02
77 64 51
22 39 42
T4 92 47

96 18 O1

28

78

€66

04

96

53

25

78

Here is one which

06 41
05 44
03 10
74 61
58 43
19 83
77 91

44 29

72 14 22 03
08 06 55 92
38 17 45 23
06 99 30 45
76 02 81 38
41 66 09 75
15 40 24 45

45 86 47 69

o2
16
72
72
87
87
o7

48

nobody has ever been

17
93
96
€9
69
37
o7

30

36 88 25 20 55
02 15 36 37 40
73 01 49 25 72
74 93 77 23 55
89 55 99 23 79
91 87 90 91 43
96 4B 44 15 12

66 44 03 41 66

able to decrypt:

VQBUP

PVsS

VUFSA WEUM

WWNUQ

MPXKE

JAJ

PG

UX

GJ

EQCQQ

GFPNU
GPNIY
FHADQ

LBODO

EDOKD
QJMNJ

LQUMFL

QJ VE L.

77 74 51 23 45 41 42

87

28

36

55

19

06

37

XHEWT
JNIZY

XRGGW

42 01 33
92 72 24
24 93 47
51 06 99
40 30 38
99 44 93

38 22 06

IYCLE
KBPNF

UGwWVZ

77
55
84
71
16
19

42

06 36
48 08
76 35
74 €9
96 22
25 23

41,

31y

RG

TV

30

27

40

32

89

69

55

59.

24
54
92
89
84
38
30

XEZAP

RRHTB

GKFBC



APPENDIX

ENGLISH FREQUENCY AND SEQUENCE DATA

(Compiled from the MEAKER Digram Chert)

Order and Frequency of

Single Letters

T 1231 L 403 B 162

T 959 D 365 C 161
A 805 C 220 V 93

0 794 U 310 K 52
N 719 P 229 Q 20

1 718 F 228 X 20

S 659 M 225 J 10
R 603 W 203 I 9
H 514 Y 138

Group Percantsgea:

AEIOQOU 28,587
LNRST 33.43%
JEQXZ 1.11%
ETAON 45,087%
ETAONISRH 70.,02%

Order of the Leeding TRIGRAMS

TH

IN
ER

ES
ON

T1
AT
ST
EN
ND
OR

Order end Frequency of

Loading DIGRAMS

315 T0 111 SA 76 MA
251 NT 110 H 72 TA
172 ED 107 LE 72 CE
169 IS 106 so 7 IC
154 AR 101 AS 67 LL
148 ou 96 NO 65 NA
145 TE 94 NE 64 RO
145 OF 94 EC 64 oT
131 IT 88 I0 63 T
128 HA 84 RT 63 VE
124 SE B4 co 59 NS
121 ET BO BE 58 UR
120 AL 77 DI 57 ME
118 RI 7 LI 57 WH
113 NG 75 RA 57 LY
Liet of Common REVERSALS:
ER RE ON KO TE ET ST TS
ESSE INNI ORRO IS s8I
AN KA EN NE TO OT ED DE
TI IT AT TA ARRA OF FO

In 10,000 Letters of Semi-Militery Text - PARKER HITT

THE
AND
THA

ENT
I0N
TI0

INITIAL LETTERS OF WCRDS:

Order, as found by M. E.

Order, es found by H.

FINAL LETTERS OF WORDS:

Order, es found by M.

Order, &s found by H.

0.

E.

0.

FOR
NDE
HAS

OHAVER ... TAO

YARDLEY .. TO A

NCE
EDT
Tis

OFT
STH
YEN

SHIWC

WBCDS

FMRHIY,

OHAVER ... E S T D N R O Y, etc,

YARDIEY .. E T D N S R Y, ete,

NOTE: Lists of terminals (letters, @igrams, trigrams); of common affixes,
short words, end common pattern-words, cen be found in the booklet
"CRYPTOGRAM SOLVING", obteinable from the author, M.E.Ohaver, at
Columbus, Ohio.

XJMNMT

VOZBN

QMFBT

FSFNJ

UGPSU

IJTBE ?

56
56
55
55
55
54
54
53
53
53
51
49
48
48
47

BPFDUR, ete,

etc.
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COMPARATIVE TABLE OF SINGLE-LETTER FREQUENCIES (Per 100)

ENGLISH GERMAN FRENCH ITALIAN SPANISH PORTUGUESE

A 7.81 A 5. A 9.42 A 11.74 A 12.69 A 13.5

B 1l.28 B 2.5 B 1,02 B ,92 B 1.41 B o5

c 2,93 C 1.5 c 2,64 C 4,50 c 3.93 C 3.5

D 4.11 D s, D 3,38 D 3.73 D 5.58 D 5.

E 13.05 E 18.5 E 15.87 E 11.79 E 13.15 E 13,

F 2.88 F 1.5 F .95 F .95 F .46 F 1.

G 1.39 G 4, G 1.04 G 1.64 G 1l.12 G 1.

H 5.85 H 4. H .77 H 1,54 H 1.24 H 1.

I 6.77 I 8. I 8.41 I11.28 I 6.25 I &6,

J .23 J e J .89 J ves J .56 J o5

K l‘z K 10 K LN} K LN 3 K LN ] K LN ]

L 3.60 L 3. L 5,34 L 6.51 L 5.9¢ L 3.5

M 2.62 M 2.5 M 3.24 M 2,51 ¥ 2.55 M 4,5

N 7.28 N 11.5 N 7.15 N €.88 N 6.95 N 5.5

0 8,21 0 3.5 0 5.14 0 9,83 0 9.49 0 11.5

P 2,15 P «5 P 2.86 P 3,05 P 2,43 P 3,

Q .14 Q «ss  Q 1,06 Q .61 Q 1.16 Q 1.5

R 6.64 R 7. R 6.46 R 6.37 R 6,25 R 7.5

S 6.46 s 7. S 7.90 5 4.98 5 7.60 S 7.5

T 9,02 T &5, T 7.26 T 5.62 T 3.91 T 4.5

U 2.77 U 5. U 6.24 U 3.01 U 4,63 U 4,

v 1.00 v 1. vV 2.15 vV 2.10 v 1,07 vV o 1l.5

W o 1.49 W 1.5 L ‘e W e W ee L e

X .3 X eee X L30 X e X .13 X .2

Y 1.51 Y ses 1 .24 Y e Y 1.06 Y oos

Z .09 Z 1.5 Z ,32 Z .45 Z .35 2 «3
Vowel Percentages:

English German French Italian Spenish Portuguese
40% 40% 45% 48% 47% 48%
Percentages for LN R § T:

33% 34% 34% 30% 31% 29%
NOTES: ENGLISH frequencies, which may be compared with those of Mr. Meaker,

pr———

(a, 8.05; B, 1.62; C, 3.20; eto.,), were taken from M.E.OHAVER.

FRENCH, ITALIAN, and SPANISH frequencies were taken from a count

made by the author. All four counts are based on 10,000 letters
of literary text, and the dropping of the decimal point gives

the actuel count. The frequencies given for GERMAN end PORTUGUESE

are epproximetions, reduced from other texts, probably militery.
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22 ELEMENTARY CRYPTANALYSIS
SOME FOREIGN LANGUAGE DATA

NOTE: Frequencies of letters, and their order, are not fixed quentities

in any lengusge, Group frequencies, howsver, are fairly constant

in every languege. (These may be computed from the Comparative
Table for eny desired group in the lengueges givon.) Of the material
which follows, portions came from Lange and Soudart, and from Valerio,
but exact sources were not in every oase furnished to the author.
GERMAN
Order of single letters: ENIRSADTUGHOLBMCFWZEKVP (JQXY)
Order of digrems: EN ER CH DE GE EI IE IN NE ND BE EL TE UN ST DI FO UE SE AU RE HE
Order of trigreams: EIN ICH DEN DER TEN CHT SCH CHE DIE UNG GEN UND NEN DES BEN RCE
Order of tetregrenms: ICHT KEIT HEIT CHON CHEN CHER URCH EICH DERN AUCH SCHA SCHE

SCHI SCEO SCHU  (Furnished by JOSEPH ARTEOLD).

Peculliarities:

C is prectically always followed by H (or K), and SC by H.
Word-lergth is pnormelly grester than im English,

FRENCH
Order of single lettars: EAISTNRULODMPCVQGBFJHZXY (KW)
Order of digrems: ES EN OU DE NT TE ON SE AI IT LE ET ME ER EM OI UN QU

Order of trigrems: ENT QUE ION LES AIT TIO ANS ONT ANT OUR AIS OUS

Peculierities:
Q followed by U and a second vowel,
Four end five vowels may be found in sequence ("J'ai oul dire.."), but
E =meldom touches the other wvowels. D and ¥ contact E about 75% of the
time, and L contects it over £0% of the time., It is unusual to find
more then four consonents in sequence; when five are found in
succession, one is slmost surely the final § of a plural word,

Order of doubled letters: S LMERERTNPECTF
Order of initials: PASMCEDTVFRBLGJIQNOHUYXZ
Order of finals: ESTRNDAIXZLCUPFY

Averege word-length: 4.3 letters.
Cormonest short words, in order: DE IL LE ET QUE JE LA NE UN LES EN CE SE SON MON

PAS LUI ME AU UNE DES SA QUI EST DU
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ITALIAR
Order of single letters: EAIONLRTSCDPUMVGHFBQZ (JXEWTY)
Order of digrams: ER ES ON RE EL EN DE DI TI SI AL AN RA NT TA CO
Order of trigrams: CHE ERE ZIO DEL ECO QUE ARI ATO EDI IDE ESI IDI ERO PAR NTE STA
Peculierities:
Q followed by U end & second vowel. H largely preceded by C, in CHE,CEI,
or sometimes by G in GHE GEI. Z moet often part of ZI0 or NZA,
The frequencies of the vowels E A I O often exchange places,
Doubling of ocnecrants is very frequent,
Order of doubled letterc: LT SCRGPNBMZFVID
Order of initlels: SPACDVTMFIGQREBLNOUZEH
Order of finals: O E A I (Others, 4f used: R L D N)

Average word-length: 4.5 lotters.
Cormonest short words, im crder: LA DI CHE IL NON SI LE UNA LO IN PER UN MI I0 PIU

DEL MA SE

SPANISH

Ordor of single letters: EAOSNIRLDUCTMPBEHQGVYJFZX (EW
Order of digrems: ES EN EL DE LA OS AR UE RA RE ER AS ON ST AD AL OR TA CO
Crder of trigrams: QUE EST ARA ADO AQU DEL CIO NTE OSA EDE PER IST NEI RES SDE
Faouliarities:

Q followsd by U end a second vowel, The only doubles are

LL, BR, CC, EE, NN, 00, in the order given, but the latter thres

are very rero, Group frequencies somewhat less stable then

in the other languages.

Order of initiale: CPASMEDTHVRUNILBOFQGJZ
Crder of finals: OASENRDLTIZ

Average word-lemgth: 4.4 lettere.
Commonest short words, in crder: DE LA EL QUE EN NO CON UN SE SU LAS LO3 ES HE AL
L0 8I MI UHA DEL POR SUS MUY HAY MAS

PORTUGUESE
Order of single letterst: AEORSINDMTUCLPQVFGEBJZI (EWY)
Brder of 8igrems: ES OS5 DE 45 RZ EN CO [0 FE ER NT SE AD OR AO 54 TE AR EX QU UE 0D ST
Order of trigrems: QUE ENT NTE DES EST ODE ALO CON STA MEN ADE DOS ARA COM

Much like Spenich. Spznish ciea becomes cang 11 bescomes lh. Articlss drop
the L: ¢s, es, in pleco of Cpimish les, las, ete.
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THE COMMONEST ENGLISH WORDS

Below are listed the hundred most frequently used words in English. The fig-
ures give occurrences in 242,432 words of English text taken from fifteen English
authors and many newspapers. Compiled by Frank R. Fraprie, after the rest of the
book had been completed.

THE 15568 OR 1101 WHEN 603 ONLY 309
OF 9767 HER 1093 WHAT 570 ANY 302
AND 7638 HAD 1062 YOUR 533 THEN 298
TO 5739 AT 1053 MORE 523 ABOUT 204
A 5074 FROM 1039 WOULD 516 THOSE 288
IN 4312 THIS 1021 THEM 498 CAN 285
THAT 3017 MY 963 SOME 478 MADE 284
IS 2500 THEY 959 THAN 445 WELL 283
1 2292 ALL 881 MAY 441 OLD 282
IT 2255 THEIR 824 UPON 430 MUST 280
FOR 1869 AN 789 ITS 425 Us 279
AS 1853 SHE 775 ouT 387 SAID 276
WITH 1849 HAS 753 INTO 387 TIME 273
WAS 1761 WERE 752 OUR 386 EVEN 272
HIS 1732 ME 745 THESE 385 NEW 265
HE 1727 BEEN 720 MAN 383 COULD 264
BE 1535 HIM 708 UP 369 VERY 259
NOT 1496 ONE 700 DO 360 MUCH 252
BY 1392 SO 696 LIKE 354 OWN 251
BUT 1379 IF 684 SHALL 351 MOST 251
HAVE 1344 WILL 680 GREAT 340 MIGHT 250
YOU 1336 THERE 668 NOW 331 FIRST 249
WHICH 1291 WHO 664 SUCH 328 AFTER 247
ARE 1222 NO 658 SHOULD 327 YET 247
ON 1155 WE 638 OTHER 320 TWO 244

ENGLISH TRIGRAMS

The ninety-eight most frequent English trigrams, combining a count of 20,000
trigrams by Fletcher Pratt, in “ Secret and Urgent,” supposed not to include over-
laps between words, and 5,000 by Frank R. Fraprie, including overlaps. This table
and the following one are not referred to in the text, having been compiled since the
completion of the book.

THE 1182 HER 170 HIS 130 ITH 111
ING 356 ATE 165 RES 12§ TED 110
AND 284 VER 159 ILL 118 AIN 108
ION 252 TER 157 ARE 117 EST 106
ENT 246 THA 155 CON 114 MAN 101
FOR 191 ATI 148 NCE 113 RED 101
TIO 188 HAT 138 ALL ITI THI 100

ERE 173 ERS 135 EVE 111 IVE 96
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ENGLISH DIGRAMS

APPENDIX

73
5I
71
71
70
70
70
70
70
69
69
68
68
67
67
66
65
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The one hundred and nine most frequent English digrams, compiled from a
count of 20,000 trigrams by Fletcher Pratt, in “ Secret and Urgent,” supposed not
to include overlaps between words, and 5,000 by Frank R. Fraprie, including over-

laps.

TH
IN

ER
RE
AN
HE
AR
EN
TI

TE
AT
ON
HA

1582
784
667
625
542
542
5II
511
510
492
440
420
420
361
356
343
340
339
337
330
321
321
296
275
275

275
273
271
270
263
263
260
259
246
244
239
232
232
229
225
216
216
214
211
210
210
202
201
189
188

WI
HO
TR
BE
CE
WH
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NO
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WA

188
184
183
181
177
177
176
175
175
175
174
172
171
169
166
165
165
164
163
162
161
158
152
148
146

146
142
142
141
141
131
129
128
128
128
127
125
122
122
120
120
118
117
115
114
113
113
112
112
111

I11
108
107
104
104
102
101
101
100
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Page 8

1. Open Sesame! (Read initial letters.)

2. Police on trail . ., . (Read 2nd letters of words. )

3. Being held . . . (Read every 5th letter.)

4, This is a null cipher, (Progress 1-2-3 etc. within words,)

5. Send supplies . . . {Read every 3cd word,)

6. Why notuse . . . (Read every 3rd letter, beginning with 2nd.)
Page 16

7. Thisisan . . . (Write in columns of 5, normal order, )

8. Three hungry Esquimaux . . . (Box 8 x 8; write in ascending
diagonals from upper left corner. )
9. Well, Iswan , , . (Box 4 x 8; write in columns, normal order. )
10. Magic squares are simple , , . (Taken out by rows, normal order,
from this magic square where plain letters are put ordinally:
20 11 2 49 40 31 22
12 3 43 41 32 23 21
4 44 42 33 24 15 13
45 36 34 25 16 14 5
37 35 26 17 8 6 46
29 27 18 9 7 47 38
28 19 10 1 48 39 30
11, Best trust the . . . (Box 7 x 22; write in columns, normal order. )
12, Artisabitof . . . (Box 5 x 10; write in columns, normal order, )
13, Fifth battalion . ., . (Box 9 x 10;write in columns, normal order, )
14, For some real fun . . . (Box 11 x 6; columns taken out in normal
order, but even-numbered columns reversed. )
15, Itisnotthe . , . (Box 7 x 7; taken out spirally counterclockwise
from center, )

Page 24

16. Following message received . . . (Box 9 x 8; columns taken out
by key NAVAL TOWN,)

17. Research is like . . . (Columns transposed by key 71536248, then
taken out by ascending diagonals from upper left corner,

18, The E foot N of T the E rainbow . . .(Transposed by key
ENTERPRISE, then taken out spirally counterclockwise from upper
left corner, )

19. Man wants but little . . . (Key PATTERN.)

20, The keyword used , . . (Key ADJUST.)

21 Now don't get excited | | | (Key, COLUMNARS). Still this ex-
ample ., . , (same key, but all even-numbered columns taken
off reversed.)

Page 35

22, The dog insists that the same grille . . .

23, Advance right flank to a point , . .

24, Information about suspected espionage ., . .

25, Ifind the grille very interesting ., . . (Four blocks of 6 x 6,)
26, There once was 